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1.1. AZEDEMN
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AG—EXTHEAIDHEIUTORED T,

A

B

ER

Microsoft Sentinel

Microsoft ftptz+1 U ERDBEEMEY V1 -3,

SOAR Security Orchestration, Automation and Response DE&HR, PESFBED1>
2T NEBYO 2T MIGOBEME ZZIE T D cdDtEF1UFT VYU 11—
>3,

SIEM Security Information and Event Management MB&FF, SOAR E#f(CEFESEM
V=2ZAMBINELET %125 MRACSHTICERITZVYU1—->3,

Logic Apps Azure Logic Apps (& Microsoft HDOS IR TISwv hIJA4—L. BEbESNZD—
070 Efk. EITTEET,

FIECOMBEZFERAUTERLIZD -0 JO0-DZ 2B IHBEEHDET.

Playbook 7S5— MO F NMIHTBEE LT Microsoft Sentinel hN'SERITTE3F
NlgdLo23>7T9,

SAC tF1UT 1 T RSP~ 5 — DB,

ServiceNow ServiceNow 1. ServiceNow RT3 TS v hIA —LERIBIHEEHDET.

NTT ROEEZHRX

NTT ROEE RIS DB,

Threat Detection

YA —TRSOAR DAZ1—&, BESTFDOTF1UFT 1 T/ A 500 DinE%E
Common Event Format (CEF) /Syslog TiX> TUL\Z/ZZE, Microsoft d Threat
Intelligence TY Y F > U LBBNARESNNE@EN NS,

Threat Intelligence

BRIERT>TIUZ IR, ¥H*—> R SOAR Tld Microsoft @ Defender Threat
Intelligence ZFIFALTL\E T,

Endpoint iE#

Microsoft Defender for

Microsoft Defender for Endpoint (L~ MDE) &AM/ (1 EEZITD &I
KD T. MDEEELTWWDT/ A RICH U TEEADMRR bl zEELET,

AIR

Automated Investigation and Response MBZFT,
Microsoft Defender for Endpoint D&EETH 0. BEAEN SEIRUETZEEH

BT,
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2. —ERHE

2.1. b—EXWE

e AHY—-EREF BEFOTF2UFT T/ 1R (M365-Business Premium/E3/E5. TDftiz41
U R E) (S L. Microsoft #£D2T > K SIEM/SOAR ®E T3S Microsoft Sentinel Z
Buwiz, a1V ER. BBOI9. BEnEi. BElziRMiIsds—EXTT,

s APY-—EXTHR-LIIOTEERMTRE LT, SIEM (Security Information and Event
Management) (C KD BEEIO/ 4. SOAR (Security Orchestration and Automation Response)

(CKBEBNZRIBLET,

o PBESHFELEEG DRIY—IR—FILHSAT—EX(CEHTIZERNEDE. RBIFEMERE
ZITWEY,

NTT ROEBEZRAF ARIY—IR=F)LICT, FEBRHVEDOEEE, FEEEMEELZZITVE
ED

(B8%) U—EREHAA—>

| AEEEE ' NTT ROEESRZR SAC
(Security Advisory Center)
. . . WS eI/ ARLR— TAM
Y'Y AlA AlA -+ > g FOSHAFHT
T Ra1—1— PESEES - A Ry
t "l = ka—g—na75— kR NS B
+
— 1) - -
FYrO—T gF1UF1 @ Microsoft Sentinel —m Has
€ozscaler 4y paloalte  — ~ e E H—&L
| log Syslog g - &
Aenetskope  FEIRTINET S8 o hneifinke SREAT T
Microsoft 365 E5 Security Threat SR
Intelligence (SIEM) - vf. EREA
4} Enire ID Identity Protection API 5 A ~LTEZY
) — > /o
am Defender for Endpeint / Defender for Office 365 ABEL SE:Fap !
WF Defender for Identity / Defender for Cloud Apps (UEBA) (S0AR)
B (Zemst - I-LARF v - /AT RUEy RE)
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3.1. RH#EERD

® décomo Business

e AHY-—EXDY-ERRE/RFXDE. TRIODEDTY,
¢  BEETFE(TT Microsoft Sentinel DB TR OUT S 3> ZENZIZVWVEDX T, NTT ROEES
R (ZT Microsoft Sentinel M#EEZ=1TL). Logic Apps ZiIetLZE T,

o FRHARII—R—F )R,

BESTHSOBHOEDEERLIRILEZR T HIET .

*1 PETZFE Azure TF> bD Microsoft Sentinel (C3 L. FETERADERPIC NTT RIEEDR

AHBOREZSETCVELEEET,

BEFERER NTT ROEE =SS
BEE | TFIUT | BE=FAzUreT >~ NTTEIEESRZ | hRHY—R—o) | S
=t s Azure> > b (ServiceNow)
Microsoft 365 ES Security e Microsoft Sentinel Microsoft fentinel
IEFTERk/ 2 == ﬁ'{)(j“%z Logic Apps Lighthouse $#£:/Logic Apps v:.“_
1ERkm (NTTEIE .- @
zoftEFaUFBHRE EZxRE) b'-]
(;) % paloalty Sentine Sentinel (Lighthouse)
%‘T]ég HE=FEE L | NTTREOEETRA (YR FSOAR) R
H—E % b | e e
SIS i i E-r NTTRFIOEEDIRA (¥R—3FSOAR) R
BrEXS HE=E i : [ ONTTRIEESRZ
T/ § | T |
VEsdicsa/ BE=F *3 Poeq 1 NTTRIEEZFRZ
TERER " 2
B | At/ . eal N
[ B HE=E 3: ! . ROEEDRA

*2 Threat Detection X =1 —%CEZHOE. OB —/)\—EBESH(CTCTHEVWEEIHMHE
NHDET, OIS —/)\—(EBEZFEEN/Azure LOEES(HREBELUTHEBULEE A,

*3 NTT ROFEZSHRIATOIHMY—/\—&BRIT DIHEE. OJE

DEFEAKFA CHIAH N EEITE T

EREPRTERZTF T Y MMIK
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* NFR—ZRSOAR DRMHEA 21— (I TFODEOTY,

B—EAESD | AZ1—% =5
BERXY—EX | BRXTS> - OJREE/B IO D1/ B ENEXN/ BB 40
« ARII—IR—=H)L
AR > MMEIEFNFEEA. (0/RA12H)
AT 2 3 | EEAEERA S MBI | - FERERRRICFIRVWERE TR ba. FHRUAHNE
H—EX rZE #HUERT. (5/RA> hEf/A. ERS50RA> )

3.3. RtNEE—&8

3.3.1. EXY—EXMEE—E

e AY—EXTlH BHUAHIGU TUTOMEEIRFELET .
o HRHIV—IR—HIVICLDZTE 24 B5R5 365 H (HEREDH)., OZFITFEH 9 B~17 B (XEXR
FInEPR<) ERRDFET, FHllE. 6.4 BEIVLWSDE - FEEES{T] Z2SRBLTLIZE0V,

(BEARTS>]
R RE B
1R4E HREIIZ—R—=5IL DRI —IR—F)ZRHLUET . DRIY—IR—F)L
TRHaEE Tld. B S — bR, FESEVEOE. /FEIKFE
. CENIER - - EXERTEBROMER. BESFED
OJA4>7hD> NER, ZEA—)LNE. SIBEHRMER
REMTZET.
EREY OJURE Microsoft Sentinel [CIZ#TEESINTVNDT —F IR
TEfHHREE O5zFBLTOJZRELET,
Be0J 51 Microsoft Sentinel [(CFRETERENTVIHOSY
DZFAWTE#SDZITVET,
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EHEnEX/ B Ehx L

NTT ROEEZRIN B EhEN/EEx38o Playbook %z
YERX L. Microsoft Sentinel (CERUZX Y. BENESI/H
BN IE R (CHERE T DN EERZITUL\E T,

o BIRBURAUKEEE. [OJIRE] (B8OOI D/ BEhEH] (B80T D/ EENEX/EEXT0L] D&
ttw hCTiRMEN. 1 DB EERWZIEEFT.
o OERERMHEEEDOSHR UIAHFCE. BR— /A REBRVZEEFT,

DEIREURMHERE T/ X]

HR— ;AR BIRBMR (iae
‘ BEIOD3F
) BHEOY 24
O ke JA=E 3R
/ E1EhE%N
/B Ehx3L
+ Microsoft Entra ID P1 ()
. —
+ Microsoft Entra ID P2
- Microsoft Defender for Identity —
- Microsoft Defender for Endpoint —
+ Microsoft Defender for Business
- Microsoft Defender for Cloud Apps — [ )
+ Microsoft Defender for Office 365 —
- UEBA — —
- Threat Detection — —

. [BEI0I D/ BEnEX] E/2@E [BE0OT94/ BENEX/BEL] Z8H LADHBE. BIRSNn

EFINARCHIETD TOJURE] &, HETRUAHFWZEBENGDET,
fRfitiaE BR—bFF)IA R HETHULAHDBERR
OJWsk (WKL R)
BB D/ B EhiEAN Microsoft Defender for Office 365 Microsoft Defender for Office 365
UEBA Microsoft Entra ID P1 or Microsoft
Entra ID P2
BEO0D/ BEhEa/s | Microsoft Entra ID P1 Microsoft Entra ID P1
Microsoft Entra ID P2 Microsoft Entra ID P2
Byl Microsoft Defender for Identity Microsoft Defender for Identity
Microsoft Defender for Endpoint Microsoft Defender for Endpoint
Microsoft Defender for Business Microsoft Defender for Business
Microsoft Defender for Cloud Apps Microsoft Defender for Cloud Apps
Microsoft Defender for Office 365 Microsoft Defender for Office 365
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UEBA (BB/OJ 9/ BENBA) ([CDLWTODFREIE
Microsoft Defender for Identity OOJUREDFIR (FHET(EH D EEAMN, FIHESNDIBE(E.
A>T U ZXR AD oOJEBENOT 3/ BENBAIDIRERDET,

52X, TSecurityEvents] KT [AzureActivity] OFEEOTY —AEFTHREUEVES
(F. BESFCTHEOTDINERENBETT, B, ZHOD DUNESTEN FARBIEUE &2
DBE(E BIENTT ROEESHRRAAITOZEETISENMREERD ., ZEERHANBEERDET ., H
B FAIDINEREZ (T TIZBEEOT D/ BERBIRDOMRERDFH A

Threat Detection (BEIOJ347/BENEA) (CDLWTODFESEIE
Threat Detection ZFIH=N3HE(E. BEHICT Threat Detection (CXH& L 2O dDUNE
RENAMETY,

3.3.2. {FERKiAMEE—E

s AY—EXTE AT23>H—-EXD EEMFERA > MBI Z2NWEE. ZORA> bz
HBTDZET. UTOFEKIEHKEE Z BB TN SOEFIKBERF (CEDSRMLET.

o EEER. FEREOFEANS 3 EEBLURNCEBNZUET . FEEMETH 9 B~17 B OK&F
KREFIZEPR<) ERDFET,

o [FEFICTIRIRCTETDMEEL L AETTLELU FEMNTT U — AN Close /2D FE T IRDIFEMK
HaddEFTEFTEA

(VFERARFATLRE

BERA
> M
1 OJRFHMZE Log Analytics D— O ZAR—R(CREIT DO DRFHM[IE | 1
HRELUTESTTIAI S 30days TIH. AH—EXTE
90days ZHHARE & LTVET,
VERMFADREEICLD . UTOREBADEEN LTI
1#FHAR (30, 31, 60, 90, 120, 180, 270, 365, 550,
730)

2| HLBRANRTE Microsoft Sentinel T4l (HkbEet. 7HT> b/ |1
J—RULY N) BRERIERNSHDBEE. LRI
RELET.

No. | fEERIKFRERE #i=
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(B80T 53/ BEndBAl/BExtil] ZFIRALTLIHE
T, BENEITHITBENEMDH & UIEWRIC, BEICE
DERELFET,

[BEEI0O0 247/ BEnBl/BExiit] ZFI AL TGS
T. BENBAOHZO LN BEEIHLEITOVEVERC, BEEIC
BEOEFRELET,

3 | BBREEE LT ORERSOEENTHETT . 2

- [BEEA1] Fizld TBEx] O Severity F&E(CEEN
HdDEEF. PREICEDERELET,

c JXRAT— REENMMERT > RI—H(CH U TEREND
T> RI-—TBEHDOBHASTICDOVWTEEN D DIHS(E. B

AICEDERELET,

- ¥)[@ AIR DFERM NG Eo EiBA(ICEMBEEINDI T R
A—HEHOBHABCDVWTEENHDIZE(E. BHFEICE
DERELFET,

- AIR B EETOINZRBCEDIHRELFT,

- XDR R—FIUREZRIR T DIHECHEBIREEZ. BHE
(CEDERELET,

B HIBRUTEWT =S OR05 %, BEICEDEHREL
F9,

- BEIHLARRSN 7S — hDERRHIBRZE., BEICEDSHE
UESCH
- NTT ROEBESRABEFHOT Rk —/ (5000
EER, BRECEDEIRELET.

- NTT ROEESRAEBEROOT MY — )\ —DRFZHE
(CEDEEMLET.

- JOv oYX NIR/FBARLIEDZ8, $Eitx IP 7 RL

DER/HIRERBCEDETEMUET .,

- WideAngle Al Advisor E#DBEML/EMLE. EBFAIC
BEOEFHRELFET.
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[SHLBRINEETE] (CDNTIF. B —EXR@R I EDIRRICDOVWTHENHDIHEDH. i
(CHEREHIAMR CHLABRSREV R R) (CERAWVWEEL CETHBRICHREZITVET . @
ORI AFREMIEICTHB LT ES,

[BRIERTELEE > Severity i%E| DIFE. £7U>2TS— bOREF T v IEELBERED
FEER(CHEV ERARDRFIE - ARIEBOHEFTIC. 3 EXBMNBHZENHDFT,

3.4. RftEE (BARY—EXHEE)

3.4.1. hRII—IR—FI

s AY—EXTE. ARII-—MR—FILZ2iHEL. T—EXEUTRHENDIED(E. BERNCHR
IY—IR—F)L7zZB U CTiRftenZxz .

o PESFEFIVTATRIATU—LEH-EDOPWDED(F. INTHRIN—R—F)LZi&
CTPOEDENZET,

o HARII—MR—H)IUIE ServiceNow ZFIFALTHED ., HBBESFEFA>HF - MST7IERXTS
CENTIRETT

s HARII—R=DIADOTA UNCIIZERDBIEDSHANTEETT

s ARIY—IR—=FILTIE, BESHEVEDE. FEABEORH. BESHFOITEZNIER - H—EX
MEBRODHER., ZEA-ILRE., BEIFOOTA>T7HO> NER (A—Y—Bhl - &,
BIRELERE), SEER (THFER. ST, FEYZ-177)L) OTHRIRENMTRAET .

s BESFOOTJA>T7HI NI BEEFLIBUEE 2 DOERNSDFET., BEEBEFZ7HD> N
(F I—Y—DENMNEIEETY . HEETHD> ME. BPBEEOI—Y —I1BHREENTIETT.

(BE) DRII—R—=FIAA=2

@ d‘o”como Busiﬂess sPVWEDE 1ER R T-2A-K FLwy H-EAREWE ThovHEE~-

0 sEVGHE
@ TLy
EEEBRE LURRHTRTT
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o HRHAI—R=FILICFE, Fv>a1R— RigEEN'SD D . Microsoft Sentinel IR R ZED S T THE
mIDIENTEFT,

o VS —MNHRELEIDE Logic Apps B U THRIN—MR—F)LICT—IANEEENFET, FvS 1
M—REBRIDZET. F—ROMEMZHERITDIENTEFET,

(B%) Yy aR—RAXA=2

State - ServiceNow State - Logic Apps
B J0-X#AH=247(296%) W BSEEHERES =1(0.4%) M 3Closed=242(97.58%) M 1.New=5(2.02%) 2Active =1 (0.4%)
Severity - Logic Apps Product - Logic Apps

1New W 2Active M 3.Closed 1New W 2Active W 3.Closed

I35 I D4 Bi=

State - ServiceNow T—ADRT—H ADLEER

State - Logic Apps Logic Apps DRF—4 ADLEER

Severity - Logic Apps Logic Apps DRAFT—HRAEBREZ EDT— A%

Product - Logic Apps Logic Apps DRFT—H A EPR— /AR DT —E
T—ADAT—HRIT—RTDEDDIREEZ, Logic Apps DAFT—4 AL Logic Apps DILIETE T B
DRREZRUET

o AZSFTIMIEAUTBHIENDIXA—ILD T ILIY IR FEEEmBUET

¢« CCTHREUEZABER. REEBNREITDA-ILOHBRSNET.

¢« REMRETDIMHBOF—T— R ZEMFHIETIHROF—T— R EERXD® Severity [CK
DIAIIULTRETEEY.
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(BE) ZEA-ILREHEAA—>

BEGHKLTA3F%—7—FORTE
i ELAF—T7—EHNBFRICEENIX—ILE. (BRENKALIZF—T7—F - HEORT] 071 IL2UITREIC
94 ¥ ERRICHDET

HRBOF—T—FEETITIBEIR. hUR()TEY>TREBELTIESL
HFRBOF—T7—-FEETLABER. WTANMN—BINIBENRZLEDETY
BEGHSANLTE¥—D7—F - HEORT

BROF—7—F - BEZETLABER. WTNN—RIThIBERSALLDETY

Zl. (MBEHRRKETZIF—7—FORET] KEEHTEIX-NLIIO2VTIE. BENRCBDET

FHADF—T—F

HFRBOF—TO—FEETIZBRE. AVR()TEY>TRERE LTSV

X—)L&R)
PR
PR
NRA7—=FUty FER
HARRRE - AR

127 FRERA

Severity
High
Medium
Low

Info

3.4.2. OJI&%

AH—EXT(E. Microsoft Sentinel (CRETERSNTVDT—FIARTFZFIALTOTZUR

%£UZFEY. Microsoft Sentinel L TF—4 ORI (CKD THRRT/I\ A REEHEUFET,

o AMEEDCFIARMARSRTIE. INETDOJDERFHAME (Azure Monitor DOJRFHAM) (&,
Microsoft Sentinel M7 J )L b 30days "NS5ZEE L. 90days THREULET .

o CHFIARMBRICEREAREERBVCIZ & BEDOZEE ( 30, 31, 60, 90, 120, 180, 270, 365,

550, 730days & D3&IR) HEJET I, P, OJERFHARIE. Sentinel RATODREERD, WK

FTIA RS EICRFIBZEREI D EETEFEE A
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[BEOJ 0%/ EEnEx] [BEE0OT 54/ BENE/BEMN] ZHHUAHDIEE. OJRFH
ARV E+DROTIRENMTRIRN D, 90 BULICHREI DS LEHRELTHEDFET.

(ODUNEE]
MWHRT IR FAIBIF—FIARIH FIAIRNEEDY | OYUE Configuration SREZEE (GEIRB%
(Babwsa) {EmIEe)
- Microsoft Entra ID | Microsoft Entra ID iigdn_gli‘ Logs Service Principal Sign-In Logs (Preview)
P1 uat Logs Managed Identity Sign-In Logs
- Microsoft Entra ID (Preview)
P2 Provisioning Logs (Preview)
ADFS Sign-In Logs (Preview)
User Risk Events (Preview)
Risky Users (Preview)
Network Access Traffic Logs (Preview)
Risky Service Principals (Preview)
Service Principal Risk Events (Preview)
Microsoft Entra ID F_HgARIINS | -
Protection %
X Microsoft Entra ID P1 E=nz0Y *1
TIEFAAT]
- Microsoft Defender | Microsoft Defender for | =_5axoons | -
. Identity
for Identity IRE=N3OS *1
- Microsoft Defender | Microsoft Defender for | =_5axoons | -
. Endpoint
for Endpoint IRE=N3OS *1
- Microsoft Defender
for Business
- Microsoft Defender | Microsoft Defender for | Alerts Cloud Discovery Logs (Preview)
Cloud Apps
for Cloud Apps
- Microsoft Defender | Microsoft Defender for | =_g5axoons | -
) Office 365
for Office 365 NEEN3O5 *1

*1 INSOOJ(CDUL T, Microsoft Sentinel FMDF—4 IRIAEE COJLIRIRRSNETA
HY. OY Dig#n%c(E [SecurityAlert] —2JJLTY,

e Microsoft Defender XDR LT BIBEEIUTDED LD FET,
HRTIAR FRIBIF—FARIH FIAIREEOYD O2UREE Configuration SREZEE (GEIRG
(BEtZA) Zh{EnIEE)
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+ Microsoft Entra ID
P1

+ Microsoft Entra ID
P2

Microsoft Entra ID

SigninLogs(Sign-in
Logs)
AuditLogs(Audit
Logs)

Service Principal Sign-In Logs
(Preview)

Managed Identity Sign-In Logs
(Preview)

Provisioning Logs (Preview)

ADFS Sign-In Logs (Preview)

User Risk Events (Preview)

Risky Users (Preview)

Network Access Traffic Logs (Preview)
Risky Service Principals (Preview)

Service Principal Risk Events (Preview)

- Microsoft Defender
for Identity

- Microsoft Defender
for Endpoint
- Microsoft Defender
for Business

+ Microsoft Defender
for Cloud Apps

+ Microsoft Defender
for Office 365

Microsoft Defender
XDR

SecurityIncident
Security Alert

_*1

- Threat Detection

Common Event
Format(CEF) via AMA

CoomomSecuritylLog

Syslog via AMA

Syslog

*1 XDR{t 9B & [Cloud Discovery Logs (Preview)] OF—Z (FUNESNTWBDT. BE SO (TH
(73 TO2JYXE Configuration (XEZXLE Microsoft Defender for Cloud Apps] (&. BHULIA
HAREERDFET,

(%) Microsoft Azure Sentinel >—4 %%
https://learn.microsoft.com/ja-jp/azure/sentinel/data-connectors-reference

3.4.3. B8O

«  AY—-EXTI(E. Microsoft Sentinel (CIRETERESN TV DO Y UZAWTESOI DR
ZITWET,

e Microsoft Sentinel £TIE. &F/\AX(CH LT NTT ROEBESHRIANHR S ATRANOS Y D
ZIATE DD TIFIRL . Microsoft DO W OZBRCTDDHTH D . Microsoft HDIRA
OO > TS — it henZEzEd. (UEBA ZBR<)
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«  AY—EXTIE BIED Severity (BEEE) DOV > — MMRIESNZHBS(C. NTT ROEEDRX
HE® Playbook MHEEEIC K D BENEAN - BEIFUZRMELET
« F)IARBICEMELTVWSAIOZY IRFUTODEDTY. cNWoOZy JFREAIFALE

TA.

[XDR K& A]

HMHKFINARX

BIMETIHHOS YD

+ Microsoft Entra ID P1

- Advanced Multistage Attack Detection (Fusion) *1

- Anomalous sign-in location by user account and authenticating application
- Attempt to bypass conditional access rule in Microsoft Entra ID
- Brute force attack against a Cloud PC

- Distributed Password cracking attempts in Microsoft Entra ID

- MFA Spamming followed by Successful login

+ Microsoft Entra ID PowerShell accessing non-Entra ID resources
- Password spray attack against Microsoft Entra ID application

- TI Map IP Entity to SigninLogs

- MFA Rejected by User

- Privileged Accounts - Sign in Failure Spikes

- Sign-ins from IPs that attempt sign-ins to disabled accounts

+ Successful logon from IP and failure from a different IP

- User Accounts - Sign in Failure due to CA Spikes

+ Microsoft Entra ID P2

- Advanced Multistage Attack Detection (Fusion) *1

- Create Incidents based on Microsoft Entra ID Protection alerts

- Microsoft Defender for Identity

- Advanced Multistage Attack Detection (Fusion) *1

- Create Incidents based on Microsoft Defender for Identity Alerts

- Microsoft Defender for Endpoint

+ Microsoft Defender for Business

- Advanced Multistage Attack Detection (Fusion) *1

- Create Incidents based on Microsoft Defender for Endpoint Alerts

- Microsoft Defender for Cloud
Apps

- Advanced Multistage Attack Detection (Fusion) *1

- Create Incidents based on Microsoft Cloud App Security alerts

+ Microsoft Defender for Office
365

- Advanced Multistage Attack Detection (Fusion) *1

- Create Incidents based on Microsoft Defender for Office 365

- UEBA*2

XYFEOS WD - AT > (E Microsoft DIZEMEETI N, PEIFH(SBHIT S
BMEZ NTT ROBESRAMBETHRELTWET,

+ Threat Detection *3

(Preview) Microsoft Threat Intelligence Analytics

*1 Microsoft Sentinel [CEZETERSNTWBIHEBESHOZ YO TY,
*2 Microsoft Sentinel [CIZBETEEINTVWDRIL—Y—/IT>FT 4T+« DTFFHHHOYITY,
*¥3 NTT ROEEZSRRA YRZ—ZRSOARDAZ1—4TY,

(XDREA]
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MHKFINARX

amtIIBO0>Y o

+ Microsoft Entra ID P1

XDR READBE LR U

- Microsoft Entra ID P2

+ Microsoft Defender for Identity

+ Microsoft Defender for Endpoint

- Microsoft Defender for Business

+ Microsoft Defender for Cloud Apps
- Microsoft Defender for Office 365

ROy TOBMEIERE

- Threat Detection

XDR READBEERL

<UEBA (A—Y—/I>F 4T« 1T8DH) >
 UEBA (&. Microsoft Sentinel (CIRETERENTVWBR LY —/IT>F« T DITEDHROS YD

Ta_o

COOHERETIE. I—HY—DZ2DMDI> T+ T+« DBEDITEHEFE L. BETHZIRIL. TD
TRCEFIVUT o LOEENRDINEDSHZEEITONLI S — hEKRUET .

(B8%&) 1—Y—/IT>FT«1 517854 (UEBA)
https://docs.Microsoft.com/ja-jp/azure/sentinel/identify-threats-with-entity-behavior-

analytics

<Fusion (tHED#T) >

*  Fusion (&, Microsoft Sentinel (CIFETEENTWLWIEREDHOZYITY,
COHEEET(E. BEDT/I\AANSDMRRIRT S — hEDTL. BERNILFAT-SHE (5>
YADITT7IRE) ZBETRE L. Fusion 75— b4 UET,
(%) Microsoft Sentinel TORERTILFRAT—EDRE

https://docs.microsoft.com/ja-jp/azure/sentinel/fusion

2B, XDRAILT BIHFEIE. Fusion (FAREERD, ZD#EEE(L. Microsoft Defender XDR #8BET >

SUCEFTMASNET.

Fusion OB3MLICEIT BEREIE
1) Fusion OEFMEICDUNTIE. #EARIEREC NTT ROEESRRICTEMICEREITDIeHBHL

AHHIRETT,

2) B80OJ9 - BBz CFBDBE(C. CFIBDT /XD [Advanced Multistage

Attack Detection (Fusion) | #3#r0O>w O%=BRNIC

B

X AE

LEY,

22U, BEOMERT/)\A ANSDT 5 — hantidd LD Fusion DFFEE. 1 DOHFIRFT/N
A RADBRUVIAHZIT O ELTEEEE Y 2 DU LDOMRFT/\A XD [BEOT D/ EENHE
1 BULE B8OOI D/ BEHRA/BEL] ZZFRADBEDH: . TOMREDTS— M
DWTHEEDH (Fusion 75— bA) EBEEIFLNTONET.
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® décomo Business

x [OJUE] OHZFIFADT /A X (E. Fusion OIEEEZHT - BETADMIRICIRD FH A,
(5% F/\1 X : Microsoft Defender for Endpoint. Microsoft Defender for Business.
Microsoft Entra ID P1. Microsoft Entra ID P2, Microsoft Defender for Identity. Microsoft
Defender for Cloud Apps. Microsoft Defender for Office 365)
3) Fusion (&. Microsoft Defender for Identity &[E U Playbook Z{FER U TL\BTzs. HERL
IAHT)\A ZDH(C Microsoft Defender for Identity HMRVEETH D TE. 2 DU EDHRST
N1 RZEHBBUIAHWIEEWEBEE. Microsoft Defender for Identity/Fusion @ Severity 5%
EN’RETY,
15 % (X Microsoft Defender for Endpoint MY —E X & Microsoft Entra ID P2 DB —EXZHE
LIAFZDIBE. BEHUAHFDHT—E XD Severity ;%€ EHET.  Microsoft Defender for
Identity/Fusion @ Severity 8 ENNETT,
4) Microsoft Defender for Identity @ Severity 3 XEZ{TDHE. RRF(C Fusion M Severity &%
EHBITHNSD (Microsoft Defender for Identity & Fusion D Severity (REZERICERET D
E@FTERN) RICETFRVZIZE, BEZCRIIVWCESIDOBBOWZUET,

<Threat Detection>

e Threat Detection (&. Microsoft Sentinel (CAR#ETERENTL\D (Preview) Microsoft
Threat Intelligence Analytics EWSDHMTIL—ILZTERA LT, BESEHSERX(*1)SN/z
CEF/Syslog fe®XOJ%. Microsoft DIRBI DB T IS IR EDIYYF I EITL. R
BINBENRRE I DHEE (FE) T,
Flz. NEBEZITOIZHARDIRA MIWFETEZIHE T, YR—= K SOAR D MDE BEhxiilz
ZEDIZE(E. MDE RHETEHEIMUN ENBRZIRET D ZENAIEET I,

*1 Microsoft Sentinel - T{ERTE35>—4 RIS DFESEIL. Microsoft @ Web B ~
( https://learn.microsoft.com/ja-jp/azure/sentinel/data-connectors-reference ) =&H3

<IZ&W\, TE5MOHT CEF/Syslog FZ M RDT/INA R ERDFET,

Threat Detection (CDWTDFEREIA

1) BEETFICT, BFa1VUTF/)\AROOTKERE. OJFiMES—/)\—DIEBENNETT,

2) [ (Preview) Microsoft Threat Intelligence Analytics| DD HTIL—ILBRIET D EDIC,
OJ DX ERERFEL CWEEKBENSDFT, U—EXTFEEESRB UEN(CREZITO T
<IEEW, INSHAOTICEENRVEEE. IERRBANTETER A

3) Threat Detection ZZFIFHICABIHBE. Sentinel A\MOTERRENMEAULEI DT, Azure D
FIRZMzHERD L. Azure DFIFAREREICTBRLIZE,
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3.4.4. BEhEN/BEIL
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NTT ROEEZRINDEEER/BEEXFUD Playbook Z{ERL L. Microsoft Sentinel (CERALET. &
f=. BB/ BEBHUNER(CHEEET DN EREITVET,
HEEEDSEMI(C DT, TEHEKICIRMHSNS [WideAngle Y1— K SOAR_E B L aEEHER

£ [ZEPE\EFZEET]] 28RS0,

(EEEA) B M5

WHKFTINA X @ x40
TR X34 713> Sl

UK Pt/ i b B AR B JINRAT—RUtwv hg &

TA)LARAF v > /BB DFFL
- Microsoft Entra ID P1 (]

® *1 o
+ Microsoft Entra ID P2
* Microsoft Defender for Identity / o ® *1 °
Fusion
- Microsoft Defender for Endpoint [ )
[ )

- Microsoft Defender for Business
- Microsoft Defender for Cloud Apps o ® *1 [ )
+ Microsoft Defender for Office 365 ® @ *2
- UEBA ®
+ Threat Detection ® @ *2

*1 Microsoft Defender for Endpoint Z#HE TZE2#IH,D.  Microsoft Defender for Endpoint ;&#%

CHREDGAICEBLET.

*2 Microsoft Defender for Endpoint ZHE CZZHDBE(CEMUET . (EENEEEDIZE Microsoft

Defender for Endpoint ;&8 #EHEOD:ERITTEEEFA.)

e NSO, BEIETHEHNEELEENTZ Severity (CXH LT, 75— hZEBRUEBEIIC

HitELE T,
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BEn@EAl/BExiiE. Microsoft Sentinel (GEENEA > 7> MIEENDIEREE & (CEE
LEY. TDEeH. BHEZIELCHBRERNEIS TERNA >S5 MIDWT(E. BENE
X/ BEILDIRI ETRDFET

UEBA (ZEENBAIDHDHEEED =8, BRIDHEEBLET,

. REAEE (FFSRERIENERE)

3.5.1. OV RFHIMZEE

AP —EXTIE. Azure Monitor OOJERFHARIE. T4 /L~ 30days MSZEE L 90days &
UCTERELTHEDEIN. BUITFORNDDIARERE (CEENTIE T,
mRFHARIEREME : 30, 31, 60, 90, 120, 180, 270, 365, 550, 730days

OJRFEAR(E. Sentinel A TDRE LD, MRT/N\A R E(CRFHBZRET D LET
ETEEA.

(%) Log Analytics & EEmE X —=

Usage and estimated costs % -
@ Dirsctory: NTTIS2=7-YaY XS &4 AR MSSESSH2601

Data Retention

are Usage Charts Data Retention (Days —

Retenti d

3

able dats ingestion per soluti
using g .
Pricing Tiers I i“ ‘

3.5.2. XULRHNERTE

AD—EXTE (B80T 21/ BEnEl/Bax] ez CFHIRADBE, HEDEEEDT S5 — h
RIS NEIRER. 7HD> MIDWT, BENICIHREERC/ (XD — RUty hMEfTWETD,
FROBBMUNARERIRR, FHDI> MY SDIHE. FEMBEORRBCEDE, mAPI7HD> b
Z AR (CXHLBRIMIRTE T D ENTEET,

(B8O 93/ BEhEA/EEfl] ZFALTVIIHE T, BEtUziTHh I BENBADH# LT
WBR(IC, BREBICEDERELED.

[BE0OJ 5/ BEnEAN/BEdil] ZFIALTVIIBET. BENBIHOHIZD LA B NEITL
TEWRIC, BEBICEDERELEY.
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(VEEEAKFE TR TEN DI BEIRBRINETE D/ T — ]
FOE {E¥I15H v 2 MAERAREVU R b
RA 7R MRS 2TDIHERZBEHLOWTR | AE
NS UET (NTT ROEE>ZXRXIC
T#Efm)
2R ML GFLBRSY | £ TOlmARE BEITUDOT R | A&
SRTEDERERR) ELET (NTT ROEE>ZRXIC
T#Efm)
IBTENRR MIHLERSS PESFEBEDHARDHFEE | IEDTA—TW MIT
FHADIT RN SN U ET IR E*]
HhHO ~ 2777370 > LR ETCOFHI> h=BEMN | FE
(1—Y-) DOIRMNSRINUET (NTT ROEE>ZRXIC
T#4m)
EFATNEHNL GHL | £TOT7AHT> bEEEEHNL | AE
BRIV TEDLARIR) DOFREUET (NTT ROEEZRXIC
T#4jm)
BETZHDI> MR | BESFEBEDTHI D | FIEDITA— W MCT
4 HFEHFTLDWTRNSFEHL | CIRRDAVE*L
ESE]

*1 JA—w NI CERR. F#llE. [6.1.4. 0 0BAF/EVRAN] Z28RBUTZS0),
XIHUPRINERTE (FBANREREZIRELTED. [2026/12/29 17:00~2027/1/4 9:00] 72EDHEF
ZIEE UTSHLBRARE R ITHITE D FEA. 3B WUARIFZEDIEM - ZFE - HIBR(E, &HEFSE
HFEICK DB ZETHIELERT .

XIFEDT 5 — MEFEDRRA SXZET7 LD MeBHFEDE I LRNERE (B : TOO7S5—bdD
HRA N AZRRS TOOTS—bDHTHI2 S BZFI]) FRIFMFIFITEDEEA.
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3.5.3. BENEEXE

UTFORESERNTZEEI D ENTIRETT.
1. Severity ;%7
*  Severity SREFCEFIY FI-—YBHARABTZEEUCWEE. T5SOEFIKEN SR
R ETEE - SHEVVERITET,

<Severity BOEHEIUANSTEE >

. [BEi0JaW/88nEx] F£oE [BE0J 9/ BandE/BExil] ZFALTLIIHBET
[EEn@EX] F/z(E B D Severity SREICEENHDIBE (. BHBEICEDIHRELFT.
o EEMHEICDOVTIEHESET, DRIV—IR—FILOY—-—EXFEIBREE(CHD [£77U>
J>— K (Severity :8EM) ] #FD>0O— RUTUVWERESE. REEEHVZEEFHRAIT—R—4F
IS T 7 A IV W IZEE T,

o BEBACDOVWTEHEHROEL(CENE T, [ON/OFF] ZHFEICEIDESHELET,

e Severity B(CHUFT—2ZBIRU CUVWEIEK S ETHETHFOERLE (TR BB Z X
LE9I,

« ZE 93 Severity O/ Y —> (ETWideAngle ¥H#— R SOAR_EHE T LEEESRIAE
(TRHERAIT]] 2SRRI,

<IRAT—REESMMERT> RI—H(CH U TEEEINDI T RI-FBHRNTEE>

e JIRIO—-REEMUEBERI> RI-—T(CHIDII RI-—FBHOABTICDOVWTHRE(CEEN
HDEEE. BRERICEDERELET,

o EEEKFBECDOVNTEBESET. ARIV—IIR—FILOT—-EXZFIRREAR(CHD ET7U>
J>— K (Severity &EHR) | £#FD>0O0—-RUTWLWERE., ABZEHZREEHRIY—R—5
IS T 7 AIVEMTWEIZEFE T,

e IXRI—YUEMORNEBELEBF/RD—REELRICEDEUT 2/\F—-2610DFTF, *1
o IRI-YBHDOXA—ILIEF. HRIY—R—5)L (ServiceNow) ZNIT DAL, OSDY
OF7FTUNTHTTP] ORI 5% ERH LT Graph API @ sendMail AV w RTX—JLIREWNZUET .

BENY—> KR — REE LIREIFHA *2 KR D — REE L IREIEGEEIF
I5E
EETA—ILT RLR | HESHICTEETE () (5 —> LHiE)
EEFXA—ITRLR | PS—MRELZI-T-DA—IL7RLX
& HESX(CTIEEDRE PESHICTIEETHE
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A

‘TS — hREER S XFTAAITTDI
AD— REBENRBENFTIN &
BED/(RDT— REFEE/(RDT— R
[CRDFFITDT, BESXTIBHET
JIKRD— REEZITD 2R
ZUET,

BAAB FHESITNMERTHEZ
To5H. UTOREZEDIADK
SCBANBZHRET D xR
WzLET.

OBEBEFZHET/(RD—REE
Z11D &7 T L DSEIHAT,
QOA—ILEDTENTI—T -
ITIC/NRD—REEZITOTND
oMM S D, TESZERET
CENSYASEEINESN

- JNRD— RZEE FIREIFISGELE
Ba. 75— MRERCSXTLA
TO)I(RD— REESNRMNEE
ADT, TF21VUFT o LOBRKD.
PESFIHET/IRD—REEZ
TOBENSHDET,
BAABFHESITNMERTHEZ
To5H. UTOREZEDIAD K
SCBHANBZHRET D xR
WzLET,

OHEFZTBHE T/ RDT—FEE
Z11D CEZRET L DSBEHAT,

1 )IRD—RZEE: [0: (JIREHEL)] ZERSNTVD. DI RI—U@EH: [1: @80 ] Z&
RUTWBIBEICDOVNTE, BAIABDOEENTRETY, BELLHE. [J(RD— REERER] THREL
EBIEZREC, 75— bOFRERRCK > TENATHIIDBEDDFT.

*2 BESFIBEETO/ RD - REEFZXRBELUZRIC, INEVTA-ILIRESNDHEEISNE
TDOTHENUHTTHEIIZE,

<#)[E] AIR DFERN NG 120 IeiZa(ICEBESND T RI1I—BARNETEE>

MDE @ AIR #J[a] NG B5(C, HBFHEHICRA MRALET DD MEREL. MFAZERA—

W7 RUZABNAERN CBMZEENXELF T . TOILY RI-BHOABICDVWTHRECEEN
HdDHEEE. FFECEDERELET,

o EREKECOVNTEBESET, ARIV—R—FILOY—-EXSEFREHE(CHD 7>
J>— bk (Severity s%EM) ] 25 0>0—RUTWZRRE, REZEHVCLEHAII—R—5
IS T 7 AIVEMTWEIZEEF T,

o EEMFECDOVNTEBESTET. HRINY—R—FILOY—EEEFREE(CHD [ET7U>
J>— bk (Severity s%EM) ] 25 0>0—RUTWZRRE, REZEHVCLEHAII—R—5
IS T 7 A IV WETZEFR T,
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o IZRI-YBHDA—ILEFE. HRIIY—R—=4)L (ServiceNow) ZNITDZ LR, Oy
D7 TINTHTTP] O %EF LT Graph API @ sendMail XYW RTX—)LIXEWNZUET,
*  Microsoft Defender for Business Tl&, AHEEFCHATETITRBADT. SHFAEOETUY
J>— 7T [¥)E AIR KMEFDOT> RI—HBA ] (FBRVZIZIFTERA. (EUBHN HEXED
ZEIRTEFEA.)

I5H EA
XETA—IT RLRA | BESHICTIEEDRE
EEFXA—ITRLR | PS—MIRELEI-—T-DA—)LT7 RLXR
& HESFICTIEEHRE
X - VS5— MRER. SXTLATOOAILAFv ORRfieSNEIH AIR
DUNIBN KU TZR B ZERDBRITTEDFRADT, BESFEIBEHT
DAINWARFV 2 ZITDTEZBERNEUET,
BB FRBESETMMERTHEZITOLH. UTORBTZEDADLS(C
BAINSZRET D EZHRNZUET,

OBESTZBETIOAILARFY Y (TJILRAFVY) ZITDTEZRIT K
PYASGFI NN
QI RI—Y-KDMTIRRZIHRE L TES SBNRE

<AIR BEBE/TOHEE>

+ AR BEBRITOHZHFB(CEISTHELTT,

o LUT(3FNHAE 5 BIDZEDYIEA A —=TT, 1[EMNS 9BIE TOM THERRETT .

* AIR BEITHRIE AIR KEUZEDDHTH D, BN UZEDIIREIBRITHRNSEHFRIISN
ESC N

Fz. AIR KEEERAMIHARNDBECHFE L CTLRWEDIZE T, BEITULTERIIULRVWEHBALTH
BHEEBRITHURMNSKRIENE T,

| 72050 | fmai_ij;] 72650 |
| AR ] [ AIR ] ] AR ]
1 | 1 | 1 1

WIVHVI '
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2. XDRR—%)UEHEE DR
+  XDRR—HILEEEERR T DIHBE (L Microsoft Sentinel (CERTENMELRZ6, BHFECEDEH
EVEEEEBUET .

3. FT—AIOARIIDOEML/ Bk
o  BERIFENENM/HIBRUZWT—FORTI%Z, BHECEDETHRELEI,
o AEBEADITICRHBRODINEDZS. Zscaler Z(ZUsET DT —4 ARTIDEN/HIBRZESE
KR8 [SIERTEZE] (CTRIFHTET,
o 1 [CIDEEMFE(2pt)(CDE. &K 10 BDT—F ORI FZEN/HIBREEEZ (FFTET,
« HBHFCH-ERHULTVWIRREHI. AMEEMECBOMRIELET,

4. BEFLRIN S — hDERR HIBR

s BESNEVS— hZOBBMUERAUET, FCBDBEUEZIHTTET,

o EEMLFECDOVTIEBETET. HRINY—R—FILDOY—EREFREE (CHD csv T7
AILEASF T2 O—- RUTWERE ABZEHVZIZENRIY—IR—F)LINS T 7 A )LiFfdu)
TrEEET,

. [EDR-NCS_| MSAESZ 7S5 — M. NTT ROEEZRINMEMH T S WideAngle D SOC H—E
Xz CHHADBE LR ENDIRIIIL—ILICE D TERSEND 7S — K THD. TORMEEERE L.
AY — EXDFEMARE UTEEBIURIN 7S — MIH 5N UHBEFRSNTLET,

. STLBRANGRTE (FIBEANREEEZEIRELTHD. [2026/12/29 17:00~2027/1/4 9:00] 72 EDH
Rz IEE U UBRNERE (. ZITFITTEDFEEA. 125, IHUBRIMNETEDEN - BE - HIBR(E,
HEEEMRBECKDBRB NS ZETHIELET,

s BEDTVS— MERFEDRANTZETHI > NZEHEDBTTHUBRNETE (B : 007> — bdD
FHIRA N AZBRIMN T0075— hDHI—H—B ZRIt ) (FRIFHIFTHBDEEA.

5. BEHERoOI DY —/\—h5n0OE# (Log API/DCR DRTE)
 NTT RIOEESHRIBERHFOOD ik —/\—NSDOJEDIAH(CHER Log Ingestion
API/DCR %z, HFBCEDETHFELET,

6. BHBEOOT RS —/\—(CBI9 3FE(Log API/DCR D EMESR)
« NTT ROEESRABEOOTHHS—/\—DRT BE - BEd F) ZHBCEISEBL
ECIN
7. JOvOUXSRIBEEST IP 7 RLADBER/MELE) /FIAH (3T IP 77 RL XDEHIFR)
«  PaloAlto (L. OV IUX MR/ FIARLLEDRZS., it IP 7 RLADER./HIbRZ H
AICEDERMUET .
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«  Threat Detection DEZHINEIHEEIRDF T,

- ®mAKI0IPFETERCTEFT,

« FEEMRBEOFDZMELFT . BEZFMACT. Palo Alto HEN HTTP EARTIOVIUX S
ZEHBES - BEIRRI D@ EL. BUSORD EDL #HEEDREFHESTOEEFHER LD

F9,
NTTRIEEZ R AMaEAH
e@JovIUAk
BREDAH(x) [0 | O@EIEURLISH
uzh
BE |EHL
H=iK—
PaloAlto OO7iE 75—k -
(A% PA) SIEM 3=k
(Prisma Access)
12T PaloAlto®EDLERHEMEE s E T, ej?l?ﬁ‘;?g;b
\ BEEzOPaloAllol. 101P# CEARILTT.
Treat
Intelligence
HExFDSentinel

8. WideAngle Al Advisor &#EDEZNE./ BEIE

e WideAngle Al Advisor EiEZEMET DHBSE(E.  WideAngle Al Advisor & 2P DHER
TEZEMRIC. ZRIRDIANTDST /1 X(TH LT WideAngle Al Advisor ;&&= Bab* LUE
Yo REREFT/N\ARBEAITREETET . MFEREMFEDOSH ULIAHFRTEHIPDI N TDFT/N\
A AICKRRENFET

o  BEMEDIERMFE CIE. BENUZEMT DBRICSHR T D SeveritySource ZEHBLVVCEEFT .
Microsoft OPHHERICE DV TEEIIEEE T D%S (L [SeveritySource : Microsoft].
WideAngle AI Advisor OO HTHERICED W THEINULZE I D35S (& [SeveritySource :
WideAngle Al Advisor] EEEEHWEEEE T, B, IREFATOTIREDHDENTH > TH.
RN (CESX N EFIFA T Da]EEMZREE X . SeveritySource ZE&HU\ZIEEE T,

e FEJz. BE(C WideAngle Al Advisor EEEBIMELEHDHEFEMN. Al Advisor EIEB/K (I
ft LIzZFE F SeveritySource DHEZEE F DIFEE. [WideAngle Al Advisor EEDHBRL ]
DIERKFRE U TRIFTITET .

e WideAngle Al Advisor EEZHEiME T DIHEE. BFECEDSE. 2P0 INRTDT /1 XI(C
HULT. WideAngle Al Advisor @ SEZBNE UET . BN EDIEEKFEFIC. BEIENFIEF
RHEIDIEBEHDFEEA.

e WideAngle Al Advisor E#ZBIMEDER LIAH (CdrTzD Tld. UTDOEHFZ®BZL TLNDIRE
NepDFET,

@®WideAngle Al Advisor &## (CXiiE U7z Playbook MEAFAHTHDZ &
@WideAngle Al Advisor H"FIABIEEIMRRETH D Z &
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e WideAngle Al Advisor EE(CHITDET—EXDEFEEEHE. UTDEDTTY,
@®WideAngle ¥Y%&—= R SOAR DOEFEEH
Microsoft Sentinel D> 5> % Watchlist (C5E# L FE T, Al Advisor DHFERICED
SEEWL (DAIILARFv > imROIEE) OFET
@WideAngle Al Advisor DEEELH
Sentinel £ Watchlist 228 L. Watchlist (CEEEDA> 7> hZEEE(C
OJ9ZERL. TDFER%Z Microsoft Sentinel DX > MEAICEEEHUET,
e WideAngle Al Advisor MEEl/RIRMEX D (CDULTIE. TWideAngle Al Advisor _H—E Xt
RE] (CETDIEDELFET,
SAVEZEIKFAICL D, WideAngle Al Advisor WO 9D (CS8B9 3D Microsoft Sentinel o
Watchlist A\, >35> NMEHRZESIADWIRZENE EMELET .
MBESFRIBICBVT, 12372 M ARBRSHERL. QUENEERLUZIBS. [SeveritySource :
WideAngle AI Advisor] Zi8E L TL\THE. WideAngle Al Advisor M¥IEFER & B EIXTUL(CFIF
TERVMBENBDET . TDFE(E. Microsoft D Severity (CEDEEHBHTUEZEMLET .

—3 KSOAR AI Advisor
EFIUT 1 W8 e du 0
Microsoft Defender G B
- M}crosoft Defender for Endpqint g 4 Watchlist Al Agenth®
- Microsoft Defender for Identity % & SIIL—IL (225 AT D553
Fw D=0+ U1 B l
- Zscaler/Palo Alto Networks#s: &
TSR OELDIAH DRz ST
) VER RS (CIEE L
T SeveritySource(Microsoft/AI Advisor)

EEhin [CHOF, B#HNEEET SSeverityZRE
TNAZF >
IR £ o

l
e N ERGALLY
AlA RELR— MR
AI Advisorh‘&Em LTz
SHFLAR— b2

1 AMERAERIC KD, WideAngle Al Advisorn' 0473 4fEF (T8 9 B Microsoft Sentinel EdbWatchlistA.
1227 MEREESACUE G B LEFET. B
MOBBESFRBCHEVT, 12357 MRESFEL., UEHRELZIES. WideAngle AT Advisor(C LB LAR— bh e ENAOEEN BN FET .

o BYAZT (@ FfIHD)
ERMFETRIE I DAFEEDN < DNNE SO TELEIFIC, BINEREEERIETY .
ESRIRAAX — 01— -0 el =)

#ME SO | EE SO | /FsRikim
OJREFHMES — —
FIFALBREIEETE ° — °
BIERTEEZE | Severity :&7E ° ° °
XDR /R—5 )Lt & DR — — °
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T —A AR I DB/ B — —
BENTLIRSN 7 S — hDEERHIBR — —
WHBROOJ RS — /(- 5000 E# (Log — —
API/DCR DFXTE)
RO ik —/)\—(CE I BHEE(Log — — °
API/DCR DEEHER)
J0Ov o UX SIS P RLADER/ME — — °
IE) / FIFAHE (3FfT [P 07 RL XDEHIER)
WideAngle Al Advisor dE#DBERNE/ ERE — — ®

3.6. A

3.6.1. Microsoft Sentinel (CDUL\T

s PESHCEARY-—EXDRBICHELIRDIRD Azure T ROV T2 3 > = T#BOCIZEE
T, TEBNLEWEHTROUTS 3> (T NTT RIEEZRZA Microsoft Sentinel Z&EE
UESCI

«  FEYITROVUTZI2E. BESHFNERZHLEEIND Microsoft 365 LE—FF> b (A—D
Microsoft Entra ID Bif) TIZHEMBUW\ZIZ<HENDDFET .

s PBESFDOUIROUTSI>ENTT ROBESRIDYI XU TS 3> % Azure Lighthouse
(CKDBEHELET. NTT RIOEESRAICHUTHERZEZERLTLEELZET. AY—EXDRR
HERRUET,

e NTT ROEBESHRINAY—EXTIEMH T S Logic Apps BID. BEZFE Azure 7> MW
DHUMR— b (BEMEZED) FAY—EXTERHVLZUNNRET,

e Microsoft Sentinel DD —2X~X— X% Defender 7R—4)L(C3E#t 9 D Microsoft Defender XDR
mEZERAIN3HBEE. NTT ROEESRZD Sentinel J—JAR—%=TS544T U &L THEE
LET.

NTT ROEESRANSHRETFHIRIUTIa>ADUY - (REYZ> . X hL—2
TINR—RIRE) PHEEROIREIMRREE1RDTzs, LB TROUTS 3> EThUY —RERK
FHEZLTZE0N,
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PEZFETEET. Microsoft Sentinel Z(Z U E UJe Azure DEEEXRZEI D EICEKD, &
HS—EXNEE(CIRETERRBEEEMENSDET, (T—HOARTIDEREZEETD. O
DIREHBEZE I S, Logic Apps DEREEXZET S IAE) o

Microsoft Defender XDR &% #ER T D EDIL—ILIB 7O« J{EEN3 Playbook H'IE
BICEMELRRLZ8. Microsoft Defender XDR #i&Z bk U TS (IEEMFEZ SR LiAF <
Y=y AW
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3.6.2. BR—F)\A RBOBRMSEMA - SRESRMG

¢ BUR—IFNAREH/RE UTHHEUAFHWERLIBEICE BRELT. YR— N1 RE
[CAT DR, REZ LU WK CEMBRRG LD FET,

s BEIFENET/N\AAEFADTTHDHE(C. Sentinel ZEDFT—HFIARDIIZFIFAL T, Azure
Monitor (COJ%ZED Zd+. Sentinel "OTBFHEITVET

s AY—EXTHR-LEINZT/A A& UTFERDET,

HiR—FIIA X BB/ SERN
« Microsoft Entra ID - Microsoft Entra ID Protection (&. Microsoft Entra ID P1 S5 1tZ>X
P1 TERABTEERA.

- Azure 7> M F(C. Microsoft Entra ID P1 &. Azure Monitor,
Microsoft Sentinel WF1E 9 D48 E LET,

- Microsoft Entra ID P1 & LTS5 — M RAET DT & ZFHRIICTHE <
ZE,

<) RDO—-RULY MrEDBESNEEMT D (C(E. MFA (ZEERDIE)
EREWVCIZWTWDIRENSHDFET.

* Microsoft Entra ID ®@/\XTJ— RULzwv hEIHFLEDHFE, SSPR (2L
JH—EXR/)IRT—-RULY b)) ZBHICUTVLWZEWTWVWDIRENSH D E
ER

AT LEZRX AD OIXRADT—RULzY hEHE TTHEDHECIE.
Microsoft Entra ID (C writeback ZE&EWZIZWLWTWWDIRENHDFT .
- Microsoft Defender for Endpoint Z£2#J. HD. Microsoft Defender
for Endpoint :@#%ZCHLEL TLDIHETFK(E. Microsoft Entra ID P1
DI&FN% MU H—(C. Microsoft Defender for Endpoint B BTN E)
ELZET, *1*4*5

- Microsoft Entra ID P1 Tl& UEBA MEMINRWNEETE UEBA #kE
BMCWEUET,

- Microsoft Entra ID + Microsoft Entra ID Protection (&, Microsoft Entra ID P2 5 1tz>X
P2 EBREOHBESENFIRTETIHWEETT .

- Azure 7> MEZF(C. Microsoft Entra ID P2 &. Azure Monitor,
Microsoft Sentinel iMFE I DHEKRELFET.

- Microsoft Entra ID P2 £ LTS5 — M RAE T D & Z2FHRIICTHEE <
ZE0,
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)R —- KUY MrEDBESNEEMT D (C(E. MFA (ZEERDIE)
EERTEWZIZWTWDIHENSHDFET,

- Microsoft Entra ID @/{XTJ— RkUtzv hEIHLEDHE, SSPR (2L
INRDT—RULYR) ZBMCLTLZEVWTWIHENRHDFET,

- AZTLEZX AD O/INRAT—RULY hEHEBTIHEDHBEICE.
Microsoft Entra ID (C writeback ZE&EWNZIZWLWTWDIHENHDFT,
- Microsoft Defender for Endpoint Z22#J. HD. Microsoft Defender
for Endpoint @£ Z CHLEL CTL\DIHE=FH(E. Microsoft Entra ID P2
DIEFN%Z U —(C. Microsoft Defender for Endpoint B & ULNE)
ELUET., *1*4%*5

- Microsoft Defender | - Microsoft Defender for Identity ST X ZHFETHINENSHD
for Identity x93,

- Azure 3> MECF(C. Microsoft Defender for Identity &. Azure
Monitor. Microsoft Sentinel HNMFET DB ELET .

- Microsoft Defender for Identity TESRMRDA> T L XD Active
Directory B —/\—(C(&. BESF(CT Agent (Z>H—) i1 =)L
SNBEMELESNTLDIRENSHDFET ., Microsoft Defender for Identity
EUTTPS— MO RETDZEZFRICTHERSTZEUN,

- JIRD—= KUty hMREDOEFMUZEMT D(C(F. MFA (ZEZRRIL)
EREVZREWTWDIRENRSHDET,

- Microsoft Entra ID @/{XTJ— RUtzv hIHLEDHE, SSPR (2L
IJH—EXR/IIRDT—RUtY b)) ZBRCUTLEREWTWSIRENR DD E
ER

AT LEZX AD O/INRAT—RULY hEHBTIHEDHBEICE.
Microsoft Entra ID (C writeback ZEREWZIZWTWDIRENH D FT .
- Microsoft Defender for Endpoint Z£2#J. M, D. Microsoft Defender
for Endpoint E#%& CHE L TLDIHBEEF(L. Microsoft Defender for
Identity D#&&1%Z KU —(C. Microsoft Defender for Endpoint DB &)
SUNBELETT, *1*4*5

- Microsoft Defender | - Microsoft Defender for Endpoint Plan2 S/t X =HBFE5TH D
for Endpoint EHRHDET,

 Microsoft Defender | Azure 77> MECF(C. Microsoft Defender for Endpoint &. Azure
Monitor. Microsoft Sentinel NFE S DB ELET .

for Business
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- Microsoft Defender for Endpoint TEZRIRD Client ik (C(E. B
TXICT Agent "ETEMESNTVSIRENHDET.

Microsoft Defender for Endpoint & U TS — MREET D E=EA]
([CTHERLSTESLN,

- Microsoft Defender for Endpoint (&. B DEEN S D FEIN. AH—
EXTIE [7>F I+ )LA] T[EDR] D 2 DOMEEICK > CERZITLET,
% Microsoft Defender for Business ([CDUL\TI&. 52 Endpoint Plan2]
Z/z(Z TEndpoint] % [Business| &EFEAHEXTFE0N

- Microsoft Defender | - Microsoft Defender for Cloud Apps 51> A& BIFETHINEN
for Cloud Apps HNET.

- Azure 77> MEEF(C. Microsoft Defender for Cloud Apps &. Azure
Monitor. Microsoft Sentinel H"FE 9 DK & LET,

- Microsoft Defender for Cloud Apps ELTF7S— M RET B E%E
FRICTHRTIZEN,

- JXRADT=RULY MR EDEEMLZEEYT D (C(E. MFA (ZEZREREL)
EREVZEWTWDIRENSHDET,

- Microsoft Entra ID @/{XJ— RUtzv hIHLEDHE, SSPR (2L
IJH—EXRIIRDT—RULY b)) ZBRCUTLWEREWTWSIBRENRSHDFE
ER

cAZTLEZX AD OD/NRDT—RULY hEHBTIHEDHBECE
Microsoft Entra ID (C writeback ZE&EWNZIZWTWWDIRENSHDFT,
- Microsoft Defender for Cloud Apps (&. E(CBREIRAES v R—IT &
HOHRENH D F I, AT —EXTE [BREIRA] OMGEEmLUET,
- Microsoft Defender for Endpoint Z£2#J. HD. Microsoft Defender
for Endpoint :##% CHLE L TLBIHBE XL, Microsoft Defender for
Cloud Apps Mi&%1%Z kU —I(C. Microsoft Defender for Endpoint @
BEIANEIELET, *1%4*5

- Microsoft Defender | - Microsoft Defender for Office 365 Plan2 S/ XAZHFHFETHD
for Office 365 WEHRGDET,

- Azure > MECF(C. Microsoft Defender for Office 365 &. Azure
Monitor, Microsoft Sentinel WF1E 9 D18 ELET .

- Microsoft Defender for Office 365 EUT7S— b\ RET DI E=ZF
A (CCHEER T2\,
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- Microsoft Defender for Endpoint ZZ2#I U TWLWDd3HE=F(Z.
Microsoft Defender for Office 365 M#&*1%& ~'JH —(C. Microsoft
Defender for Endpoint DBEEIFUNEIELFE T, *1*4*5

- UEBA *2 - UEBA OFIAIC(&. Microsoft Entra ID P1 or Microsoft Entra ID P2
OOJIRENREAELRDET. Dz, Microsoft Entra ID P1 or
Microsoft Entra ID P2 SA > AZHRHETHDIVENHDFT .

- Azure 7> MEEF(C. Microsoft Entra ID P1 or Microsoft Entra ID
P2 & Azure Monitor. Microsoft Sentinel BMFEIE I DR ELE T,

- Microsoft Entra ID P1 or Microsoft Entra ID P2 & LTS5 — MO
I3 EZFBRICTHRIZEV,

- Microsoft Entra ID P2 MOJWED DS, AHEEDOMRERDD(E
Microsoft Entra ID P2 @ AuditLogs. SigninLogs Dd+C. Microsoft
Entra ID Protection (FZBHRE(FRDFE A

- Microsoft Entra ID P1 MOJIREDDSE. AHEEDHR DD
Microsoft Entra ID P1 @ Audit Logs. SigninLogs T9d,

- Threat Detection *3 | «- BETENSEHEXINBZOTM. CEF X H Syslog FERDHBE (.
Microsoft MRBEIDEBREA >T IS IT > AEDIY FIRERICMZ T,
SRR ENBHENE T, (EDFT/INA X, WORREILTZH. T+
UZ« 7 )\ XTD Action DFER)

- BESTEMSEHXREINDZOIMN. CEF FZxh Syslog X DIBE. HD.
MDE ZZ#)L TWWBIBE =K. Threat Detection D&K= MU H—(C.
MDE OEEMASEELFT. *1

- BRETFENSEXRESNDOIM. CEF FER/Syslog FZX TRWEE (. 1B
HMENFEE A,

- BESFHICT, BF2YUTA T /A ROBYROTEERE. Ok
H—)(—DIEE & Sentinel AOOJEEETENNE T,

- Threat Detection MEZ)(F 1 DTE., EHOLTF1UFT+F/\AXDO
2% Sentinel (CERIXL. 75— MNBAIZZITERDZENTEET,

*1 Microsoft Defender for Business & (R EE A

*2 7)\A XT3/ < Microsoft Sentinel ((FRETRESN TS I—Y—/IT> 7« T« DITEINHO
SwITY,

*3 F)INARXTFRL<, NTT RIEEZHRRX YR—CRSOARDAZI1—%TY,
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*4 Microsoft Defender for Endpoint i#&85, Microsoft Entra ID ([CEERESN TS 1—H —EiREE
BLFEI., CDfedh. IRAMDOOTAEFCHIAL TOSIERD Entra ID (SEESNTULRWNES(E
FIRALUTUVWERA MERFETE Rz, Sz T IENHERE R A

*5 Microsoft Defender for Endpoint E#(C DUV T, Microsoft Defender for Endpoint ME &)X
ZIEUSBEMESEIZSH. BRSFREBELCIOUTCFI—ZIMMEBELRDGENDDET,

3.6.3. Threat Detection CFIBDER DRMHFEMH

Y ©iBAI
- @F v R X = ®
Ta internet ) servicenow. — ' '
= PEEEyE
HE=FABE Sentinel
Zscaler J J ‘ » e
( rsyslog | OURLOY > < @T1 map » MS TI Analytics
Agent * (MSDizHE)L—)LER)
"\ Advanced MDE
‘ Hunting (FRR H3aiR5e)
]
U™ 4
Iﬁ | < iz == < @I ILAXF V> +AIR(BEER)
L=} a) XLk Th=E Al
b)*TAUNG=bRRE= 184
v BE=FIRE Defender for Endpoint

<OJ%#S—)\—DEMH>

o OJHS—/(—(F BRSHICTHEYSHRE., HIFERINDIVENSGDFT, FEOTE UTF
DOOJVE#ZSIRUTIIZE,

o OJ%H—/)(—F EFa1UFTcFT/A R 1DICDE, 1 DoOJ kT —/\—ZBRIDEx
BEDHUFET, BHOTF1VUFT 1T /A RD0OT% 1 DOOT Pk —/)\—(CERX UL TEEDHD T
EBETEFIN. UTORZBRELTVWEREBENGDET,

@ Microsoft Sentinel "SR T. EDF1UFT AT /A ANSKESNTEEMRFEIT D&
N TEFEEA. (Microsoft Sentinel Tl&. EnOJHfkH —/\—sOTMXREETNTELEN
it cEET, LIzh > T, OTHFMY —/){—DIRX R2ZEDODNDPI L L THEL ZEZHEEL
TWEY)

@ CEF & Syslog TOONEEBE L CHAN SN HDET,

CNUHEV. BUHRBDT 5 — MBRIA —)LOEADOMAIITIOND Z &SR0 FT,

<OJZE4>
«  BUFooO4%. Microsoft Sentinel (COJ%mX L T</Z& L\, CEF/Syslog FZRDAHFHBR—
SUESER
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OJ0iEsE | EBXOEHE OJ1E8 2
CEFDIFE | WITNHWE - RequestURL fB(C TRequestURL] Z7z=(a DestinationIP] MR &
- DestinationIP E—ANEENDLIIGERELTLSEEL,

CoOJRRETERNE, DO Y (Microsoft
Threat Intelligence Analytics) "RIGE 3. AN E
Ao

* [RequestURL] D& RA1 > DFHTIFR< TILILX

MDURL &EXBT &,

WIHUDHERR - SourceHostName | 7/RX MERIFE (CERASN DT, BE=FN Threat

- SourcelP Detection T/RX bt EOIHZS(E

- SourceUserName | [SourceHostName| Z/z(d [SourcelP].
[SourceUserNamel DWWITNMNTENKETT .

BU. COOTMRETERNSATE MDEDOJRRE

[CTRRA MERIFENIEZ A FT .

BENICfS - Computer OJ ikt —/)\—&

* Threat Intelligence 7347)L—)LTIEEDNRVO,

A—=)LICEHEDZHICHETT,

A—=)UFATD 2 BEHDFT .

Q7 >— MBHIDA—)L (73R - #2HEkFEF)

QUIMHEBAD A —)L

- TimeGenerated
Syslog @ | WA - Facility fBIC"cron" MR ESNTWLWBOJICH LT, /O v o
=) (Microsoft Threat Intelligence Analytics) H'&itUL
T, BAAITONET.

- SyslogMessage fB(C. NBE5%EM URL] Fzld EEXDIP 7RLX] D
PR EE—ANEFNDLSICTHELTIZEL,
BEIICS - Computer OJthiktr—/)\—%&

* Threat Intelligence F34JL—JLT(IEDIRNS,
A—=)LICEHEBZHICHETT,

A—=)UFATD 2 BEHDFT .

D7 S — MBHDOA—)L (RER - #L4RFRA)
QUIHEBAD A —)L

(&%) Microsoft Sentinel ™{14#% URL (https://learn.microsoft.com/ja-jp/azure/sentinel/use-

matching-analytics-to-detect-threats)
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<OJfHEEEs>
NH*—Z R SOAR Tl CEF/Syslog ERDOTERELIZEEIC, UTOEET. OJDREHSZ
BESHRICA-ILTEAUET,

«  BHMR:1HIE
« BAANS :1BZ &0, OJREASE. OJRMY—/(—Z&CFR

COOJEEBIHIDA =)L ZHBESH(CTHRI D ET. OTNMIER(CEXEM. Microsoft Sentinel
(CRFSNTVDCENERTEEY, Fo. OIDBIHICDRVNEED, POCKR> TLIHEEER. &

BEFEOTF1 YT+ T/ A RO Y — )\~ (CREENMRELTVDZENEZSNEFIODOT. o
R<IZELY,

Fiz. #F/H (180 B) OJZENRVWOTH#MY —/)\—(IBE THRNSHIBRLET.

ZiZU. OJREFHRNEEEINTVDIHES. BRIDER(E 180 HETERDET,

A=A A=

TO: (ZVo— HBEMZEEELD)

FROM : (75— MHERODEET ERD)

TITLE : O2F#6E4 / Log count notification-[ BEHEHS]

A

BEIEN

FZENTTROEESFK AT —EAZCHAWVCEEHICH DA ESITTNET,
B4R Tco&OJPHY —) (-S04 BHMsE0N e UET,
- O —)(—dComputerts

Cef: OO

Syslog: OO

- O —)(—dComputerts

Cef: OO

Syslog: OOfF

- OJ % —)(—dComputert

Cef: OO

Syslog: OOfF

3.6.4. RA> b

o MRATbBER FREEBEORBES LUOEMICHBEERDEM T, AY—EXDATZ 3> [VEEMK
FRA> B TE 5RAS MBI TEHVWZREITEY.

« NTT ROEEZSERR FaVUFT« 7 RI\AFU -5 (TEEKEZEMT DERICE. /RIS
UTRA> b HELET,
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o EATSUICIEIRAZ MIEENFHADT, BERBESFXEIATS 3> (EREMLER1> NE
m) =Wz ZEILKD, BARITESNDRA > MRZEBIWEIZITETS,

. [B&00 747/ BEhEN/ BExL] DOMEEZ 1 7/\A ATEZZ NIV IBEETEE. &bt
TAT> 3> (FEEMGEERA > MBI BRIV ZEZHELTHBDET,

- [BE3OJ9W/ EEnEX/ B8] 2ZHADBE, 75— hORERTPOCSBE S FREOERRK
RITIEC T, BERGBRIN 7S — RODEER. Severity sREDEERE, ZIELTEZENBE LD
BENSDET, CNSDREZEZITOMRICIE. RA> hNEHE T IEEMBEZRF <L
ENBDFET,

o ERKFERA > hZEITEHWZZEVWTULRWEE, FGFHBRICEMR > MARVES. HRSY
N—MR—FILDSIEEMRBEERBEITDCENTETFERA. TDBE. FEDVS— MEHZINFEI Uz
WHDWIEEUARBTEZEE LW EWD LS BE(CH U T, EEARE(C K DREZEZR N
Eh TSRV AREEN D D FE T,

o RABME BESEMEEMBEORFZITV. TF1UTo 7 RINAPFU -5 —(CTEERN
BB UARUCKATHEINE T . FERS - BEEOMEREICKD. HERIEENITH
N, ZEMNENDZEEBHDFET,

o RAZMEFARMBBEFRZEZEERCHET (BALEGABEAMATEA 1 BICHKT) an. HEEN
RO TEMRA > MIZDAXKRICKIUET . ERA > MEARAIN—IR—F)L L THRITDIZEN
TEFE9,

(BE) DRII—R—=FIAA=2

H HELEHE TEZAEIA r—Z—% Flows Y- AREER Thov FEE~
ocomo Business

=L > FAVHER

= R ¥ HEE

COT7NE—FEALIEA Y FEROLI-FRERBDERA.

3.7. B—EXLANIL

s ABY—EX(E SLA/SLO DESH(EHDFEE A
«  AY-—EXTE BBOIDH (BBOJIE *1) HEOESEHOEREROERZE. T+l
FTATRIAF Y- H—(CTHTVET ., COWROHEEG. E¥HC1H1IEBEUET,
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*1 Threat Detection (. BEIOJUNEMEEZIRME L TULVRLZe, BEIOJUNEMEEDIERE DR
TVWEEA.

EEMHERORBFERELUT. OJHSBIHDA—)LZ 1 B 1 EXfFUEIN. AP—EX(CLDIE
BHOERFITLEREA.

3.8. iefitithis

e HBHAEADZEA. "MOBAEARNTOEZNZ[MRELET,
XEY—EXTENTT ROBESRZAADIEE LT, BEETE Azure T3> M Microsoft
Sentinel % Japan-East U—=3 > TiBELUZEY,
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4.1. I

4.1.1. FETSE

® décomo Business

AH—EXOTITEOREFAE. UTFERDET, WROBR— /A XCDNTIE 3.4 BEEE—E |
ZSBRUTLIEE0,

RtTSE—8

S% I= Bifyy FOE EARZRE
BHAGRTE BEARTETSE E2h ) Sentinel £ %
INworvZ | O9N\wvoFPvITTE E22 ) Sentinel & ZHE
FIFERE FIFRETE (OJUE) FINA R rmJR&E ] OYR— FINAR | #5%/ZE
FAZETSE (B8OJ9%H/ | /10X [Bg0O009/ B8hEs ] oY | #F%/EE
EELPEE)) R—~FIA R
M UEBA OEEODY — BN
% Threat Detection OOV —
ABEE
FAZETSE (B8O | /10X [B&I00 9/ BEhEs/ Bt | #i%/ZEE
SEEEISELFopUN) M| oYR— IR
REEE NEZLZEITSE (OJIRE | /4R - Microsoft Entra ID P1 ZE
Configuration ;& EZFE) « Microsoft Entra ID P2
- MDCA
RERERETSE (B8O009% | /81X | - UEBA ZE
FEOJY—REE) %
FIFHIBRERE | FIABIRRELISE (OJIRE) | /10X [OJURE | OYR— hFINAR | ZE
FIRHIBRRETIS (88100 | /(10X [BgO0J9%/88hEs] oY | BE
I/ B ENERD) R— T/
FIABIBRRETIS (B8O | /(04X [B&I00 9/ BB/ 8x | BE
I/ BERBR/ B EIXTL) M| oHR— IR

© NTT DOCOMO BUSINESS, Inc. All Rights Reserved.

40



<ERZETE>

H—EXRE

<OoI)\w o7

H—EXHBE

% OFF (C9 D) =HE
Og)\w o7
FINAREBIC. I\woT

([CHleh. BR

W ITEICKD/I\VIT

wITE>
BCOJo/\v o7

—n_,.—-—.

EXTEZ T

TETY,

v TREDEE (v
SNBDIGEICHEREIDIETI,
W TEZ ON & UISiZEanOJREFMEE 12 4] TY, MR
v TWROOTHNERRDET,

® décomo Business

W% ON (C9 B, FEIEONICLIEBD

U\ o7y TasR—E
+ Microsoft
- Microsoft
+ Microsoft Belsndeaion * Microsoft + Microsoft -Th

Ny T TR Entra ID P1 Endpoint . UEBA Threat

. Microsoft Defender for . Microsoft Defender for Defender for Detection

Identity Cloud Apps Office 365
Entra ID P2 Defender for
Business

SigninLogs PY
AuditLogs PY
AADServicePrincipalSign PY
InLogs
AADManagedIdentitySig PY
nInLogs
AADProvisioningLogs PY
ADFSSignInLogs PY
AADUserRiskEvents PY
AADRiskyUsers Y
NetworkAccessTraffic PY
AADRiskyServicePrincip PY
als
AADServicePrincipalRisk PY
Events
SecurityAIert Y [ [ ) [
McasShadowItReporting °
AzureActivity o*
SecurityEvents ®*
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BehaviorAnalytics ()

SecurityIncident Y ° ® [ ) (] ®

CommonSecurityLog

Syslog

*UEBA BEEIOJ D/ BEBADMSRE LT, RO [AzureActivity] [SecurityEvents] Z3HER
UIABHENTEIBEDHIIRTI .

<FHF/EISE>
[OJRE]. T8O 9/ B8nEN]. [Bs0J9/ BB/ Bl ##:%EEIFCHRATD
BE. TEE, HBRICHEENT IBECRETDIIECTT.
UEBA OEEOYV YV —X %= [BEOJDH/BEHER] OXHRE LIEWLWEE. Threat Detection
DOPY —2BEZEUEWMEEDTIEESHET .

Threat Detection (&. —EDHUIAHTRE GiR - ZF - Hifg) 92300V —AKCHhH DS
3. 1 FTINARDDOIEELUTIRWET,

<EREZETE (OYJUNE Configuration :REZE) >
HWRDFT /A ZACDNT TOJIRE ] ZFIALTLDIHEET. Configuration sREDEEZHFLEENDG
BICREIDIETY,

XDR 1693 & [Cloud Discovery Logs (Preview)] 7 —4(FNESNTWNBDT. ZE SO

[CHIFD TOJUNE Configuration $%8FEZE : Microsoft Defender for Cloud Apps|
[F. BUAHAREERDET,

<EBEZXETE (BEROIJ9 FBOJY —XZTE>
[BE009H/ 8881 d UEBA ZFIBB L TLWBIBET. UEBA OFROTY —XICEENNERNS
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»  Threat Detection #2#)9 31B&(F. BESFDUTF1UT 14T /\A RO YS—/)\—DEEF. H
BEHICTEMIEEZEY,
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FTTY., OJY—REOHIRICDWTIFHEFIRNHDDFERA.
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DTHRELFET,
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<BBEFETORN>
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HAZECEFaUFTa /NNy FRUU - ENFET,

(2) BEAFTF>OX

s B—EXTHEIZISTIRY—ER (ServiceNow) DA>FF (& NTT RIEEDR
AICTCEMFEFZ > FO—IILTSRUVMEENHDFET ., TOHBEEATFRADA 2R
DN DREITE TA ST AN E SN DN D DET .

s RRBAEFIDIADTFUAICDVTIE. AIREREBEDRLHRINY—R—FILETTF I AL
ESE

(3) BESFAzure RE(CHIBIATFOX
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s BY—EXTIRMHT S Playbook #EED/\—=3>F7wvTEULT. 1 FEICLEIDASFTF R
D+ > ROERITET .

o ASTFIREECHBITDIBEIFTHEFEDFRA. U—EXCHENHIFEIE N
F£9. F/z. Playbook #EED/\—=3> 7V F(CDWTIEE 1 BT ESNDIDITTESHD
FtA,

s BD-EXRTEERELFEAN. AFFURAZEMIDIBECE. AFFXERHKD 138
MRIETICHRIN—IR—FILETTFIZRULEFET,

e Playbook DB EEE Azure 7F > bDAFTF 2 AICDWTIE. NTT ROEESDRAT
(FEMELUFEA. Microsoft fE(CKDAZFTF U ANESNDEEEME(FHDEIH. NTT 3
NTT ROEESRINBS A FF 2 RBHEITDOZEEHDFEEA.

6.8. iFEiEAN

s AY—EXTIF. ATO—EXTHRMI S Playbook HEEDIEEHHERDICHDERO>Y INSE
BZERIUHE, (ERARER EDOMIEH CHENSFON D EBZIRIM U LIHS(C. HEDEA]
Z. DRAII—IR=FILICH/BELET.

«  FJz ServiceNow (ARIY—R—F)L) DHEEIBRZEELIIBS(CE. AXIY—R—F)LD
HPEOEIMZ T /R— b+ MIBHUFET .

6.9. BR—hYA b

e AY—EXBEHRY MELUT. NTT ROEESRX BR— oA hZ22HAUTVWET,
https://support.ntt.com/wideangle-soar
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7. EEE1 - EEHR

7.1. EEHAEIR

7.1.1. SAE>XRCONT

o AH—BEXROHRIT—R—SJLIE. ServiceNow 1Y —EX&EFIFHL TULEIH,
ServiceNow fEt EBEF EOMICEZHIBFREECEF A

7.1.2. @m8ICDOWT

«  AHY—EXI(E. SLA (Service Level Agreement) ZHRELFEH A,

7.1.3. ZOCAEBRICDONT

*  Microsoft Sentinel £ TCOEERNRE. PLUART—EXTRBESINDIHRAIY—R—FIL\DIEE
ERRICDWVWTIE. BESHICTTE MLV, BHRICHINDBIER (ISPRIEZESHET) (F. K
H—EXEGFRICHEEL. CHABICRTEBESEHNSHARENERESNET,

7.1.4. =7 ARARBE

- REFAEMEE 1 HAELFET,

o REFABEAICAY —ERICHH DO G o ILiBE (. BN S - BN SRIEF)
FEAEIR B E CTOHR (CHE T 3R - EXFIAREZ —1E LU THEILAWLWWCEEFET,

s AT 3 (CDVTIE. RIEFAEEEHDEE A

7.1.5. B&

o AY—EXORESHARN B BERICEHLET,

o YHAERCEGHARGA C—EREOFEKEL, EEERAREERIC—HEMEDFERELET.

«  AEENEE. ZHRBEEUEENEEANEH 2 AR L35S, ZiRIREE L < (3221
ZEHZSTCAOHERBRIDABLET . T, ZHEFEENMERAKREMBUR LD ES. 2
HEEREZSORADOREBEIDFHREULET,

s D -EXDHEOEENGOBE. HHADAENZHEID ULET.

o ZHOBBRELIUVT—EXDRELENG > IZADRLERNE. ZHFERS LURLEUEEROBEZS
E(CEHHADH BN ZETELET,
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s BEIFHEICLODAT-—EXMBAFTICTCHRDSERNEBZRCIINRN D> IZHBEF. K
H—EXDOREDREFWVZUEEA.

o WEIREFEFZEIFEOEFRT THICENOENINS D IHE(F. ZHNEFEDEEICELT
BRI EN S DI EEFTICEF UEEDE D [CDWTCENICEUCBRADSINVEEZLET .

e Microsoft Azure (C®MH(C(& Sentinel ° Logic Apps ZE2#H%£9) DFFEICH T IREEE. &K
H—EXDORECEFEFENFT LA, IESRSHICTHZIWWZZBHENSGDFET,

7.1.6. i=fitrhit

NTT ROEESRRE KFE - LIEEE - 1253w MEE - /T IvIIREDEENFELE
U. A —EXRZEMT D ENRBMZEEAT - ERD—EPEZEREDRMEFIET D&
NHdpDExEY,

« ServiceNow. Azure Lighthouse. Microsoft Sentinel £/Z(ZHE=ZFE Azure FF> ~, OTHh
o — )DL BS. NTT ROEESRRAGEAY —EXRDO—8FZEEEDRMEN TS0
BENSDET,

7.1.7. DAL

o ZIDMIIIE. BESFNSEHUIAHZIEVWCHZED THRIZTDEDESETWEEEET.
ZIEU. ZOHERUVAHCMEN'SHDIZEIRE. BEDTERVENHDFT., Fe. HERDDT
EfE(E. CHARIRIF (OB TS [CREA] ZE> TRASBTLWEZEEFT,

7.1.8. ZHDEEIR

o BEIFENMART-—EROHARNICEBDEEZESEOEBFOMECER LIzEE, NTT ROEED
RAFEZRFEIT D ENHDFT,

7.1.9. &8

* NTT ROEBESRR(FAY-EXRZRREETIRMIZIEDNTH D, LHWEE NTT RIEEDR
ANAY—EXCDVWTIERE. RRME. BAE. BIHEERIETDIEDTE RN EZTHEL,
ZMEDEICEWVWTAY—ERZFIHAITDIEDEULET,

e NTT ROEEZRXI([F, KEHOEBERECKIDEHWENART —EXZFIAITDICHIZD NTT RO
EESRAMEP I DL ER> TVDTR. ImR/R ELSINDRR,. mR/REDMEX(IEE
(AT, CORLEENT [BERE] EVLWWET) ZBIDHATHOTHE. TOWEREICET
DERCDOVWTEFEBLEEA.
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«  NTT ROEBEZRAFE, AO—EXINBRESOHUSOMRE (ES. FRE. BHFAA RS>0 E
ZEHFINCNICRDFRA) [CBEBELTVDZE. BIUBHAENOHIR THIFATIRETH D
ECDVWTISREEZITNY . ZHEEL EENEDI > RI1—Y—(CXZHAEI DM TD
A —EXDOFAFEZFEZNEEC UL FEZNBOI Y R1—Y —-DREFT—IBLUCERRET —
S DOEAENN S BARERANDBERC L D THREUCWAEBEECDVWTE NTT RIEEDRX
FEAZEVFEEA.

»  Microsoft Sentinel. Microsoft Azure 8L NTT ROEEZSRIAMBRI D, 75— M@,
BEl, LR— b, ARRE. SERTEREEF, BBESFDITRBZRAULLEOTERLS, B
ETFITRIECOMEZTR(CHRIAITDEDTIEHDFEFA. BRESHDOHIMICKDEMRE L
FREVWEERERE (CHEVRE UIIMIIRRBRICBENTE. NTT RIOEESRAFEEZAVFE
Ao

¢ NTT ROEEZRX(FE AY—EANIRTOTF1UFT 1 LOBRPOREZRM. THESHLT
BT ELCDVWTHSRIZITNT . CNSICAEL TENECIEENRELIZE L TEERERZEL
FtA.

* Azure Lighthouse &7z (3 Microsoft Sentinel A'&1{E LR\ & (Microsoft (CEEEI I D Azure
Lighthouse &7z (& Microsoft Sentinel DARESG. AR ZEAEINIHNICERDFELEA) (T
AU TAY—EXMRE TSRS, NTT ROEESRREEEFZEVEE A

c PBETHXIBET. Microsoft Sentinel Z(ZUsHE LT Azure DFREEEEIT D EICKD. K
H—EXNERCRHTERIRBARENGDEFT, TTHELILZSV, (T—FOARTIDEEZE
£EID, OJRFHRZZET D, Logic Apps DREZEE T DIREZEHFINTNICRD F
HA)

o LEDBE. REREDYIDRUEHESHTEETEMVVCIEBENSHDFT, £ NTT RIE
ESRIAATOBIENMBELLOEIHZAIC(E. BIRTIEENEENZUET.

7.1.10. b—EXDEELE

© AP—ERF. BETENSORELFALCKDARZHTHET UFILETNET.
7.2. BASE1R

7.2.1. ZHAICDOWT

o RHITIREHMEFIROERITEHESTOHM - BEELCSVWTITONDIEDEULFET.
o v aR— ROBREZDORRICEHU TREIPERRAREZITSIEDTEIH D FEH A

© NTT DOCOMO BUSINESS, Inc. All Rights Reserved. 59



® décomo Business

o AEBORTREUCEFMICEATDIZFERINTT ROEESRRCFERBLET . BEZTDOAED
ERICR> THAEEIEETIN. BESHUNDE=E(CHM - [HEFTETHEFEA.

7.2.2. B—EX2BOFRFIAICDONT

o CHIAMRRSIXUEERICENTD [TEA] (& *xfExh <wa-sac-customer@ntt.com>h
SA—=)LBHNEETEITDT, CORAXAZHEDA—INIRETETDIRDCLTLLZE,. F
oo EMESY D2 0O—- RIBED/IRT— RFE. BRUAHFICHSEST(CRBVCIZVWED
ZEALUNTT ROEESXIANSEREEUERA.

o HARHY—R—H)LDEAE. FEETH <nttcomsac@service-now.com>D X —)L 77 RL X H
5, BAINMESNE T, AA—IINDRETEDIRDICHRESNDIHENDDFET,

o ENSREAHRG. SRENOCHAMIEBEENSEELET.

o ENEE. HBEZNOREINGD D RO BAREREZ T (OENERAERRIRE F TORILAWERT
STELFET.

s BEREBEBENSOEHUIAHEIHBMDITDIZENHDET, FHITEILZSU,

e NTT ROEEZHRXR TFa1UFTa 7 RIAPU -5 K (CKDEREBDMGICZEZ ST
TIHETE. BESFOEFBMEILIDREDY XD EHR/NRBDIzsD. DR/BCP % & SIRNE
R&EIEIRD>TVET,

*  Microsoft Azure (BEZE5F> ). Microsoft 365 E5 Security. Microsoft 365 Business
Premium. Microsoft 365 E3. TH+1UF v ®B@EQL, OJ%f#S—/)\—, ik, /{VIO>., B—
JN—=. 0S. 7TUT—< 3> BEROMARICET IBNEDE. BLUREREICDNTIE. BRIF

TEFEEA.

. (ZAD> bOHERICDNT) IFELRSTIEEDESD. BEBESET T2 MDTHI MMeESWTZ
E<ENHDFT.

o B-EXDRMRTERIICEIZNT>S MREDOITEERZLXFIDT., ERICTIEATERNLII(C
MEZEHFBENLET.

s WERETHBENMERGS(CHERZBMNSVWZEBENGDFT,

« Threat Detection ZFIFH I dIHE(CE. BESFOTTF1UFT 4T /A X - OTHHRY —/)\—Di%
ENBYCHESNTVDIRENDDFT, BICHESNTLVRMEE(F. Threat Detection D
HEENER (CBELIRVGEN DD FE T,

e Threat Detection ZFIFH I DHBE(C(E. 75— bOEEZHTZH NTT RIEESRX(CTH
O>w77 (Microsoft Threat Intelligence Analytics) % ON (C3 27z, BILARY hOJ%=F
DEBBATISIRA ST~ —OHRAI N PS5—ML—ILZATICTDEZSEDHUE
ER
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« OO w (Microsoft Threat Intelligence Analytics) TO#&4N(d Microsoft Sentinel MENE
thx L. BEREEEELUE Y. F/o. Microsoft Sentinel N\OOJIEE(C KD Tl OJBRR
IREDVIR(CEFREMNDIND ., BAICES(CHFRIZE T IEENHDET,

o HRII—IR—=F)LIE. MFA (ZEZRFGL) ORARZHERSIHCTERTEFIN, UTOoR%ZE
BUTERLTLSIZEL,

MFA (ZEZJRREE) ZFIRAVWCRSZELERD, 7AD> hotF1UTrZREL. E=&(CK
BAREEANSDOHHZEXIDEDDENTEET.

MFA (ZEZRREE) ZFBAVCIINRWNGEES, PHD> bOtF1UT« Z/ESE(CTDEENND
DIz, MFA (ZEZRREL) ZFHSNd s <HERLET,

e Microsoft Defender XDR &%= f#kx 9 2 EDMIL—ILAEB I 05« J{EEN 9 Playbook W IEE
([CEMEL7RUVZ8. Microsoft Defender XDR #i&Z &R U IBS (IERMEFEZHBHUIAH L EE
LYo

o BEENAE RIRBENEND YR IZEITDIZOH(CHHERZE 5 BXTEF D> he 5 DETHE
W EERITUET, IkZ 6 BF(E77HD> e 6 DU LEFET DHS(EEE U E )=kt
9. A—)LBHIIC TR CRADIRKRZ 5 BFZ(ET7HT> e 5 DFET. B TRIHRK - 7HD
> haEBHWZUET,

(3551 X : Microsoft Defender for Endpoint. Microsoft Defender for Business.
Microsoft Entra ID P1. Microsoft Entra ID P2. Microsoft Defender for Identity. Microsoft
Defender for Cloud Apps. Microsoft Defender for Endpoint Bi&%1755 /1 X)

«  BELEE/mT DIMRZEIEDPT (i : Low DV S— MIFEEUBESCEEESMLZITD) HE
EEXITDIHEE. $5(C Microsoft Defender for Endpoint DIB&(C. BEIFNL (TILAFv 12
E) DIENSLRBITENS. 547> MIDINTA -2 ANEEDHBENH0ET,

7S5 — MEHA-IIXERDT S— hOMRELUEHRXIC DT, £k Al (KD TSN
EDTHD., BROEEEOCTEECDOVWTRETDIEDTEHDFEA. HEEFIES5DOREIC
DWT—HIOBEEZEVWFEA. £, RBICAITIHSBUVEDERERITMITTESDFEADT.
CTHELSIZE,

o VS — hMBHXA—)LZERMRTDEE. UTDIEHRZEERN Al 8% (Azure OpenAl) (OXEWNVZULET,

A>>5>KID

A22F2 A ML

-« >35> b Severity

InRpERE - D1 ILARXFv > - AIR OISR

SLIERAIR KX

Y3 —= R SOAR DENMERTENE
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> TVoS—hE

> TS FaROUTZ3>

> F7S—KID

>  WBIHIY—EXE (MSOAR &LTO)

> I>T4T74BRORANE®R. 7HO> NMEHR. T71I)L)\w1, 7)—'4’)1/4%.2&“)‘X

¥ Microsoft Sentinel DI > 5« T« (BHRDFEMCDWTIIATD Microsoft AT RF2 A
rESB LTS,

https://learn.microsoft.com/ja—jp/azure/sentinel/entities

o AXY—EXTHAETS £k Al B8 (Azure OpenAl) (SEESNT=5—4(E. Microsoft HtdDF—

FTSAINS—RUS—([CHD>T. UTFOLSCEMDIRONET,

> AL ICANSNET—FE AY—EXDT7 S — MBIHIA—)LOERKICOHFIFAENET .

> HERAL ICAAENZT—4F(E. OpenAl DFBPETILHECIFFIAESNEE A

> ERALICANENZET -5 AU -—EXDRHOHFZENE U THEE - AL TS NTT
ROEEZRAD Azure 73> MR TOHFEIDIRON., H5%TF> RUSD OpenAl 11—
H—(CEFA=NEEA.

> HERKALICANESNIZT—4I1E. Microsoft #HE=FHDOHRBME(CFFIAETNEL A

Zoft, T—FEDIRWNCBET DEEME. LUTFD Azure OpenAl AR RF 1A hESIBLTL

ZE0N,

https://learn.microsoft.com/ja-jp/azure/ai-foundry/responsible-ai/openai/data-

privacy?view=foundry-classic&tabs=azure-portal

128, Microsoft #(CHIFTDAREETDMODER(CKD. T—FDEMDIKRWGENEE LIXDIHFE

NHDFERT, CNICERUTELZVWAIRDIEEICDVWTE, BHEEEZENFEEA.

o HHANBRERILUTOT/I\ARADYIDBX ®iTo 12355, Playbook WEIMELEH A
UFDFT/)I\A ZADOYDBER Z175%mE(F. NTT ROEESRADEENELE T D, BEIVED
gLIZEN,
» Microsoft Defender for Endpoint < Microsoft Defender for Business
» Microsoft Entra ID P2 & Microsoft Entra ID P1

*  Microsoft Defender XDR "> R/R-1> b ID, BFA—JL. SaaS 7TUENSHYS LTz XDR
SOFIVEMEEL. SHADIVHv I R-DEOERRBRHRENETH THD EEVMERETH
E USRS, BEIKREDMEE(Automatic attack disruption) &8I 3 ENHDET, BN
REBEHFSIOARBHEOS Y I EAHASNTVEEA. AHEECKD. ImKROREI>T7HD >
NOREZEOBENUN KN DIZEN DD FT . AEEEFYR— R SOAR &(IIRIZU TENME
I, ¥YR—Z R SOAR TEHEMUZEMU/RVEEDIZETE. CNSOMUNEREND
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BENDDET, F/z. ABEE(d Microsoft Defender XDR DIR#EMEETH D, > NEI TR
LI D EEFTEFRA AEREDFHH(CDLTIE. UTFD Microsoft AT RF1 X> hEITHE
LI EL,

Microsoft Defender TOEENRZEDHRT - Microsoft Defender XDR | Microsoft Learn

7.2.3. Microsoft Defender for Endpoint(MDE)® AIR HRZEE (CH#S BEMIEICDONT

Microsoft ft(C k2 Microsoft Defender for Endpoint (BAF. MDE) @ Automated Investigation and
Response (BAF. AIR) DARRZE (LY. 2026 F9 A 1 HUURF, AP —EXT(XAIR (CRAT 28D
HEES LFUWEZZEZE LFE T,

AETI(E. Microsoft #HIC KBDMEHREEDOAHE. AT —EINDFE, BLVEAMICHR Playbook izt
FCOBEMIGICDOWTHRALET.

(1)Microsoft #t(C K DAHREE
2026 £ 9 A 1 BEB#. Microsoft #fDARREE(CKD . MDE D AIR ZLATDHFETERITIDZENT
SRRRDFT,

e Microsoft Defender IR—%5 LS5 D AIR DFENELT

e API{® Logic Apps /& EZFIR UTEIMBS A7 L5 D AIR DET
72#. AIR HYED TULVEAREE KUTISH#EEE (L. Microsoft Defender Antivirus DIREMEE (CiE SN
9.
(2)X+*—= R SOAR ADEE
AP —EXTlE. MDE OBEXNECFIADIEE. Playbook 75 API ZFIF L T AIR Zi#cE) L CTULVE
9. BIEDMARREE(CHEV. 2026 9 B 1 HEBF. Playbook 'S5 AIR Zi2E) 3 MERDNIEZ EIT
TER<IEDFET, Fz. Playbook 5D AIR BENIZATIRE U TRM L TULVc—EBDMEE(C DL TE.
BEMIGHRRERATERLIRDET,
)BEMIL
FIEDFE (I DEEMIEE LT, Playbook ZUL FDEBDEELET,

o Playbook 15 AIR Z#CENF 2 (FBEERITI DB EREIELEFT,

o 7S5 —bhEMRIC MDE (CXD> TEEBERITSNC AIR DUIRERZEIELE T,

o HBEBERITINI AIR DYUBRER(CEDE, KRRt PRBEARIR. D1 ILARXF v 212 £

BEERITUET,

Microsoft #tDAAR(IC KD 75— MERMIZIC AIR NEEETEINRVBENHDET ., COBE. &
H—EXTEUTOESDIBLET,

o HEIRBAND AIR YUEFEER (C TDONE-NoExecution] EFRRUET,
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o UmAKPREEE. FREEARER. DA ILARFv R EDERGOEBMNIERHBELEEA.
o FVS—MBRIFMERESDEBLET,

(4)BERIS (CHEDHEREFIIR
BEMIGHRR & AT Oz FIRVWEIEITERA.
o AIR DIUERERN NG L7 ITIHEE DB ENLDBEIT
e MDE DAY —EXDEHIT/)\A X TT7 S5 — hMeRA UTZHED MDE M U
MDE M LD LE (C#0U ), Microsoft Entra ID. Microsoft Defender for Identity (I F. MDI). Microsoft
Defender for Cloud Apps (L{F. MDCA). Microsoft Defender for Office 365 & & TU Threat Detection
T7S5— bZRAUHE. MDE &E#E UK ML EEfESNFEE A
(5) 7HI> bEEY S — bORIHREIRNDRA NMEHIEN
MDE I UODAZLE (CAELY ER MDE M U IS K> TEUS UL CTULVZ/R A MEIRZEIS TE/R<IADE
ER
Dz, UTOBARMGZINTHZIHBESHICDNTIE. PHI> MEIET S — bOFREREA(C.
HRIZ D> MMIHD <KX MERZEMLET .
GERSA)
e MDE ZAY—EXDEHNFT /A XELTITHANZEWTWSZ &
e Microsoft Entra ID. MDI &/z(& MDCA M55, 1 DU EZEAT—EXDENT/I\AAELT
CHRBAWEZZWTWSZ &
o BEMLICEHITD MDE M UKEEZCHIBRTHDI L
o FRFTARD Playbook HEAENTWDZ &
GENMAE]
ZE2#IH D Microsoft Entra ID. MDI ZF/z(& MDCA TIREIESNIZ 7 LD > MEEY S — MO HRB AL
(C. MR b/ Extracted Hostname] DIEEZEML. JMHRIZ7HT> MBI KIRRA hEZHRRL
FI,
o WHODOTHI BFEIRAMFETDHE. 77HDT> hERI SOERIDOMIGEMREFRRE
9 I ENRRA hEZ—BTRRUET.
o MWRFHIZ MMIHD IRRX MERZHE TS AN > EHBE(F. [H#IH/RX ~/Extracted
Hostnamel (C NotFound| &FRRUFET,
128, [HH/RZ b/ Extracted Hostnamel (CRRSN DR MERIEZ, MRF7 D> MO <BIEE
MR HBRRA NEMEBE ULTZEDTH D, BEDT NI bFEEIRR MFETDIHE. 77T hER
A ~OER DI IGEMRERRSNEFE Ao
(6) BFEX—)LBRIICDULT
MDE DO#)RBAIS L UBIAZFDZEA—)L I A - v MMCEB(FHDFE A
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FZIZU. RIEDORMGZEBIEIT 7D MRS — bOIRER(C(E. WHRIZ DT> MR D IR MEER
ZEBIMUET,
(7) BAMEICDWT

BEMETHIRSNDHEE T I DIcsd. [BEAMIEAR Playbook DEEZESD TNEK T,
EASI SR Playbook (. 2026 £ 11 A~12 REDEMZFEL TVET . EANLMICATS XU
RFEFHAIC DV, BERICHIBRIEALET .
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T REEE

N==3> | FREE B

1.00 WhRFEAT 202343 H31H
-[Microsoft Defender for Identity |—[Microsoft Defender for Identity

1.01 2023 7H12H
/ Fusion]
- MDI (CRH9 DR e it

1.02 2023411 H22H

« NRIY—R—F )RR D VWSO EZHELE

- [Playbook FA7770> ~MC MFA ZWNT 2 Z &N TER] EZ&AR
1.03 2024 1H17H
- INTT Com #8%EMASEH | DBARE

- ZZE [Azure AD] — [Microsoft Entra ID|

1.04 - FBREADEETA )L RLUREIE 2024 5H22H
- BEENEREDRFIAY MEZEBEDRFI A MEICEE
2.00 «- XZ1—3Bf0 (Threat Detection) (CHDEIE 2024 9H3H
2.01 - RFa1 A NRDEE 2024 9H 18 H
- )\ oT7w Itk S TAADNonInteractiveUserSignInLogs )
2.02 [Non-Interactive User Sign-In Logs (Preview) | ZH|Bk. 202411 H29H

- VEEAKIR 75— bL7R— MERK] ZBELE(CEEL. HIBR,

- Logic Apps DEITHERDIRTFHAR DA HIBR

- Microsoft Entra ID Protection MSUNET S0 DIEFE(C [Security
Alert] DFEEHERN

503 - [ESICESETEMHEE 1 4] EOWSFRIL SHERESEZR 20254 3 H 19 B
- JOJ1TvS3aFILB—EXR, PS OREZHIBR

- BESFHA RIFRER (CHEDIELE

- BERADAT S 3 BN/ ZE/HIBROHDIRERIBER Z BT
A FFRICEALT. EERICAIL TG D ZTZHIEIE

- Severity s%EDZEEILICHEDIELE

3.00 B 2025458 14 H
- Entra ID/MDO/MDCA m5 M MDE BENFILSEITHERE (CHEDIELE

3.01 « &Rk Al 7S — MESRIC DWW TOREEL H =B 20256 A 11 H
- S>> XiBiE [M365 Business Premium]. [M365 E3|
2.1. H—EME
3.1. X
7.2.2. HY—EXRMOFREEICDNT

3.02 - JHRS )\ B0 [Microsoft Defender for Business . [Microsoft Entra | 20254 8 A 27 H
ID P1]
3.3.2. BR— 8T\ ABDWERRSF - SRESMF
3.4.1. BEAY—-EXiEe—8
3.5.2. O2uNE
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3.5.3. BE0J 0

3.5.4. SEUMEEIVSELPOU

4.1.1. RiETE

4.1.2. THICHYBRER

6.1.5. FEsL AR

7.2.2. H—EX2MHOEBEEIEICDNT

- VR —Z R IDALICHESIEIE
(Playbook FiD7 1> MMIAZE. Client Secret BHT(FAE)

3.3.1. Microsoft Sentinel (CDUL\T

4.1.2. THE(CHT38BESEA

6.7. TN (A>FF> @)

7.1.9. %H

AT FURADTFIDRXICEAUTRERICAILTELE (2.03 IRODELE
IR ER)

6.7. TE@EN (A5 F> @)

Day4 JU—X(ZHED G

- Microsoft Defender XDR /i

« 75— b A-ILDRER A DNE

- AIR BERITARDONE

AT MDD AR FERG IG5

+ MDE )\ X5 (C LB ~EEAID B EhxF 2L I
- VEEEMREEER LIAHREDENN - &

< TR—4 ) LRI TS

1.2. @ E
3.1. RMHXD
3.3.1. HAY—EXMEE—E
4.00 3.3.2. VST — 2025 11 A 19H
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