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Certificate Is Revoked

Network Attached Storage Device Exposed
Product Running Vulnerable Log4j Version
SSL/TLS Service Supports Weak Protocol 3%
Telephony/VoIP Device Accessible

TOR Server Detected

UPNP Accessible

Apache CouchDB Service Observed

Apache Cassandra Service Observed
Cobalt Strike C2 server detected

DNS Server Accessible

Elasticsearch Service Observed

FTP Service Observed

HTTP Proxy Service Detected

IMAP Service Observed

Industrial Control System Device Accessible
IP Camera Accessible

LDAF Server Accessible

LDAF Server Allows Anonymous Binding
Microsoft SQL Server Service Observed
Minecraft Server Accessible

MongoDB Service Observed

MySQL Service Observed

Metworking Service Observed

OpenVPN Device Accessible

Oracle Database Server Accessible
POP3 Service Observed

PostgreSQL Service Observed

PPTP Service Accessible

Printer Detected

Pulse Connect Secure VPN Product Observed
RDP Service Observed

Redis Service Observed

rsync Service Observed

SMB Service Observed

SOAP Server Accessible

SOCKS Proxy Service Detected
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SSH Software Supports Vulnerable Protocol
S5SH Supports Weak Cipher

SSH Supports Weak MAC

Telnet Service Observed

WVNC Service Observed

Apple AirPort Device Detected

CDN Used

Certificate Is Expired

Certificate Is Self-Signed

Certificate Lifetime Is Longer Than Best Practices
Certificate Signed With Weak Algorithm

Certificate Without Revocation Control

Embedded 10T Web Server Exposed

Mobile Printing Service Detected

MySQL Server Running with Empty Password

Product Potentially Impacted by CVE-2022-41040 & CVE-2022-41082
Product Potentially Impacted by PowerShell Remoting RCE
Remote Access Service Observed

TLS Service Supports Weak Cipher Suite

Malformed SPF Record

SPF Record Contains a Softfail without DMARC
SPF Record Found Ineffective

SPF Record Missing

Critical-Severity CVSS v3.0 Service Vulnerability in Last Observation
Critical-Severity CVSS v3.0 Vulnerability Patching Cadence
End-of-Life-Product

End-of-Service Product

High-Severity Vulnerability in Last Observation

Low-Severity Vulnerability in Last Observation

Medium-Severity Vulnerability in Last Observation

Vulnerability observed in most recent scan

High Severity CVEs Patching Cadence

High-Severity CVSS v3.0 Service Vulnerability in Last Observation
High-Severity CVSS v3.0 Vulnerability Patching Cadence

Low Severity CVEs Patching Cadence

Low-Severity CVSS v3.0 Service Vulnerability in Last Observation
Low-Severity CVSS v3.0 Vulnerability Patching Cadence
Medium-Severity CVEs Patching Cadence

Medium-Severity CVSS v3.0 Service Vulnerability in Last Observation
Medium-Severity CVSS v3.0 Vulnerability Patching Cadence

Outdated Operating System Observed
Outdated Web Browser Observed

Browser Average Age Indicates Older Versions

Malicious botnet C2 server detected

Malicious Scan Detected

Malicious TOR Exit Node Detected

Malware Detected

Potentially Vulnerable Application (PVA) Installation
Ransomware infection detected

Ransomware Infection Trail Detected

IP on blacklist due to malicious Activity
Known compromised or Hostile Host
Mirai Botnet Traffic Detected

SMTP Server on Unusual Port

Active CVE Exploitation Attempted

Adware Installation

Adware Installation Trail

Ananymous Open Proxy

Attack Detected

DOS Attack Attempt Detected

Malicious TOR Relay/Router Node Detected

Malicious User Agent Detected

Malware Controller Observed

Malware Infection

Malware Infection Trail

Potentially Vulnerable Application Installation (PVA) Trail
Products Susceptible To Ransomware Exploits Exposed
Unsolicited Commercial Email
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November 2022 OpenSSL 3.X vulnerability detected
Redirect Chain Contains HTTP

Session Cookie Missing ‘HttpOnly” Attribute 3%
Session Cookie Missing ‘Secure’ Attribute 3
Vulnerable VMWare ESXi Server Detected

Website communicates with payment provider
Website Copyright i1s Not Current

Website References Object Storage

Websacket requests contain sensitive fields or PIL

High Severity Content Management System vulnerabilities Identified
Insecure channel exposes sensitive information

Low Severity Content Management System vulnerabilities Identified
Medium Severity Content Management System vulnerabilities Identified
Mon-standard links detected:Unsafe File Transfer Protocol

Browser logs contain debug Messages

Certificate key is smaller than recommended size

Content Security Policy Contains Broad Directives

Content Security PolicyContains 'unsafe-*' Directive

Content Security Policy(CSP) Missing %

Critical-Severity CVSS v3.0 Content Management System Vulnerability in Last Observation
High-Severity CVSS v3.0 Content Management System Vulnerability in Last Observation
Insecure HTTPS Redirect Pattern

Link redirects to insecure website

Low-Severity CVSS v3.0 Content Management System Vulnerability in Last Observation
Medium-Severity CVSS v3.0 Content Management System Vulnerability in Last Observation
Non-standard links detected: Contact information displayed

Non-standard links detected: Local file path exposed

Server certificate issued by country on denylist

Server error detected

Server with Expired Certificate Contacted

Site does not enforce HTTPS

Site Does Not Use Best Practices Against Embedding of Malicious Content

Site emits visible browser logs

Site fails to load page components

Site links to insecure websites

Site may use WebSockets to send user data

Site receives data over Websockets

Site requests data over insecure channel

Unsafe Implementation Of Subresource Integrity

Web application potentially vulnerable to Spring4Shell

Website Hosted on Object Storage

Website Does Not Implement HSTS Best Practices

Website does not Implement X-Content-Type-Options Best Practices

Ransomware-Susceptible Remote Access Services Exposed
Domain Advertised as Ransomware Victim
Alleged Breach Incident

Cleartext password exposed
Credentials at Risk

Email exposed

Exploit Attempt Detected

Password hint exposed

Security question and answer exposed
Social Security number Exposed

Attempted Information Leak
Credentials at Risk (Historical)
Employer exposed

IP address exposed

Exposed Personal Information
Exposed Personal Information(Historical)
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