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Run apps within mobile sensor (Android-only)

Protect Android apps by running them via the Falcon mobile sensor.

Monitor network using VPN (Android-only)

Watch network activity for Andreid apps by running all traffic through the CrowdStrike mobile VPN.

Connected Bluetooth devices

See Bluetooth devices that the mobile device is connected to, including Blustooth MAC addresses. These addresses can identify device type, which could be personal in nature.

Filename visibility (Android only)

See names of files transferred to external storage. File names may include personal information, which could constitute private data.

Currently installed apps (Android-only)

See apps currently installed on the device. This potentially includes personal details about the end user, which might be deemed private data in some countries. NOTE: Events containing met

Allow remote log collection

Allow CrowdStrike to remotely collect CrowdStrike-related logs on Mobile devices. On i0S5, this will include logs from the CrowdStrike app only. On Android, logs will also include entries from

Remote attestation (Android only)

Detect compromised devices by verifying Android OS integrity against Google's validation service. If this is turned off, compromised devices will not be detected.

Block malicious network connections

Elock malicious IP addresses and domains on mobile hosts.

Connected Wi-Fi networks

See Wi-Fi networks the device is connected to. This can include location information, which might be deemed private data in some countries.
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