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1-1. Introduction
1-1-1. Scope of this document

The flow chart of Arcstar Universal One Virtual until activation is as follows.
The scope of this document is STEP 6 and 7.

Therefore, please refer to “Usage Guide book of Arcstar Universal One Virtual”, for other STEP or
general specifications.

The flow of Arcstar Universal One Virtual until activation

Consulting Si=Y Order Entry
(NTT Com Sales)

v

SJi=20] Service Start Notification

A

suollediunwwo) 1IN

I8 Send vAdapter

A

=2 Register vClient and other information ™!

v

Jawoisn)

1= Notice ID and Pass word

&
<

_I Scope of this document |

(Jem10d |BNIIA) |BIIO SSBUISNg S,u0lIRdIUNWWO)) 1IN

114 Install vApp

v

Application store
NTTCom HP

114/ Set up vApp setting

=S Put in vAdapter.

*1...When using function of Device Authentication, “Device-ID" is

ST s necessary information of the vClient as registered on the portal.
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1-1-2. What is Arcstar Universal One Virtual vApp?

Arcstar Universal One Virtual vApp, which is called “this client application” in the following, provides
the function of Arcstar Universal One Virtual by software.

A user who is allowed to connect the customer network is able to join a virtualized network via
Internet by installing this client application on a PC, smartphone or similar device.

‘lmage/diagram |-

@ vApp - -8 n

Menu  Support

O R

Not Connect

PC user - P ad Smart device user

NTT Com's Cloud E
ieasesseserenestenes > Service/ !
: Application !

g \
Lee® esscnee e, .,

o o,
----

.
.o
o® 19
o / .
. / L

Arcstar Universal One, ei'c.,
v

Customer's
base

(2) Non-allowed client (1) Allowed client

1) Auser who is allowed to connect the customer network can connect to the service in use
including VPN at customer site or NTTCom Cloud service by installing this client application on a PC,'
smartphone or similar device.
2) A user who is not allowed to connect the customer network cannot connect to the service in use
including VPN at customer site even if he/she installs this client application on a PC, smartphone or
similar device.

_____________________________________________________________________________________________
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1-1-3. Terminology

Terminology Description
. VPN (Virtual dedicated line) which is created by Arcstar Universal
Contract | Virtual Network ( . ) y
One Virtual.
vAdabter Device which is installed in the client home used for connecting to
P the Virtual Network.
VA Applications and Software which are installed in PCs, smart phones,
PP and similar devices and used for connecting to the VPN.
Devices |VvCore Device which is the terminal of virtual network inside NTT Com.
Business portal Portal which modify, add or delete any service of Arcstar Universal
(Virtual version) One Virtual.
This is NTT Communications’ Business Portal.
Business portal (This portal is used to connect to the site where settings of Arcstar
Universal One Virtual Portal can be changed.)
System administrator who use the Business Portal.
Others | Administrator Administrator can add, modify, or delete Arcstar Universal One
Virtual ID.

(C) NTT Communications All Rights Reserved
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1-2. System Requirements
1-2-1. Operating environment *As of Sep, 2019

W Android
- Supported versions: 4 -10
(vApp can be installed with Android version 2.3; however operation is not guaranteed.)

miOoS
- Supported versions: 6 - 13

B Windows
-Windows 7/8.1/10

B Mac
-0S Xv10.9 -v10.15

1-2-2. Others

Environment where Internet connection is available is required.

1-2-3. Coverage Area

+ Do not bring out vApp from coverage area. Refer to the following URL about coverage area.
http://www.ntt.com/a virtual e/
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B— OHIBRLIZV\WI—HIDZE 2 MERHR UL TTF S,
vApp

<tE>
gnjc-t:z@?rilzwsumm = @ VAppD/\—=3 > Hv3.1.0L B DIBE.

r - W N 11— /_\ i \o
=Ty []J? DIV TU, AZa1—FRULTLESEL

COMTAROMARU@N987654321..UN2

IDiEND

test
test@N123456789.uno1

RE

HIBR €<

y

@ THIBR] ZFvTULTFE,

® lIDZHIBFRLUET. LALWTIMN? ] ERRSNEIDT
[OK] ZAYwTUTFE0

R
O AKER

HllBR

IDZHIBELET. £ALWLTTHV?

F7HxI b

Fp Il
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2 — 2 = 3. WARFEIHREDNTE

OREY T 2SIV T LUTFE,

XIS AE Z AR LIRSS, |
2 3. VPNIEfT IMiNERHES.

Status: KB #i
Connect Time:0:00:00
IP address:0.0.0.0

ID: DAKER
iR

L) @ [IRARFBEEDBENE] ZAICULTFE0N,

K—»4 e HiK—h

BE

=V S: 4 RE
2 23 VE
EIE!MEOJEMH:

77 EWICEBMER
OJDR%E
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WARIES T 3 VERBICLETN? OEAA YV —SHERESNET,
e - [OK] #5Uw oL TFE,
GEE>
BAREATS 3 > #RALRNMBAE. ATS 3> %E
HMZULTFE0,
MARITATS 3N [A>] DBA. vApplCBRaEnT
FARTDI—FIDICEEENET. 7
(&) aor Q) @YR— hITEIY T LTFEN,
R—A B HHR—=k i
Bl h1 ® lEkEROER] 25y TLTFE0,
BSIKAED IS
WETFA
- Js)
HREHOET
O DiEE
V7 hOr PERFERNE
TSAN—R)—
COPFTV[CDONT
28
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©

Go to Index

COBEOBEFRBIIDE, [r3b95a51621146674)) TT,

©HMS UIoimR#B ID(HFARE16F) (. BEREF TSR

HARMBDERELETHT

Fr el

TLABEENEBLU TS,

oK

b DUFABIDE A —ILEETBHBAG. (0K £YYTLET,
<>

A—S—HI5 A0, A—JLOARZICHFHBIIDA'EE
Sz A—ILDERENE T,
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2 — 3. VPN#H#,/ YRR
2-3-1. &

Luan OMR—ABEET [ID: ] O (T 29vILT
(@] avr T,

=L BE Y-k

@I1—YIDEEIRLTYYVILTTFEU,
(f51) ID : O LKER

e {2>

3 AKEBA

ID: JAKER @

i

Q/IR—ABEMET [Ef#] RI>ZFYTUTFE,

R—A BE Y-k
Status: i
Connect Time:0:00:00
IP address:0.0.0.0
ID: DAKER 4

(C) NTT Communications All Rights Reserved 30



25 : Android

Chapter 2: Android

@)\ RXI—RZADULET.
R IAV AL VIV VLSV =N
S AT LEBEANHR LTSN,

NAD—READLTLESWL

INZD— K

® [OK] ZAw T ULTFEL,
<EERD>

I\ T — RHESHE
UTFOLSRIS—HRRSNET

vt

| 4

L=

ERICKRMULELE, 2D/

D—ROBREERRBLTLES
L\ (code=-5020)

OK

@FBEEMNMEFEIDOT [COT7TIUT—> 3> %EFETED
EDEHRVUET . | (CFTvIZEMIFITFEN,
* 16O CORS (CEFREEMNEET .

@ [OK] &AW T ULTFEL,

%677U7-73)T
ﬂ%beT<RE

J
%éﬂé%HDﬁUiT

G COPTUT—a VEER
=300 HGLET,

£l oK {
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®FfcmInT s, [l MIEFT,

H—bh B - h © [Status] H' &K (CIDBOHDET,

i
Connect Time:0:02:52
IP address:10.253.1.21/26

ID: JAKER
i
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2-3-2. Ylir

OVAppZIML B LT T, [HIRT] RE>ESYVT UL TFE0,

=L B HiR—h

Status: 35
Connect Time:0:02:52
IP address:10.253.1.21/26

)L} %:D
o o =

ID: JALKER
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® EHYTUTTFEN. (BR<ES>HRI)

=4 e Hik— b
i @ g EHYTUTFEN. (R<Rk—A>RI)
® g w#IVILTFE0,
(RR<REFB LT TUSRT )
*IRICKD T, PAOADIY—INERDBENGDET,
. SuusEE CRERADIHR A > TIRAFZIT > TR,
IP address:10.253.1.21/26
ID: D AKEB 4
el W

@ETPDVAppZEAEESSMNCADTAT (RS54 R)
LCTRaEL,

*IRRICKD T, PTURT DBRENRIZDIHENHDET.
CIERDIRRCHE D TERIFZITO T TIZE L,
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2 - 4. ZOMBR— K

OR—LABEDOYR— T &Iy TUTFE,

@ * RAR—(CHR— NEIEO&E A =1 —(CDNT
HEEN B DET,

Status:
Connect Time:0:00:00
IP address:0.0.0.0

ID: JLKER
&R
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. (1)H7R— KA
(@) varp --- Arcstar Universal One Virtual VAppDZFIRAERED

s ox s HiR— MEREBEH LU MMy 2 T UET,
HR— Mo b
_ . (2)1B{EIRREDEVS
BSREDREG . [N
ABENNEZERER CERVBERECT/I\ A ADFRY ~
BEFA b D—UERZEBE - RIFLUET.
InARERDOTRT
Qeoes (ETZ
Y7 hO I PRAHERNE CHIRADRY MO —DDBEIREZHIRITDCENTSE
IS4 NS U= ENER
(Ping/Traceroute/Nslookup)
COPIEDOVT
(4)imAKRIBIROTRR

o FFlE. 2-2-388E,

(5)O0 Dix{E
(2) ) TIREUBIREA—IL TRIET D ENTEET,

(6)Y DT b T 7ERFFHEIENE
VI MO T 7 OERFFHEENEZRRILUE T,

(NTZAI>—RU>—
S TSAINE =R —ZRRUET .

(8)TD7TUICDNT
- CFIFHdDArcstar Universal One Virtual vVApp®D/{—= 3
SR ITDIENTEET,
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(HYR— b1 b

Go to Index

OHBFSFTY/R— bEEHNRRENET.

port.ntt.com Cc '@

Gorrommines | 3221 Q = a
English | Japanese
FRArEE

iR Da‘—(yﬁg

ERGEHN5t

2013512R168

OCN 10D —I—ADFEF2EABRICHT SEAR
BHIEICEIF T YA IS DT

> BAOBEEE |  EAosmEE
v

M TYM—-NEERT

P s R KR

o Y PR
ERLUET,

s T 50, =1

TJu— > &’ ma

AEMhSYHR—HNEERT

o

£< BB e
= Zsam o rw
e BF Qasmu
F a= abtm
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(2)1BEIRREDEUS

Go to Index

OBEEIREOREBEEHNERRSNE T,
[OK] ZAYTUTFE0,

BEREEREFELELL

I O
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(3)BIETR &
L : OPINgDFi#EESY TLTTF &L,
(@) vare TSI ENET.
Ping 4 %:ﬁ'

Enter Host Name or IP @

OY LR

) =

2 ABC 3 DEF

= (&

4  GHI 5 JKL 6 MNO

& » )

7 PQRS 8 TV 9 WXYZ

] H

v o

!

L QT IAFD>ENIZ 3 EED [Pingl [Traceroutel
(@) o0 [Nslookup] OFHNSHETBEDEERLT

. Py ITUTFEL,
Fing HT * RN — S TIRAIESEDTHNESAL TVET,

Ping
2 N =z
Traceroute <FE>

CHIFDIREKICLDTIE. [Pingl [Traceroute]

Nslookup PRRSNIRVEEN DD FET,
TDiHBE. [Ping] [Traceroutel (XZHFIA(CAN
FEA.
07 CRE
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OIRERL@®

OPINgDTFRESIYV T U, TILF DN SZHTDIED%R

Iﬁ - BEIRUTFSUN,
Ping Ei7

Ping
Traceroute

| Nslookup

O7CRE

vApp

Ping L‘ EfT

www.ocn jpl

@ IP7RLR/IRARZZAIDUTTFE0N,
($51) www.ocn.jp

OO

Q [FET] 29V TUTTFEL,

OJcRE

g wer tyuliop
asdfghj kIl @

z c vbhnme

X
F @ 8 - — =R

@OTMERRENET . LESIBHFEIEE,

Ping 4 ET

Www.ocn.ne.jp

[T T O LT T L o — 35—

icmp_seq=1 ttl=241 time=323 ms @ |— I:Ig (L—ﬁﬁj %g \y j LJT—F ékl \o
64 bytes from 218.213.142.246:
icmp_seq=2 ttl=241 time=244 ms
64 bytes from 218.213.142.246:
icmp_seq=3 ttI=241 time=164 ms

® M= RFELELRE] &ERRSNET.
[OK] ZFY T ULTTFE0\,

64 bytes from 218.213.142.246:
icmp_seq=4 ttl=241 time=85.2 ms
64 bytes from 218.213.142.246:
icmp_seq=5 ttl=241 time=414 ms

— www.ocn.ne.jp ping statistics —

5 packets transmitted, 5 received, 0% 0J&RELEL
packet loss, time 4006ms
oK 6

rtt min/avg/max/mdev =

OJICR%E
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(5)H7R— NEBEFRDIXE

(4)BR— NEIRODE(SEE (C.

D 07&%3}-}% LJT < 7—C"—C'gl‘\ (2) \ (3)?Hﬂ"f§btmgﬂj74}[/73\‘%/%3“&3_0
140116_141534_Anal.og_androi <° OO I 7AILDOHENS5%E T DEDEEIRL T
140117_150429_NWLog_android Ay THITDEFTYVIMIZTET,
* IEEOEIREKF T,
140117_151504_NWLog_android
140117_151541_NWLog_android *ZRIEE. T7AILRRIRTT .
140120_111402_NWLog_android . =
* O DFF4
140120_115247_NWLog_android [ NWLog ]
20140115_AppLog_androidvnc MEEMF (Z)E{Ellﬁﬁ?\@ﬂ%%
» BARIEH : 5
20140116_AppLog_androidvnc I - ER EI_H%}ﬁ#’)_NWLog_android
20140117_AppLog_androidvnc \L
S 2014/4/1012:34 56¥DHE
(f51) 140401_123456_NWLog_android
[ TestLog ]

mEEZH :QEETAL
RAREEY 5@
Jr7I)L%  FRHE_B9H#_TestLog_android
l
2014/4/1012:34 56¥DiHE
(f51) 140401_123456_ TestLog_android
[ AppLog ]
BMEEH :BEEH
* OJDREFEN [A> ] DBEDH
BAEEE 3@ (3BD)
J7I)L% : #£BH_ApplLog_android
l
2014/4/1D%4E
(f51) 140401_AppLog_android

@ [OK] Z#FYTULTFE,
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OA—T—MIBEND, A—)LHMERRESNET,
™ fERL A—)LOARXIC (S, BRUEOTHIRTRRESNET,

® @ @ ®@ntt.com

%@ @ [Tol &l Z29VTUL. TNENADULTFEL,

|] - 140116_141534_Analog_android

®T % | #9vTUTEELTFE0,
*IHAR(CED T, BENERDET,
CHERADA—S— (> TIREEITOTLIEE0N,
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(8)ZDI77TIICDLNT

@ 77158

O7TUYDIN=Z3a > HRRESNET
[OKl ZHYTLTFE0L,

N—=3321.00
Copyright©2014 NTT

Communications

OK
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2-5. 72AA M=)V

OImARDFEEBEHZRETET .

@ [7TYU] #HYITUTFE0,

Bluetooth

T—#5{EH

TaRATA
Z4| b=

it

® IvAppl ZHYTULTTFEL\,

| e

F7U

55270~ K%
Google PlayR#& Y —EZ

Google+
51.41MB

GoogleT+ A hRALIFT I
20.81MB

S
B

g Googletgs
60.26MB
Keep
4.94MB

> YouTuE

12.5
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L @F A >AN—ILERTITREEE. (721> =)L)
F7URH BT LUTFE0,

2.18MB
2.11MB
76.00KB

TF—HEHE

24.00KB
Frya%miH
=

T2+ hTORE

® [COT7TIUERTAAR=ILUEIMN? ] &
RRSNFEIDT [OK] ZIVTULTFE0N,
*IRICKD T, HERA Y T—HRRSNRVEED
HNFETI,

vApp

COPTVEPIA A M=)
LEIH?

FrtIb
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Go to Index

2-1. Installation

1) Tap the icon of Play store on the Home screen of
Android.

3) Enter "vApp" or "NTT Communications" and then

10. Biz R & 11.X14E*a7 12. Web &R T 7 perform sea rChIng'
B/ —EEl AndroidhR U

NTT C: Cor NTT C: ons Cor. NTT Communications Cor.

ok ek ok ok ko

<Supplemental Information>
The "Download vApp" screen on the App store opens even if

Smart the following URL is directly input on the Web browser.
PBX URL->https://play.google.com/store/apps/details?id=com.ntt
.vapp
13. RARr 14. Smart PBX 15. AT~
rF(HT Ly NTT Communications Cor E(¥TLyt)
NTT Communications Cor. NTT Communications Cor.
Jok ke Jr ke *
Ko
Pocket Sl
1o wpecetior | itvep o iseaves ey 4) Tap the [vApp] application.
N?T sa\\\mumcauov\ﬂ Cor ) o N/TT Communications Cor
> ¥
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Go to Index

5) Tap [INSTALL].

VApp <Note>

NFF Communicailons Corporaiian Be careful with products having similar application
name.
Be sure to install NTT Communications' official

Designed for phones application.
a
@ v
needs access to 6) Tap [ACCEPT]

Identity

%5 Wi-Fi connection information {5)
/]

»0 Google play

VApPp

NTT Communications Corporation

7) Tap [OPEN].
=1/ 7 \ The application opens.

Designed for phones

Installation work is complete.
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2-2. Setting

Configuration of the Home screen is as follows.

Taskbar
- HOME...The Home screen appears.

HOME CONFIGURATION SUPPORT

- CONFIGURATION...The screen for adding, editing and
deleting an account appears. The screen for setting
options appears.

- SUPPORT...The screen where guidance of the support
site is available and maintenance tool can be executed
appears. The screen for executing the maintenance
tool appears.

| | Communication status
* The IP address allocated by the server cannot be fixed.

/i User name used for connection

Status:[ILE
Co Time:0-00:00 A
e 4 VPN Connect/ Disconnect button

I COM-ABC /
Connect

<Supplemental Information>
- =) Home screen of vApp version
vApp v3.1.0 or above:

HOME CONFIGURATION SUPPORT

vApp widget of the Home screen
L o o = diffes from old version.

@ * The function of vApp is same.

Automatic setting from the reception mail introduced in
YouTube, etc. will be provided in the future.
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Go to Index

2-2-1. How to Register the User ID

1) Tap the icon of vApp on the Home screen of Android.

2) The Home screen of vApp appears.

3) Tap the [CONFIGURATION] tab.

Status:|DLE

Connect Time:0:00:00
1P address:

1D COM-ABC 4

(C) NTT Communications All Rights Reserved 49
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4) Tap [Edit].

HOME CONFIGURATION SUPPORT

Setting

No Account Edit 1 @

Options

["] Device Authentication Option
[ ] Connect it at starting the application automatically

["] Logging

5) Tap [Add ID].

2,

6) Enter a name.

COM-ABC
COMONIRTEESSILIN N\ 7) Enter the user ID written on the E-mail for guidance.
v u nnection ..
PR @ * |f user doesn’t know User ID, contact the IT administrator
in your company.
Cancel 0K
OF BWE BEN BN TN By B 1 0o p <«
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mi- 8) Tap the Default Connection as needed and then put a
Ed"“D check mark.
EORkEARC * When adding the ID, there are 2 following methods
io“:i’”‘?::‘si“f“”" other than operation described at (8):
.. A. After performing the operation (9),
8 press and hold the user ID and then tap [Default ID].

...B. Select the user ID from the pulldown menu on the
CONFIGURATION tab screen.

Cancel

9) Tap [OK].

COM-ABC

COM@N987654321.uno

COM-XYZ

COM1@N987654321.uno

Add ID

COM-ABC v

Edit ID

Delete ID

Default ID

HOME CONFIGURATION SUPPORT

Setting

COM-ABC p IEdi:

Options
Device Authentication Option B
Connect it at starting the application automatically

Logging
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10) " " is added to the user ID configured for default
connection.

COM-ABC
COM@N987654321.uno

COM-XYZ

COM1@N987654321.uno

<Supplemental Information>

Add ID it VvApp version v3.1.0 or above:
test@N123456789.uno1 Default mark is as follows.

11) Tap [ - ]. ([Back] button on the terminal)

12) Change option setting if you need.
- Device Authentication Option(On/Off)

o e o ...This option(On) is needed when using The Device
o = Authentication function.
COM-ABC o Edit (Refer to 2-2-3.)

Options
| Device Authentication Option

Connect it at starting the application automatically

- Connect it at starting the application automatically(On/Off)
\\

... When the application starts up, the screen for
12 inputting password appears while the user ID that is
configured for default connection is selected.

(Refer to 2-3-1 (4).)

| Logging

- Logging (On/Off)
... VApp connection log (Applog) can be acquired.

(Refer to 2-4 (5).)

13) Tap the [HOME] tab when the setting is complete.

(C) NTT Communications All Rights Reserved 52



25 : Android

Chapter 2: Android

2-2-2. Modification of Settings of User ID (Deletion)

1) Tap the [CONFIGURATION] tab.

CONFIGURATION

Status:(DLE
Connect Time:0:00:00
IP address:

ID: COM-ABC

Connect

2) Tap [Edit] when deleting a user ID.

HOME CCONFIGURATION SUPPORT

COM-ABC Edit

Options
| Device Authentication Option

| Connect it at starting the application automatically

| Logging
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vAPP

: 3) Press and hold the user ID which needs to be deleted
COM-ABC W

COM@N28T654321.uno N for 2 seconds.
COM-XYZ
sl ol 3 <Supplemental Information>
il vApp version v3.1.0 or above:
Tap " ", then menu appears.
test .
test@N123456789.uno1 ‘
Edit ID
Delete ID €

4) Tap [Delete ID].

5) The message "Delete ID.Are you OK?" appears.
Tap [OK].

COM-ABC

COM-ABC

Edit ID

Delete ID Delete ID. Are you OK? 5
Default ID

Cancel | OK

(C) NTT Communications All Rights Reserved >4



25 : Android

Chapter 2: Android

2-2-3. Settings of Device Authentication

1) Tap the [CONFIGURATION] tab.

_____________________________________

CONFIGURATION

i *If you don't use function of device E
i authentication, go to "2-3. VPN E

Connection/ Disconnection".

Status:(DLE
Connect Time:0:00:00
IP address:

ID: COM-ABC

Connect

2) Put a check mark on the “Device Authentication

Option”.

Setting

2 COM-ABC 4 [Edit
S
|#fPevice Authentication Option

Connect it at starting the application automatically

Logging
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" .
Are you sure you want to active the Device Authentication 3) The message Are you sure you want to active the
ion? . . . .
R Device Authentication Option?" appears.
Cancel OK
N Tap [OK].

N
@ <Caution>

Turn off the Device Authentication option when you don't use
this function.

When you have configured more than one vClient-ID and
function of Device Authentication is enabled. Function will be
applied to all configured vClient-ID.

4) Tap the [SUPPORT] tab.

HOME CONFIGURATION SUPPORT
Visit Support Site
Save Network Statistics 5) Tap [Get Device-ID].
Communication Test @
4
Get Device-ID

Send Log Files
Software License Agreement
Privacy Policy

About
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Go to Index

Device-ID id 3b95a51e21146e74

0 = L 6) Device-ID is displayed in the message.
0 you want to senaq:

*Device-ID : 16 characters of letters and numbers.

Cancel oK

Q)

7) If you would like to send the Device-ID by e-mail, tap
[OK].

<Supplemental Information>
E-mail application will open and the Device-ID will be written
in the message.
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2-3. VPN Connection/ Disconnection
2-3-1. Connection

1) Tap the icon next to "ID:" (underline) on the Home
screen.

HOME CONFIGURATION SUPPORT

2) Select and tap the user ID.
(Example) ID: COM-ABC

COM-ABC

COM-XYZ

|
1D: COM-ABC <®

Connect

3) Tap the [Connect] button on the Home screen.

HOME CONFIGURATION SUPPORT

.

Status:IDLE
Connect Time:0:00:00
IP address:

ID: COM-ABC ]
Connect ‘ @
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4) Enter the password.
* If password is unknown,

contact the system administrator.

Please enter a valid password

Password

5) Tap [OK].

<Note>
If the password is different,
the following error message appears.

Error

Connection failed. Please enter a valid user id and
password.(code=-5020)

OK

6) When the Warning screen appears, put a check mark
on the "I trust this application." checkbox.
* This warning screen appears when establishing the
VPN connection for the first time.

7) Tap [OK].

he cation permis:
F: NOT accept unless y:
application. the

compromn 2d neé
trust this application
Cancel : {
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8) If the connection is established, " " is added.

HOME CONFIGURATION ‘SUPPORT

9) The "Status" changes to "CONNECTED".

.

Status:CONNECTED 0
P address:10.253.1.22/26

D: COM-ABC -

Disconnect
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2-3-2. Disconnection

1) Start up vApp and then tap the [Disconnect] button.

HOME CONFIGURATION ‘SUPPORT

O

Status:CONNECTED
Connect Time:0:00:06
IP address:10.253.1.22/26

ID: COM-ABGC o

Disconnect m @
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2-3-3. Exit

L CONFIGURATION SUPPORT 1) Tap [ ]-

([Back] button on the terminal)

@ 2)Tap[g ]

(Tap the <Home>button on the terminal.)

3)Tap[g].

o (<Recently used applications> button on the terminal)
Cnnneanln;\e:El‘ﬂl]'UU
IP address:

ID: COM-ABC

* lcon marks may vary depending on terminals.
Perform operations according to terminal in use.

4) Swipe (slide) the vApp, which is being activated, to the
left or right.

* Operations for exiting application may vary
depending on terminals.
Perform operations according to terminal in use.
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2-4. Other supports

1) Tap the [SUPPORT] tab on the Home screen.

HOME CONFIGURATION SUPPORT

N\ * The following page describes each menu of the

@ Support screen.

Status:IDLE
Connect Time:0:00:00
IP address:

ID: COM-ABC
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* Each menu of the Support screen is as follows.

1) Visit Support Site
... Jump to the Web site where support information,
HOME CONFIGURATION SUPPORT including usage of Arcstar Universal One Virtual
vApp, is published.
Visit Support Site
s Nabal S Erese 2) Save Network Statistics

...Network information for device is acquired and
stored if communication is stable or communication
Bt Paviced cannot be established.

Communication Test

Send Log Files L
3) Communication Test

Software License Agreement ... Check the communication status of the network.

Privacy Policy (Ping/Traceroute/nslookup)

About
ot 4) Get Device-ID
...Refer to 2-2-3.
] - = 5) Send Log Files

... By tapping this button, you can send an E-mail of
information stored at (2) and (3).

6) Software License Agreement
... Software License Agreement appears.

7) Privacy Policy
... Privacy Policy appears.

8) About

... By tapping this button, you can check the version of
Arcstar Universal One Virtual vApp in use.
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(1) Visit Support Site

~Fom i 1) The Customer Support screen appears.

C D support.ntt.com/e

Important Notification

Download 9 Inquiry

e v e

(C) NTT Communications All Rights Reserved 65



525 : Android @

Chapter 2: Android

(2) Save Network Statistics

Go to Index

1) The screen for acquiring the communication status
appears. Tap [OK].

NW Statistics has been saved.

T
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(3) Communication Test

Ping

A

Enter Host Name or [P \

Save Log File

Ping

Ping

Go
Traceroute - @

Nslookup

Save Log File

1) Tap the underline of Ping.
The pulldown menu appears.

2) Select and tap the appropriate option from "Ping",
"Traceroute" and "nslookup".
* Refer to the next page for the usage detail.

<Note>

Showing “Ping” and “Traceroute” depends on using
device type.
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@® Operation procedures ®

1) Tap the underline of Ping and select an appropriate option
I—.\l from the pulldown menu.

Ping 1
Traceroute

Nslookup

Save Log File

2) Enter the IP address/ host name.
(Example) www.ocn.jp

E) 3) Tap [Go].

www.ocn.jp

Save Log File

«Touch again to save

4) The result start to appear on the screen.

Wait until log stops.

Ping 48

arocnio

Thu Oct 16 04:29:20 GMT+00:00 2014 - ping(www.ocn.p}
PINNC;‘WW:V ocnjp (218.213.142. 245) 56(84) I::utes of data. 5 T S L F . I
64 bytes from 218.213.142.246: icmp_seq=1 ttl=241 time=54.4 ms ) [ ]
64 bytes from 218.213.142.246: icmp_seq=2 ttl=241 time=66.1 ms a p ave og | e .
64 bytes from 218.213.142.246: lcmp seq=3 IVJ 241 time=68.9 ms

64 bytes from 218.213.142.246: icmp_seq=4 ttl=241 time=73.4 ms

64 bytes from 218.213.142.246: icmp_seq=5 ttl=241 time=75.2 ms ~ 4

— www.ocn.jp ping statistics —
5 packets transmitted, 5 received, 0% packet loss, time 4006ms

P min/avg/max/mdet = 64.413/67 657175 25617 362 ms 6) By tapp|ng [Save LOg F||e], the message "LOg File has been

Ping has been finished

saved" appears.
Tap [OK].

Log File has been saved.

G) oK I~ 6
I Save Log File ,
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(5) Send Support Info The log file acquired at (2) and (3) appears on the screen
for sending support information.

1) Select and tap the appropriate file from log files to

Select a Log

make the background gray.

141009_105530_TestLog_android

* Multiple log files can be selected.

141009_105541_TestLog_android . . . .
eelos-ande * The display order is ascending order of file names.

141010_002213_NWLog_android .

* Details of log

141010_002331_TestLog_android

141010_002338_NWLog_android [NW Log]

LT T i Condition for Log acquisition: (2) Save Network Statistics.
141010_003905_TestLog_android Maximum number of retained logs: 5 pieces

141016_042655_NWLog_android File name: Year Month Date_Hour Minute Second_NWLog_ android
141016_042735_NWLog_android d/

141016_042932_TestLog_android

In the case of the time is 12:34 56 seconds on April 1, 2014,
file name will be like “140401_123456_NWLog_android”.

[TestLog]
Condition for Log acquisition:(3) Communication Test

20141009_AppLog_androidvnc

20141010_AppLog_androidvnc,

Cancel

Maximum number of retained logs: 5 pieces

File name: Year Month Date_Hour Minute Second _TestLog_android
N2
In the case of the time is 12:34 56 seconds on April 1, 2014,
file name will be like “140401_123456_ TestLog_android”.
[AppLog]
Condition for Log acquisition: During communication
* Only if the Logging option is set to "ON“:
Maximum number of retained logs: 3 pieces (for 3 days)
File name: Year Month Date_AppLog_iOS
N2

In the case of April 1, 2014, file name will be like
"140401_Applog_android”.

2) Tap [OK].
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™ Compose > :

®00®antt.com

(2}

I CC/BCC

-— 141009_105530_TestLog_android
Thu Oct 09 10:55:24 GMT+00:00 2014 - 3
ping(10.128.1.1)

PING 10.128.1.1 (10.128.1.1) 56(84) bytes of data 4
64 bytes from 10.128.1.1: icmp_seq=1 ttl=61
time=107 ms

64 bytes from 10.128.1.1: icmp_seq=2 ttl=61
time=129 ms

64 bytes from 10.128.1.1: icmp_seg=3 ttl=61
time=31.3 ms

64 bytes from 10.128.1.1: icmp_seq=4 ttl=61
time=50.2 ms

64 bytes from 10.128.1.1: icmp_seq=5 ttl=61
time=106 ms

3) The mailer opens and an E-mail is created.
All of the selected logs appear in the body text of
an E-mail.

4) Tap [To], [Subject] and enter these items.

5) Tap[ » ]to send the support information.
* Operations vary depending on terminals.
Perform operations according to mailer in use.

70

(C) NTT Communications All Rights Reserved



525 : Android @

Chapter 2: Android

(8) About

Go to Index

1) The version of application appears.
Tap [OK].

@ Application information

Version 1.0.2
Copyright@2014 NTT Communications

w &
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2-5. Uninstallation

1) Open the screen for setting the terminal.

P
* Settings

WIRELESS & NETWORKS

* Wi-Fi

B Bluetooth 2) Tap [Apps]
(3 Data usage

More...
DEVICE
€ Sound
4} Display
= Storage
W Battery

P Apps ﬂ

£ Users

j“ Tap & pay

PERSONAL

9 Location

& Security

B Language & input

£ Backup & reset

3) Tap [VApp].

E Google Play Store
12.11MB
-‘= Google Search

Google Text-to-speech Engine

p=n Remote Desktop
P 5o7mB

vApp
2.23MB

Internal storage
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#Appi"fﬂ 4) When executing uninstallation, tap [Uninstall].

Force stop Uninstall 0
" Show notifications

STORAGE
Total

App
Data

Clear data

20.00KB

Clear cache

LAUNCH BY DEFAULT

5) The message "Do you want to uninstall this app?"
appears. In this case, tap [OK].

* Confirmation message may not appear depending on
terminals.

vApp

Do you want to uninstall this app?
Cancel oK 0
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Go to Index

3-1. /12X b=JL
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App Stored 77 1> Fv T UTFE0\,
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(2):BIEIRREDHIS

OBEEIREOHEBEEHNERRSNE T,
[OK] ZAYTUTFE0,

BEREEREFELE U,

OK

(C) NTT Communications All Rights Reserved 97



538 : i0S
Chapter 3:i0S

Go to Index
)BETA
[ T - @M1 EZIYITUTTFEUN,
{HR—k EEFRE TIAFTENET,
> 1 Ping =17

O7 R
o 10 i
R—A BE Hik— b
— BT = QI NA D =iz 35784AD [Ping] [Traceroute]
) —— [nslookup] DHFMNSZETDIEDEEIRLT
(om-h amFRb FyTLTFE,

* RR— DT EDRNZHRALTVET .

4 Ping =T
Ping @
Traceroute
Nnalanlerin

O7CRTE
0] 03 i
f—L B Hi—hk

(C) NTT Communications All Rights Reserved 98



883&E : i0S
Chapter 3:i0S

Go to Index
OiR(EHL L@
- - @ D] #HYT U, TIAITHBZETZEDERERLT

Ak BEFAR

TN

g Ping £

@ IP7 RLR/TRAREZANDLTTFS0,

{of—k  BEFIE
(f51) www.ocn.jp

D3 Ping 3

WWW.OCN.]Jp 2

® [FEfTl ZIYVITULTFELN,

pyrrar @OINERENET. LES<BEE IS,
> Ping E£T

] : ® IOJ(&RF] 2Oy TUTFE0L,

® IODJZzFFLELE] ERRENFET.
[OK] Z#9YTLTFE0.

OV ERELE L.

oK 6

O CRE
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(4)OJ DF{SEmE (.

I - s
UM=K Og92740L

Eﬁ ' @ (2) . ) THELEOS I 7L RENET.

140319_145331_NWLog_iOS OO T 7 AILDHFNS5ZET DEDEEIRL T

140319_145617_TestLog_iOS

5y T%T B EERENREICRDET,
<(1) R

* ZorlE(E. NWLog. AppLog. TestLogDIET,

* O D
{ NWLog ]

BB EME : (QBEREOHE

RARRFE 5@

J7AIL& EAR BHT NWLog iOS

2
2014/4/1012:34 562Din&E

(f51) 140401_123456_NWLog_iOS

[ TestLog )
MEBEH :QEEFTAL
i EBAFRFE  5E
=k J7A)L&  FAB_KD#_TestLog_iOS

2
2014/4/1012:34 56Din&E
(1) 140401_123456_ TestLog_iOS
[ AppLog ]
WMEEM4 :BEEH
* OJREN [A> ] DBEDH
BXFEFH 3@ (3E%D)
J7I)L%  FBH_ApplLog_iOS
2
2014/4/1DFBE
(#51) 140401_AppLog_iOS

@ 1| =HyTLTFRL
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w3 15:00 - @ A—=F—MIUBLEMND. A—=)LHIMERENZET,
Frot)l FRXvE—Y A—)LDOAXIC(F, BIRLZOTDNIRTRRESNET,
Cc/Bcc:
%4

----- 140319_145617_TestLog_iOS @

[2014-03-19 14:56:01 GMT+09:00]
Lookup start. HostName: www.ocn.jp
pinging 218.213.142.246
icmp_seq=0 time=86.583 ms
icmp_seq=1 time=61.247 ms

QIWIER]T]YJUL I JO|P

123 @ @ space @ return

@ [%8%] [Cc/Becl &l =9V T L.
N - o - EFNTNADLTFZ0,
oot FRXve—Y | @
a5 | @ {4) " "

® ZFE| Z#HYVITUTEELTFEL,
Cc/Bcc:

L XA—)LIXETBRE. 15—y MERTEDZ L
. HHER L TH SIHEREVET

, Ry RO —OW5A 25—y hMIEL CEDIRIR
“““ It TRWBAR. —ERERY ND— oD%, A —
[2014-03-19 14:56:01 GMT+09:00] JUREEENET,
Lookup start. HostName: www.ocn.jp -
pinging 218.213.142.246
icmp_seq=0 time=86.583 ms
icmp_seq=1 time=61.247 ms

QIWIER]T]Y UL I JO}P
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[OKl ZHY T LUTFEL,

BSREDIE
@ 77U EE

/N\—3/3 > 1.0.0_enterprise =
Copyright©2014 NTT
Communications | |

OK
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3-5. 7>A2A M=)

DIOSDR—AEE T, VAppZ2WIERH LU TTF SN,

Q74 IHHEN. £ LCXEIPTRRENET,
xEZEFYTUTFE0N,
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QHIBRDHERA v Z—ZHRIRSNF T,
VA A= ZRITIBHEE. THIER] 25vyTLT
T\

“wApp™F R
AR ERETS L, £OTSTD

TF-FUMERIhET.
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3-1. Installation

; 1)Tap the App Store icon on the Home screen.

Phone Mail Safari Music
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2

9,

Go to Index

3:40 PM

2) Tap “ |E|".

-

 fntt communications

20 Results €

vApp
NTT Communicatio...

.

o dcoms ® MW

b daeemo T WM

=)

3) Enter "vApp" or "NTT Communications" and then
perform searching.

<Supplemental Information>
The "Download vApp" screen on the App store opens even if the

following URL is directly input on the Web browser.

* vApp may not be downloaded from the URL depending on
versions and countries where AppStore is set.
URL->https://itunes.apple.com/us/app/vapp/id839416460?I=ja
&ls=1&mt=8

4) Select "vApp" and then tap [FREE].
Installation starts.

3:40 PM

€1 ntt communications

9,

VApp
NTT Communicatio..

20 Results €

o

5) Tap [INSTALL].

<Note>
Be careful with products having similar application name.
Be sure to install NTT Communications' official application.

XXXXXXXXX@ntt.com

Sign In to iTunes Store
Enter the Apple ID password for

6) Enter the password of ApplelD.

7) Tap the [OK] button.

.-.ll..l..'.]

3:40 PM

-? =

1 ntt communications

9,

vApp

NTT Communicatio...

1 .

20 Results &

8) Tap [Open].
Installation work is complete.

oo T

)

(C) NTT Communications All Rights Reserved 106


https://itunes.apple.com/us/app/vapp/id839416460?l=ja&ls=1&mt=8

3= : i0S

Chapter 3:i0S

3-2. Setting
Configuration of the Home screen is as follows.
| — | 4:13 PM 3
_{ User name used for connection |
| VPN Connect/ Disconnect button |
Taskbar
- Home...The Home screen appears.
ID Not Set . ) . .
- Configuration ... The screen for adding, editing and
Enab'e VPN Account deleting an account appears.
(0] 0 i - Support...The screen where guidance of the support
fomne — — site is available and maintenance tool can be executed
appears.

Checking an IP address used for VPN connection.

Tap [Settings] on the Home screen of iOS and then tap [VPN] > [Status] in the setting.
The "IP Address" appears at the bottom of [VPN].

e i =1 10:11 AM -
. . < Settings VPN
Settings. < Settings VPN
= H Airplane Mode VPN L) Server
x A 4 WIFi - I Status Connected
Safari Settings
Bluetooth Off Connect Time
No SIM Connected to
VPN Connecied IP Address 10.253.1.25

* The IP address allocated by the server cannot be fixed.

Automatic setting from the reception mail introduced in

YouTube, etc. will be provided in the future.
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3-2-1. How to Register the User ID

4:22 PM -

@ 1) Tap the icon of vApp on the Home screen of iOS.

vApp

Phone b IVE -

— = 3 2) The Home screen of vApp appears.
3) Tap the [Configuration] tab.
ID Not Set
Enable VPN Account
o i
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Configuration

CONFIGURATION

. =

4) Tap [Not Set].

ID Not Set

O

OPTION CONFIGURATION

Account Enable on Start

Logging
Device Authentication Option

Connection settings

Configuration

S

[ o— 4:23 PM
< Configuration Setting ID

Add ID ‘@

o

Home

104 i

Configuration Support

% D 5) Tap [Add ID].

(C) NTT Communications All Rights Reserved
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| — 4:24PM * 6) Enter a name.
{ Setting ID  Edit ID Save <@
EDIT ID

1\

7) Enter the user ID written on the E-mail for guidance.
Name  COM-ABC 1 @

* If user doesn’t know User ID, contact the IT administrator
ID COM@N987654321.uno @ in your company.

8) Tap [Save].
The ID Setting screen appears.
* When there are plural ID, you can select default ID.

No SIM & 4:27 PM % -

< Configuration Setting ID Edit
v JCOM-ABC 0)
For connect ®

O 10, i

Home Configuration Support
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Q_ 4:28 PM = 9) Tap [Configuration].
°o [, .

L Configuration [Betting ID Done The Setting screen appears.

@ ~ COM-ABC

[ —] 4:23 PM 3 - 10) Change option setting if you need.
Configuration - Account Enable on Start(ON/OFF)

...When the application starts up, the screen for

CONFIGURATION inputting password appears while the user ID is

ID Not Set selected. (Refer to 3-3-1 (4).)

OPTION CONFIGURATION _ LOgging (ON/OFF)

Account Enable on Start ... VApp connection log (Applog) can be acquired.
Logging (Refer to 3-4-(5).)

Device Authentication Option

- Device Authentication Option (ON/OFF)

...This option(On) is needed when using the Device
Authentication function. (Refer to 3-2-3.)

Connection settings

<Note>

When using the terminal equipped with iOS8 or later,
"Connection setting" is ON.

Y -
O i ‘ l * No connection can be established if OFF is set.

Configgration

OPTION CONFIGURATION

Account Enable on Start
Logging

Device Authentication Option

)| Connection settings O I

11) Tap the [Home] tab when the setting is complete.
(C) NTT Communications All Rights Reserved
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3-2-2. Modification of Settings of User ID (Deletion)

BN cxev » 1) Tap the [Configuration] tab.
ID COM-ABC
Enable VPN Account 1
o 10, i
Home Configuration Support
L RS ;- 2) Tap [User ID].
Configuration
CONFIGURATION

ID COM-ABC {:2)

OPTION CONFIGURATION

Account Enable on Start
Logging
Device Authentication Option

Connection settings

S R

Configuration
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_ 4:25 PM %
‘ 3) Tap [Edit] when deleting a user ID.
< Configuration Setting ID Edit @
v COM-ABC €)
Add ID
Q) 10 i
Home Configuration Support
| — 4:28 PM % -
< CO@ﬁOH Setting ID Bone 4) IF [ @ ] for the user ID to be deleted is tapped,
"Delete" appears at the right.

&= 1+ cowm-aBC

I -
< Configuration Setting IR 5) Tap [Delete].
COM-ABC
6) Tap [Done].
Add ID
O 10 i
Home Configuration Support
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3-2-3. Settings of Device Authentication

B osev » 1) Tap the [Configuration] tab.

i If you don't use function of device E
| authentication, go to “3-3. VPN E
' Connection/ Disconnection". !

ID COM-ABC
Enable VPN Account 1
o 10, i
Home Configuration Support
L I + - 2) Switch [Device Authentication Option] ON.
Configuration

CONFIGURATION

ID COM-ABC

OPTION CONFIGURATION

Account Enable on Start

Logging

Device Authentication Option 0 <@>

Connection settings

S

Configuration
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r 3) The message "Are you sure you want to active the Device
Are you sure you want to active the Authentication Option?" appears.
Device Authentication Option? 3 Tap [OK]
/4 <Caution>
Cancel OK Turn off the Device Authentication option when you don't use this
L function.

When you have configured more than one vClient-ID and function
of Device Authentication is enabled. Function will be applied to
all configured vClient-ID.

| — 19:35 -
Support 4) Tap the [Support] tab.
SUPPORT
Visit Support Site 5) Tap [Get Device-ID].
Save Network Statistics

5
Communication Test Q

/4
Get Device-ID [l

Send Log Files
Software License Agreement
Privacy Policy

About

Support
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(6)

\r 6) Device-ID is displayed in the message.
Device-ID igc5ea8278d6e11a10 | *Device-ID : 16 characters of letters and numbers.
Do you want to send? 7
/
Cancel OK
f

7) If you would like to send the Device-ID by e-mail, tap [OK].

<Supplemental Information>

E-mail application will open and the Device-ID will be written
in the message.

<Note>
When reinstalling vApp, the Device-ID will be changed.

In that case, you need to get Device-ID again and inform new
Device-ID to System Administrator.
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3-3. VPN Connection/ Disconnection
3-3-1. Connection
L 3 1) Tap the icon next to "ID" (>) on the Home screen.

ID COM-ABG

Enable VPN Account

O 10, i

Home ConfigL

2) Select and tap the user ID.
(Example) ID: COM-ABC

ID COM-
(2
_COM-ABC (}) 3) Switch [Enable VPN Account] ON.

Enable VPN Account 4) When the message requesting input of password

10} o i appears, input the password.

o Configuration [ Jsupport * If password is unknown, contact the system

administrator.
5) Tap [OK].
Input Password <Note>
“ | g If the password is different, the following error message appears.
| 7
Cancel OK |€ Error

Connection failed. Please enter a valid
user id and password. (code=522)

OK

- 117
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VPN Account is enabled!
VPN Server :
seavance20141024
Please Connect within 5 min,)

<Simple Connection Guide>
* At the first connection or, if

instructed by sysadmin: (1) go
to the "Get Profile". (2) Turn
on VPN from the Settings of

iOS.

* From the second time, "Get

Profile" is not required until
instructed by sysadmin.

Go to Index

(6) The message asking you whether to acquire setting of
the configuration profile appears.
* Operation for establishing connection must be done
within 5 minutes after the figure at left appears.

OK Get Profile

©

D COM-ABC

Enable VPN Account

o o3

* When using the service for the first time
....Tap [Get Profile].
Installing the iOS configuration profile starts;
therefore be sure to install the configuration profile
according to the instruction on the screen.

* When the configuration profile is already set and

acquired:
...Acquisition of setting of the configuration profile is

not required.
Tap "OK".

*After our equipment maintenance or the pre-shared
key is changed by the administrator, the configuration

profile needs to be acquired again.
In that situation, please delete the configure profile

which is already set first, then re-install a new

configure profile.

(7) Tap the [Home] button on the terminal to
return to the Home screen of iOS.

(C) NTT Communications All Rights Reserved
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8) Tap [Settings] on the Home screen of iOS.

— 3:32PM =

App Store

e

Phone Mail Safari Settings
No SIM = 9:45 AM - 9) Tap [VPN].
Settings

Airplane Mode

a Wi-Fi vnctest3

Bluetooth Off
Cellular No SIM

VPN Not Connected N 9
Notifications

Control Center

GE®

Do Not Disturb

General
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10) Switch “Connected" to "ON".

[ — 10:11 AM

£ Settings VPN

VPN CONFIGURATIONS

Connected O iﬂ@

cug003 @
~ Sseavance20141024 @
Add VPN Configuration...
o
H n n n n
— Py 11) VPN is set to "ON" and "VPN" appears on the

Lan VEN Information bar.
ettings

VPN CONFIGURATIONS

Connected O

cug003

&2

~ seavance20141024

[ —| 1011 AM 12) The status is changed to "Connected".

Settings

Airplane Mode
Wi-Fi vnctest3

Bluetooth Off

0o

Cellular No SIM

V& VPN Connected ‘ﬁﬂa

(C) NTT Communications All Rights Reserved
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3-3-2. Disconnection

. 3:32 PM ¢ -

1) Tap [Settings] on the Home screen of iOS.

App Store

uﬁ.ﬁ ©OhO

Phone Mail Safari Settings
| | 10:11 AM -
Settings

Airplane Mode
2) Tap [VPN].

00O

Wi-Fi vnctest3
Bluetooth Off
Cellular No SIM
! VPN Connected <+@

Notifications

Control Center

Do Not Disturb

General

E PO
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I 10:11 AM

< 3) Switch “Connected" to "OFF".
Settings VPN

* vApp does not need to start up.

VPN CONFIGURATIONS

Connected g:@
@
®

cug003

~ seavance20141024

Add VPN Configuration...
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3-3-3. Exit

1) Tap the [Home] button on the terminal twice quickly.

ID COM-ABC

Enable VPN Account

O o]

t

2) Swipe (slide) the vApp, which is being activated,
|

upward.
No Recerl Contacts

) w | o
80+ Seti

B wn

2 Bluetooth
@ il e

¢ | & |==
2 Jons
fol Cent

Do Not Dist

A

D COM-ABC
o (E) cenera
S Enable VPN Account
6 n @ oispiay B
! i
Safarl Mk " & : E wanpaper
@
vApp Settings
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3-4. Other supports

_ 4:28 PM b3
1) Tap the [Support] tab on the Home screen.
* The following page describes each menu of the
Support screen.

ID COM-ABC
Enable VPN Account

¢ 10 i 1

Home Configuration Support
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No SIM = 19:35
Support
SUPPORT
Visit Support Site

Save Network Statistics
Communication Test

Get Device-ID

Send Log Files

Software License Agreement
Privacy Policy

About

CR S

Support

Go to Index

1) Visit Support Site
...Jump to the Web site where support information,
including usage of Arcstar Universal One Virtual vApp,
is published.

2) Save Network Statistics

...Network information for device is acquired and
stored if communication is stable or

communication cannot be established.

3) Communication Test

...Check the communication status of the network.
(Ping/Traceroute/nslookup)

4) Get Device-ID
...Refer to 3-2-3.

5) Send Log Files
...By tapping this button, you can send an E-mail of
information stored at (2) and (3).

6) Software License Agreement
...Software License Agreement appears.

7) Privacy Policy
...Privacy Policy appears.

8) About
...By tapping this button, you can check the version of
Arcstar Universal One Virtual vApp in use.

125
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(1) Visit Support Site

Go to Index

L :3 1) The Customer Support screen appears.

support.ntt.com

(T Su ort —
\_BTTCD‘TIHTUHKGUDHS: PP q =

English | Japanese

Important Notification

October 31,2013
English site has been just opened!!

Search via product name

Arcstar UCaa$S >
Arcstar Extension >
Arcstar SIP Trunking >
050 plus >
Enterprise Mail >
< h M O
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(2) Save Network Statistics

1) The screen for acquiring the communication status
appears. Tap [OK].

NW Statistics has been
saved.

OK
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(3) Communication Test

Go to Index

( Support Communication Test

> Ping Go

1) Tap [D].
The pulldown menu appears.

nelAanla i

Save Log
O 0] i
Home Configuration Support

Save Log
0] £ i
Home Configuration Support
_ 10:57 AM L=}
o 2) Select and tap the appropriate option from "Ping",
( Support Communication Test " " " "
Traceroute" and "nslookup".
" .
v Ping - Refer to the next page for the usage detail.
Ping T 2
Traceroute
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® Operation procedures ®

mc‘,m:;:aﬁm o 1) Tap [ D ] and select the appropriate option.
D Ping Go

Save Log
| .
(G o, i
Home Configuration Suppart
B oA -

2) Enter the IP address/ host name.
(Example) www.ocn.jp

< Support Communication Test

P> Ping 3

www.ocn.jp 2
3) Tap [Go].
Save Log
o 0] i

. — 4) The result start to appear on the screen.
< Support Communication Test Wait until |0g stops.

[> Ping Go

www.ocn.jp 5) Tap [Save LOg].

O,

6) By tapping [Save Log], the message "Log has been saved."
appears.
Tap "OK".

Log has been saved.
OK ] @

(C) NTT Communications All Rights Reserved 129

Save Log




3= : i0S

Chapter 3:i0S

(5) Send Log Files

The log file acquired at (2) and (3) appears on the (4) screen for
sending the log.

| o— 1119 AM
¢ Support  Log Files

141030_105921_NWLog_iOS

yull

1) Select and tap the appropriate file from log files to
2 make the background gray.

* Multiple log files can be selected.

|] 141030_105722_NWLog_iOS

* Display order is NWLog, AppLog and TestLog.

141030_ApplLog_iOS
141029_AppLog_iOS
141028_AppLog_iOS

141030_111817_TestLog_iOS

i

Support

* Details of log
[NWLog]
Condition for Log acquisition: (2) Save Network Statistics
Maximum number of retained logs: 5 pieces
File name: Year Month Date_Hour MinuteSecond_NWLog_iOS
N

In the case of the time is 12:34 56 seconds on April 1, 2014, file
name will be like "140401_123456_NWLog_iOS".

[TestLog]
Condition for Log acquisition: (3) Communication Test
Maximum number of retained logs: 5 pieces
File name: Year Month Date_Hour Minute Second_TestLog_iOS

N

In the case of the time is 12:34 56 seconds on April 1, 2014, file
name will be like "140401_123456_ TestLog_i0S”.

[AppLog]
Condition for Log acquisition: During communication
* Only if the Logging option is set to "ON“:
Maximum number of retained logs: 3 pieces (for 3 days)
File name: Year Month Date_Hour Minute Second_ApplLog_iOS
NZ

In the case of April 1, 2014, file name will be like
"140401_Applog_iOS”".

2) Tap[].
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m 3) The mailer opens and an E-mail is created.
Cancel  New Message All of the selected logs appear in the body text of
an E-mail.
To: | @
Cc/Bcc:
Subject:

..... 141030_105722_NWLog_i0S 4 @

[2014-10-30 10:57:22 GMT+09:00]
lo0:

ether 00:00:00:00:00:00

inet: 127.0.0.1

123 @ 0 space @ .  retum

@ 4) Tap [Tol, [Cc/Bcc] and [Subject], respectively.

Cancel New Message 1
] 4
To: | @"
Ce/Bec: 5) Tap [Send] to send the support information.
Subject:
* When sending an E-mail, send the mail after
""" 141030_105722_NWLog_iOS confirming that Internet can be established.
[2014-10-30 10:57:22 GMT-+09:00] . )
lo0: If the condition does not allow establishment of
ether 00:00:00:00:00:00 Internet connection from the virtual network, be
inet: 127.0.0.1 sure to send an E-mail after disconnecting the
virtual network once.
QWERTYU I OP
A'SDFGHUJKL
Z XCVBNM
123 @ O space @ return
131
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(8) About

1) The version of application appears.
Tap [OK].

Support Site

~ . oA o

@ Information ||

Version 1.1.0_MP2_1027
Copyright©2014 NTT
Communications

OK
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3-5. Uninstallation

—_— oo 1 1) Press and hold [vApp] on the Home screen of iOS for 2
@ <@ seconds.
vApp
Phone Mail Safari Music

lssocony 2) The icon shakes and the X mark appears at the top left.
Tap the X mark.
e 00
Phone Mail Sri
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3) The message for confirming deletion appears.
When installation executes, tap [Delete].

Delete “vApp”
Deleting “vApp” will also delete all of
its data.
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4-1. Installation
1) Access Arcstar Universal One Virtual support site.
http://support.ntt.com/

- > Then, download the vApp(Windows) on the site.
. Favorites Name %
Bl Desktop | VApp_i.texe ] 2) Right-click “vApp_XXX/exe” which was downloaded.
g Downloads
:".' R t pl . w“ .. ”
o TECEMDates 3) Click “Run as an administrator”.
Open <Note>
Pin to Start If you don’t run as an administrator, an installation
- - error will occur. Or, an execution error might occur
dp' Run as administrator < 3 ) even if installation completes.

4) Select the language to be used while installing, then

Select the language for the installation from the choices below. click "OK"_
% If Microsoft .NET Framework 3.5 and 4.5 are not installed
(English (United States) v on the PC in use, "InstallShield Wizard" activates and

proceed to install while referring to "4-1 Installation".
Wait for a while.

(a o] o |

| If installation is already completed, proceed to "4-2.
| Setting".

Preparing to Install...

VAP Setup i5 prepanng the Installshield wizard, which woll guide
you throwgh the program setup process. Please wait

Extracting: vApp.msi

5) Click “Next”.

Welcome to the InstallShield Wizard for
vApp

~ The InstallShield(R) Wizard will install vApp on your computer. To
continue, click Next.

WARNING: This program is protected by copyright law and
international treaties.

_e — = —
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7 R B3| 6) Read articles in the Software License Agreement, then

{icenc Amremindit select “l accept the terms in the license agreement"
Please read the following license agreement carefully. When there’re no problem.

If you install this software, it means you are installing “vApp™ *
in your machine. Please be sure to read the following vApp . « ”
Software License Agreement before installing the vApp. 7) CIICk Next”.
Upon completion of installation, you will be deemed to have
agreed to this Agreement. If you do not agree to this
Agreement. please stop installing.

VvApp Software License Agreement

[ ® 1 accept the terms in the license agreement Prink
/T do not accept the terms in the license agreement

InstaliShield

8) Click "Next" when the screen on the left appears.

Destination Folder

Click Next to install to this folder, or click Change to install to a different fold

D Install vApp to:
C:¥Program Files (x86)¥NTT Communications¥vApp¥

9) Click "Next" when the screen on the left appears.

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back. Click Cancel to exit
the wizard.

InstallShield
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InstallShield Wizard Completed

The InstallShield Wizard has successfully installed vApp. Click
| Finish to exit the wizard.

10) Click "Next" when the screen on the left appears.
Installation work is complete.

Einish

<Note>
If software cannot be installed, check version and procedure in use again.

<Note>

An error "Service call failed (330)" may appear depending on devices.

In this case, install "Microsoft Visual C++ 2010 SP1 Redistributable Package (x86)“ from the
following URL after uninstalling vApp.

URL-> http://www.microsoft.com/en-za/download/details.aspx?id=5555

C' | [1 www.microsoft.com/en-za/download/fetails.aspx?id=5555

B2 Microsoft

Download Center I

Shop ~ Products ~  Categories ~+  Support~  Security & updates ~

=. Microsoft Visual C++ 2010 Redistributable P4ckage (x86)

Select Language: English v

The Microsoft Visual C++ 2010 Redistributable Package installs runtime components of
Visual C++ Libraries required to run applications developed with Visual C++ on a
computer that does not have Visual C++ 2010 installed.

Then, install vApp again.
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4-2. Setting

1) Select "Start" menu > "All Programs", then click
”VApp”,

Configuration of the Home screen is as follows.

<Supplemental Information>
When "Minimize" is clicked, the screen is stored in the task tray.

Customize...

E B2 a6 A O 11:36 AM

9/9/2014

Toolbar
- Menu ...Add, edit or delete an account.

/ The screen for setting options appears.

o / AoD — O - Support:.Th.e screjen where gw.dance of the
support site is available and maintenance tool

can be executed appears.

Menu  Support

GOM-ABG ‘| User name used for connection |

‘I VPN Connect/ Disconnect button |

|_Connection status |

Not Connect

—_— IP address allocated by the server *IP address is
\ not allowed statically.

N

Connection time
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4-2-1. How to Register the User ID

o e = 1) Click "Menu" -> "Settings" in the Tool bar.
Menu | Support
Connect

Status Not Connect

GConnect Time IP address

2) Click the “Account” tab and click "Add".

account | Log IOptimSeltims

Name 1D
® COM-ABC NStest393@N1 400204...

Delete

Red circle indicates the account is default used.

OK

3) Enter a name.

Mame | i< 3
ID | |

[] Default

| Ok | | Cancel |

(C) NTT Communications All Rights Reserved 163



545 : Windows
Chapter 4: Windows

[com-ABC

|:| Default

| account ngg |Option Settings

MName 1D

LICOM-ABC COM@NS87654321 .uno

_acmunt‘LDg | 7 Settings

[]logging

account |Log | Option Settines |
Mame j(n]
® COM-ABC COM@MNIBTES4321 uno

Ackd Edit Delete

Red circle indicates the account is default uy

9,

Go to Index

4) Enter the user ID written on the E-mail for guidance.

* |f user doesn’t know User ID, contact the IT
administrator in your company.

5) Click “OK”.

6) Select the user ID to be configured for default
connection as needed, then set the default
connection.

7) Click the “Log Setting” tab and change option setting if
you need.

- Storing the connection log (ON/OFF)
... VApp connection log (Applog) can be acquired.

(Refer to <Supplemental Information> in 4-4-(2) for
details.)

8) Click “OK”.

164
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4-2-2. Modification of Settings of User ID (Deletion)

© vApp - - 1) Click "Menu" -> "Settings" in the Tool bar.
Menu | Support
Connect

Status Not Connect

Connect Time IP address

2) Click the “Account” tab and click the user ID to delete.
account 'ng [Option Settings

Name j(a}

TEST002 TESTOO2@N28765432...

3) Click “Delete”.
* The user ID configured for default connection cannot

be deleted. Continue deletion after setting other user
ID for default connection.

Add Edit Delete

Red circle indicates the account is default used.

4) Click “Delete”.

account Log FOptiun Settings

Name 1D
® COM-ABC COM@NIB7654321 .uno

Add Edit Delete

Red circle indicates the account is default
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4-2-3. Settings of Device Authentication

(] vApp - 0 1) Click "Menu" -> "Settings" in the Tool bar.

[ Menu | Support Ce Tt T Tt
P 11f you don't use function of device !
m— e Cm | authentication, go to “4-3. VPN Connection/
Settings... & : D . n :

, 1 'Disconnection”. |
bBxt . 1
Status Not Connect
Connect Time IP address
o Setfing n 2) Click “Option Settings" tab and put a check mark on the

. "Device Authentication Option".
account | Log Option Settings

2
Device Authentication Option4 O

n 3) The message "Are you sure you want to active the Device

Confirmation

Authentication Option?" appears.
Click “OK”.

<Caution>
Turn off the Device Authentication option when you
don't use this function.

When you have configured more than one vClient-ID and
function of Device Authentication is enabled. Function
will be applied to all configured vClient-ID.
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4) Click “OK”.
& Setting “

: account | Log | Option Settings

Device Authentication Option

4

Cancel

© — = 5) Click “Support" -> “Get Device ID" in the Tool bar.

Visit Support Site
Save Network Statistics...
Get Device ID
Communication Test...
Check software update...
About...

Status Not Connect

Connect Time IP address

“ 6) Device-ID is displayed in the message.
*Device-ID : 16 characters of letters and numbers.

"285ca36db2calasd

Do you want to save?

o Device-ID i

7) If you would like to save the Device-ID by file, click “OK”.

[Device-ID]
File name: vapp_hardware_id.txt
Device-ID file location: desktop
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4-3. VPN Connection/ Disconnection

4-3-1. Connection
@— vApp = E'

1) Click "Menu" -> "Connection" in the Tool bar.
Or,
click the “OFF” button.

s Mot Gonnect * If the default setting is not configured, the Default
e e Setting window appears.
Check "4-2-1 How to Register the User ID" and
Orl configure the default setting.
o] vApp - DO

Menu  Support

© . B

Statu Not Connect

Gonnect Tim IP address

2) Enter the password.
*If password is unknown,

Password

contact the system administrator.

& vApPp -0

r— 3) Click “Connect”.

4) Terminal is connecting to the server. While the screen on
the left is displayed, wait for a while.

Statu Getting Server info...

nnect Time IP addre

@ A - oIEN
e St — 5) When connection is established, the VPN Connect/

<:> Disconnect button is switched to "ON".
m ) 5

6) "Connection Status" is switched to "Connected".

ct Time 00:00:01 1P addee 10217122
(i ) vApp Q X 7) The "vApp Connected" balloon appears on the icon in
Connected @ the taSk tray
- @5 [ == TR
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4-3-2. Disconnection

‘DM o e — 1) Click "Menu" -> "Disconnection" in the Tool bar.
—ir Or
Disconnect - 1 ’
o m click the “ON” button.

—~o—e—0

Connected

ct Time 00:00:07 11" addre 10217125

Or,
o] vApp

Menu  Support

Gonnected
vect Time 00:00:01 17 addee 10217122
Q vApp =

Menu  Support

2) The terminal is being disconnected. While the screen on

@ B ARG the left is displayed, wait for a while.

Disconnecting...

wect Time 00:08:46 1P addre 10217125
) E — oIl | - : p
e Aee ‘ 3) When connection is established, the “VPN Connect/
Disconnect” button is switched to "OFF".
sy = [
v,
V) )

i 4) "Connection Status" is switched to "Not Connected".

pct Time 00:00:03 1P addre 10217126 |

5) The "vApp Not Connected" balloon appears on the icon
(] VApp /X in the task tray.
Mot Connect

- @ = E .|I|| "e

*If an error occurs*

- Store the log file while referring to "P173 - Acquisition of communication status", and paste the contents
of text on the mail, then report the error to the System Administrator.

Then, contact our support desk through the Business Portal.

169
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4-3-3. Exit

9 vApp = 1 1) Click the X mark at the upper light on the Home screen.
Menu  Support
Or,

@ COM-AEG 4 (D Click "Menu" -> "Exit" in the Tool bar.

Status Not Connect

Connect Time 00:00:.03 ¥ address 102171 26

Or,

L0 vApp -0
[ Menu | support
| Connect
Disconnect
Status Not Connect
wnect Time 00:00:03 I addres 102171 .26

2) The message confirming exit appears.
Click "OK".

Cancel
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4-4. Other supports

Q”‘pp N 1) Click "Support" on the Tool bar.

S - (XD * The following page describes each menu of the Support

@ screen.

onnect Time IP addres
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* Each menu of the Support screen is as follows.

© vApp — 1) Visit Support Site
Mena [Suppor | ... Arcstar Universal One Virtual
Visit Support Site .
Save Network Statistics... - (m Jump to the Web site where
Get Device ID

support information, including
usage of vApp, is published.

Communication Test...
Check software update...
About...

Statu Not Gonnect

Connect Time IP address 2) Acquisition of communication status
...Network information for

device is acquired and stored
if communication is stable or

communication cannot be established.

3) Get device ID P YO
...Refer to 4-2-3. e

4) Communication test
... Check the communication —
status of the network.
(ping/traceroute/nslookup)

5) Checking the update
... By selecting this menu, you can

check software update status.

<Caution>
When updating the vApp,
registered user IDs may be deleted.

Please write down user IDs before
update.

6) Version information @ Version

... By selecting this menu, you can ST Tainiiper

Copyrieht 2012-2014 NTT Gommunications:

check the version of Arcstar @]

Universal One Virtual vApp in use.

(C) NTT Communications All Rights Reserved 172



545 : Windows

Chapter 4: Windows
Go to Index

(1) Visit Support Site

2 vApp

- - 1) Click “Support” -> “Visit Support Site" on the Tool bar.

Support ]

Save Network Statistics...
Get Device ID
Communication Test...
Check software update...
About...

Status Not Connect

Connect Time IP address

2) The Customer Support screen appears.

Support

tinformation on products provided by NTT Communications

Support =

Englsh | Japanese

Important Notification

Inquiry 9

Download 9

nformtion regerding varios procedues:

Planned Maintenance _)
/Outages Information

e

Sign in to NTT Communications Business Portal

Notification

March 03,2015 et

March 02,2015 ot

March 02,2015

= ) =D

Tolist

[Mo.pide3000000000]

NTT Communications @ support
rte i e,
Search by contents User guide
- Frequenty Asked Questiors Nanications List
wenawice Sites
About Us

Connect with Us
B - @

Global ICT Partner
wvarive Rafabt. Soaaie:

Capyoght & 2015NTT
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(2) Acquisition of communication status

@ vApp - oIkl 1) Click "Support" -> “Save Network Statistics" on the Tool
Menu | Support b
" | ‘ ar.
‘ Visit Support Site i 1

Save Network Statistics... @
Get Device ID

Communication Test...
Check software update...

About...

Statu Not CGonnect
Connect Time IP addre
x
TR nsSsIoA V1G] [Seartceotte10.). P 2) Specify an arbitrary folder and file name and save the

rganize ew folder = . @ .
I No fems mat yu s Original file name: yyyymmdd(date) _log.txt
% Recent places
3 Libraries

Documents
£ Music
5. Pictures
& vid

M;:n:me- v

Save as type: TXT(*.txt) ~

= Hide Folders 2 Cancel

<Supplemental Information>
Acquisition of [AppLog]
Condition for Log acquisition: During communication
*Only if the Logging option is set to "ON“:

File name: sipd-date_log

N
In the case of April 1, 2014, file name will be like "sipd-20140401_log”.

AppLog file location:
*Location for storing the log varies depending on OS version.
*Please change the file name as needed since each log will be saved as the same file name.
[In the case of 32 bit]
The first : C drive > Program Files > NTT Communications > VApp
The second : C drive > Windows folder > System32 folder
[In the case of 64 bit]
The first : C drive > Program Files(x86) > NTT Communications > vApp 7

The second : C drive > Windows folder > System64 folder
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(4) Communication test

@ wien 1) Click "Support" -> "Communication Test" on the Tool bar.

Visit Support Site
Save Network Statistics...

Get Device ID = @
Communication Test... 3
Check software update...

About...

Status Not Connect

Gonnect Time IP address

2) Click"w",
The pull down menu appears.

Enter Host Mame or IP.

| ping v

Save Log File co \

3) Select and click the appropriate option from "ping",
"traceroute" and "nslookup".

racert

nslookup * Refer to the next page for the usage detail.
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@ Operation procedures ®

Enter Host Name or IP (Example) www.ocn.jp

@ Communicjr:j - oIEM | 1) Enter the IP address/ host name.
1

l W OCH P I ping w

@H» Save Log File.. II Go 1{2) 2) CI|Ck ”GOH.

ping v 0Ch jp

Pinging wwwoen jp [218.213142 246] with 32 bytes of data: 3) The reSUIt startto appear on the WlndOW.
Feply from 218213142 246: bytes=32 time=68ms TTL=241 - 3 . .

Reply from 218.213.142.246: bytes=32 time=126ms TTL=241 Wait until |0g StOpS.

Reply from 218218142 246: bytes=32 time=120ms TTL=241

Reply from 218213142 246: bytes=32 time=74ms TTL=241

Ping statistics for 216.213.142 246 H n Hal
ml‘:';:eltss:.g;ntm: 4, Received = 4, Lost = 0 (0% loss), 4) CIICk Save LOg Flle .

Approximate round trip times in milli-seconds:
Minimum = 68ms, Maximum = 126ms, Average = 96ms

@ Save As E
1 [l Desktop » v e Search Desktop p . . .
S, I 5) Specify any folder and file name and save the file.
S Favorites Q% — - Original file name: yyyymmdd_hhmmss_
Bl Deskiop .
] Recent places NW_TestLog_windows.txt
; ;’;";‘:::“‘ ’& demo1234 i
<Supplemental Information>
W Horiegroup Jk T - yyyymmdd...Year, Month, Date
8 TP e [T - hhmmss...Hour, Minute, Second
-
€ Network
... . v
File name: | 20140926_035500_NW_Testlog_ windows.td| v
Save a5 type: | TXT("b) v
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(5) Checking the update

@ Y - O 1) Click "Support" -> "Check software update" on
the Tool bar.

Menu | Support

Visit Support Site

Save Network Statistics... @
v
Get Device ID

Communication Test...

Check software update...
About...

Status Not Connect

Connect Time IP address

2) "Checking the Update of Software" or "Downloading the
Update" appears on the screen for updating software is
Do S e e e v displayed.
Click "OK".
at <Note>
. Message is written in bilingual Japanese and
English. Japanese characters in the message

may be corrupt. However there’s no lack of
function.

i\

Click here for details <Caution>
When updating the vApp, registered user IDs may be
deleted.

Please write down user IDs before update.

3) The latest version appears.
* If there is update, refer to "4-6 Others".
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(6) Version information

o b - O 1) Click "Support" -> “About..." on the Tool bar.

Menu | Support

Visit Support Site
Save Network Statistics...
Get Device ID
Communication Test...
Check software update...
About...

Status Not Connect

Connect Time IP address

& NSRS H 2) The version of application appears.

Tap "OK".
’ vApp
NT T Communications Version100

Copyright 2012-2014 NTT Communications

oo 1K)
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4-5. Uninstallation

<If there is an icon on the task tray> 1) Exit the application while the application is running.
\ 1 * If there is an icon on the task tray, the application is
: - . — running.
B o & i AR Exit the application when referring to "4-3-3 Exit".

H n n n . n
= s “=mm] 2)Click "Control Panel" > "Uninstall Program".
(3) ~ 1 B » Control Panel » All Control Panel tems » v | search Control Panel »
Adjust your computer's settings View by:  Small icons ~ * Operations Val’y dependlng on OS VerSiOn.
¥ hcion Cre A s o Wdows 81 O st Tool Perform operations according to OS in use.
B3 AutoPlay & BitLocker Drive Encryption = Color Management
@ Credential Manager & Date and Time W3 Default Programs
@ Device Manager s Devices and Printers & Oisplay
@ Ease of Access Center & Family Safety &5 File History
[ Flash Player (32-bit) E' Folder Options | Fonts
*§ HomeGroup & Indexing Options € Intemet Options
<= Keyboard & Language i Location Settings
@ Mail (Microsoft Outlook 2013) (32-bity P Mouse & Network and Sharing Center
&= Notification Area lcons £/ Pen and Touch =
& Phone and Modem ‘@ Power Options ¥l Programs and Features 2
& Recovery M Region I T s e e
@ sound @ Speech Recognition ¥ Storage Spaces
® Sync Center A System & Tablet PC Settings.
. Taskbar and Navigation i Troubleshooting 82, User Accounts v
: = . n n
e Programs znd Features 3) Double-click "vApp".
© -~ 4 i = AlConuol Fand fterrs » Progiams and Festmes v & Sowsh Frograms and Featurss B
R PR Uninstall or change a program
View instaled updates To uninstall a program, select It from the st and then dick Uninstall, Change, or Repair.

W Turn Windems fectures o or
ol Organize = TEL
Name
Mozl Meintenance Service
] saura editorH1IFLT 151
& Ters Torm 434
B Uibsicquitionss Cent Virtusad MIC
B (ReraVne
W Uipdate for hapanese Microsolt IME Postal Code Dictionary
@ Update for apanese Microsoft IME Postal Code Uictionary
WUpdate for lapanese Microsolt IME Standard Dictionany
W Update for apanese Miaosot IME Standard Dictionany
®yclate for kapareese Micrasoft (ME Stanclard Fstended Dictionary
i “ Lien o Worde Dt

Programs and Features " . "
4) When the message “Are you sure to uninstall vApp?

!5 Are you sure you want to uninstall vApp? Q) appears, click "Yes".

|:| In the future, do not show me this dialog I Yes I No |
box
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VApp
_izl Please wait while Windows configures vApp
!
s
Gathering required information...

Cancel

® ' C\Program Files (xB6)\NTT Communications\vApp\VNiC\inst.. — '3“—

A

5) Uninstallation starts. While the screen on the left is
displayed, wait for a while.

(6) Software is being uninstalled.

While the screen on the left is displayed, wait for a while.
Wait for a while.

* Click "Control Panel" > "Add and Remove Programs" to
confirm that vApp and Ubiquitous Client Virtual NIC
do not appear.

* Click "Control Panel" > "System" > "System Properties"
to select "Device Manager" in the "Hardware" tab.
Check that "VNiC Driver" does not appear in "Network
Adapter" in device manager.

180

(C) NTT Communications All Rights Reserved



45 : Windows @

Chapter 4: Windows

Go to Index

4-6. Others
4-6-1. Update
1) When vApp runs, the screen for checking the update

of software appears and "Check the update of
Software" if update is necessary.

Checking Update

Checking software update...

Cancel

2) "Checking the Update of Software" or "Downloading
\ — » the Update" appears on the screen for updating
Download the installer now? Softwa re is displayed.

3.0 Release Note
ek

Click "ON" on the screen for updating software is
displayed.

<Note>

Message is written in bilingual Japanese and
, English. Japanese characters in the message
Olick bere for dtaile may be corrupt. However there’s no lack of
function.

3) “Receiving the Update” appears.

Select the language for the installation from the choices below.
St

| English (United States)

4) Click “OK”.
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5-1. 412XAM=JL

DApp StorentZH L TR &L\,

&)\ —I(C TvAppl BLLI(E
@ NTT communications] &AL, BRELUTFEUY,

<f#HE>

WebT S OH(ICUTFOURLZEZEAND UIEBEE.

App A K77 EDVAppA D> O— RBENEBR TEET,

% /)\—=3 >A2AppStore(lFRE L TWVWBEICELD T,
URLMSA D> O— RTERVGEENHDET,

URL—https://itunes.apple.com/us/app/vapp/id839

4164607?|=ja&ls=1&mt=8

® [vAppl 7TUEERL., 4> A K=JLLTFELN,

<SEED>

FTUZHFEMUL TVWBERICTIEFRLSIEE0,
3 NTTOZ2 =5 —3a3>IANRKDOED%E
14> A BM—=)LEEWNE T,
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5-2. BE

R— ABEEOBRKIC DWTIE D@D T,

© vApp
B @.ir
L
\ BHEIZ1-—YE | \W\WMMﬁﬁwwﬁ9>
» AZa1—)\—
— X=1—)(—

THT> SOBHIHREE - HIFR.

& vApp 77 A wE TIsvRY ALT
AT I ORERTOEEERAUET,

- BR— b A MADRADRTY —)L2ET

TEBEEERRUETS,
» AT —HAAZ1—
‘l @ 00:05:15 | [, 1 = CRECIHU T, VPN ER R CEET,

VPNBERDIPY RLAZHRY HIBE

v RO —JRIGRTEBE(C [IP7 L] MRRSNFET.

Ry bhT—2 Q

€ vapp EEEP RE Y VEY ALT ki B
ji:3 7] 8N
|:> | zxvro—smsmeenc.. |:>
. 2w R BERES

HU2

vApp
Wi EEE
IP7RLZA: 172.16.1.129 & : D00

XELTSNEIPT RLRBBEETEHER A o ekl 7
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5-2-1. 1—YIDE&AE

OVAppZEE LT T =0,
1O
VApp
® vApp QVAppDR— ABHENRRENET,
—.'m TJrAI)L BE| O*Z1—/\—0 IvApp) 15 BERE| ZBRUET.
VApp IEDWT
3
T RIERE... 88,
® i @ [+(TZR)] #OUVIULET,
Fhavk ?7;5‘J§E
E=L 0] D
O
51 A

T /BDWTWEFAY Y AT L EBRICAIBEhET
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£l vApp-Mac

@/\
)
Yl

ID vApp00OMac@N987612345.uno

v

vl

=9

. o
© o

Fhovhk AF7var@e

R O 7 & RTF
OJ®RE7 + LT ZERL

BRAES 7S 3>

N

Go to Index

OFEBDZEIZADLTTFE,

CEHREAA—ILEHDOILI—TIDZEAITLUTTFEUL,
X1 —HIDADHSRWVNEE.
SAFLAEBEANHERLTLSESL,

@ TOK] #OUwOULTTFEU,

(AT 32E] 9T2BRUTFSLN,

OREBICIHUTATS I VEEEZEL TR,
EROJEREFE (> /AD)

~-AppLogZHUSUZE 9., (AppLogdDsifild. 5-4-(1)&
BR)

- BRSREEA TS 3> (A /A D)

- HEASRSIHEE DR B EEIRLE T,
(WEAREREEODEFH (L. 5-2-3518)
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5-2-2. I—UIDEREZLE (HIR)

7 OAZa2—/)\=D [vAppl 15 RIRHTFE] ZERLFET,
R vare EEZITIET N
VApp ICDWT

- RERE... 3,

[ ] BIE

e QHIBRLIZWI—TIDZERL. [—(X1FX)] Z&RUET.

Phoxbk AT72avEE

Al ID
" vApp-Mac vApp0OMac@N987612345.uno
VvApp-TEST TESTOTEST@N99999999 .uno

+ -
FIYID2WTWEFATY T AL hERICABIhET
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5-2 - 3. BAKREIAEDRTE

5 — OAZa21—)\—dD [vAppl h'5 RIEETE] Z&RUET,
1 ><%£¢$nunﬁb§ *UﬁHL/tib\hﬁégx
VApp [cDWT | 5-3. VPNIER /HIMIANEHET .
A Em———AR AR
T RERE... 3,

= = @ [AT>3a>E/EI 7TD BUKBIEAT>a> ] (CFTvD
Yo" ZATET,

Fhuvt 2723 VB

BHROJ ZRE
OJREFZ ALY ER<

0 BEEEA T ay

® [OK] Z#EIRULET,
® WA A T a vEBMICLETA? <5$}%=\>
BASREEA TS 3> ZFB LRGSR}, AT a>%=HE

R ML TTEUN,

BARSRIEA TS a>n (A2 ] OBE. vApplCERESNE
INRTOI—TIDIGERAINE T,

‘© B - @ THsRHBIDORNGET) EERUET.

Fhuvk ATZavEGE

BRO7ERT
O7RE 7 A LT ERL

WKBIEA 73>
| HRAAND OIRFET
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fAREREID

I AR AAID:

1a2b3c4d5e6f7g8h

i

i U3

="
N

Go to Index

OHE UEink SR ID(HARII6F) (. PEHFEEF TS AT A
BIREENEEZLUTTFEL,.

®ImRMAIIDZE T 7 M ILICRIF I DHEEE. [RiF] =
BERUET,

[ #mREBIID ]
J7 1A )L% : vApp_Hardware_Information.txt
REFIZ : 51J>Y > Containers >
com.ntt.vapp.osx > Data > Documents > vApp_logs
> CommunicationLog

| 4

<EER>

VAPPD T > > A M—=)VEZITOIEIBE. inAaaIIDA
ED3HBEanSNET,

BA R =)L IE. 9 imR#ERIIDEBES L. X7
LBBENTEEZTZEN, | 4
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5—-3-1. &

OEfELIZVWI-YIDZEERL. &l 20 v O UTLE
&0\,

® vApp

@QI\RAD—R&EADL., #EHRZIUVILET,
)\ XD — RO SRVNEE
S AT LAEBEANHERLTSESU,

IXZD—F ooo...oto-|

<EE>
JIXD—RMESHBE. UTFOIS—HFRRSNET.

I5—
EFIEBLE U, 2—HID//KAT— RORELEDR
LTLEEW, (code=522)

VPN Q IRERE] #0UvIUET,
NE A * ERNERENTHS. 5HLUIAICVPNIEGRIES
H#—JT—%: JAPAN-WEST-vCore(i) 7o TREW.
.‘f?f*."?‘fﬁﬁ&’?.f?.“‘.’.( J
;Egﬁfg;;;bﬁgﬁmsﬁﬁém&@eﬁ TREEE) N m
B, BRIO7 71 IVES VR h—IL. OSORE-VPNLS R o [ERTERS] Z&EIRUTTFE0,
veren. BRTOD 7LD >R b—ILh B E NS T8,
?ﬂg@ﬁﬁbf&éi?ﬂﬁmﬁﬁx%r BIEIDIERICIEWNA A M—=)LZEITLUTTFE0,
ESAArs - 71 KO OK |
XBECHR T OO0 7 1)L Z 3R ERS LIEBE

BT O 7 1)L OFRERS EAETY,
[Rw hD—TRIEERTEZRM < | Z#ERUTTFS0,

XEFIHEHREEH UIIBEYY, B ESEIC T

ASTF ORI ERTOEBECEER IO I 7 (I
BERESITDINENHDET,

ZDBE, I BIEOBR IO 71 I)L=HIBRUE ET,
(TR T O T 7 AILEEIE LT EE0),

sFifl(E. P.193D[E] =SB UL T EE0,

<EER>
BEISOYZZEBLUTCV\DHEER. BETSDOY%Z [Safari] (CEELTHS
TJOT7AIDA X h=)LZEHSFENNZUET
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ZOFOTFA I &> THEVD Mac BRO LS CHBEENET VPN T—E R,

@ “UNO_Virtual_VPN_Profile"% ¥ A h—JLLETH? ¢ @ I—%}Eh Lj-% J %g IJ ‘\J 0 L/ i g_o

707 74 JL"UNO_Virtual VPN_Profile" &1 A= LTE&LELWTTH @ I—/I/ \/X I\_) LJ Eg IJ ‘\J 0 Lj ig_o

0077 MO REERETE £ A (VA R—LTBillc, TOREHEERT SN
@ HELTRS L.

HEwRERR Fv il

®fRD [1—Y%&] & [JIRDT—R] ZANL. [OK] =

= Configuration Profile Tool AEBEEMA LS E LTV 1)
9, ChEFTT3R. RAT—REAALTLE Ve

Q W,

14 : I

JKAT—R: esssecesssss

Frotll

L ] < = 0771 V
al

UNO_Virtual_VPN_Profile
NTT Communic s Corporation FRMIE

UNO_Virtual_VPN_Cennection_Profile
% uicfg.portal.ntt.net
L 2015/10/15 11:07

VPN F—EZ

VPN #—EZ
VPN (JAPAN-WEST-vCere(i))
L2TP
~ 10.410.113.121
SharedSecret

& viro BRI "% U< ED ALT QAZ2—)\=D [T7AIL] "5
@ ek =t ["w ND— " EBERTE R ] BRRULET,
Ny N = ERIBRTEERC ...

MC3 8BW
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— Ua e & 1A R=ILUIETOT7AILEERUTTFE,
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L = #R KE8
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0
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BRRERE...
B

..

JAPAN. . .wvCore(i)
| A Q

® < i Fo s F—=5

© MEHl 2OV OULEY,

* [ XZ 3 —/)\—=(CVPNOIRRZFRR] (CFTVINDNT
WBBAIF. AF—HFRAAZ1—([CFRDOY—IHTRE
o BustoonPaN @) ML TTALE B nx9,

Thund... 7 v &7 H—PELZ: 10.110.113.121
0 "_\,—\
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(i) A -

—9)
<>

N—ODOA2TFHFRARAZI—H'5. KIEED MHEH] &
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r AZa—/t—E VPN DRR’E&;‘E‘I ...
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MaciiR(C 1 > X h—=ILeNeTOT 71 ILZHIBR I DHESUTOED T,

@ Mach [PYITINAZa1—] Z#OVUvIUL, [ZRFLARRRE] Z#IRULET,
@ ZOJ7A)L] Z8RUEY.

@ HIBRLIZWIOI 71L& RL. [-1 20Uy IULFET,

n Finder 771 [ ] > | HH VAT LBEERE [ < i 707710 EY [
ZM Mac IE2WT 7 o
ETIN T e 2 M E ¥ YT UNO. Virtual VPN_Profile
SIAT S I 1 MoK
—f FAT b TE Dock Missi SEEilg tF
App Store... 78 Shetnate i il = SE g UNO Vel VNP UNG_Virtual VPN_Gonnection_Profile
1 S uicfg.portal.ntt.net
BEFE--IEE 2016/01/12 15:19
H
Finder & 3T - v ] L | VPN —ER
TA4A7LA FIRLF¥— F—H—F Edr> 4 rSyaiy R 71';
—
z J 7 VPN #—E X
BicE... VPN (JAPAN-EAST-vGore(i)
VAT LET .. 2 @ @ g Lot
< + 163.153.17.13
— SharedSecret
Demo-mac2 #0477 N iCloud  A¥%—%vh [WEIEE *wh7—2 Blustooth 4 =
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0

@ vApp RE “1vEY ~LF OAZa1—)\—D [T7A1)L] 5
@ 2 %N "z NDO—ORIBESTEZR< -] ZBIRUET,

Ry b — I TERIEREERCS .

U3 BW
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‘ * VAppDIECEN I EH D FH A
FybO—ORA: BR B

o = FER TN

. I rryea e

™ T{‘T:AQH.,.EII‘\GI‘HG[ . “ﬁ . F7ak a
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e
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vApp lc2WT

RERE.. ®,

=X >

vApp ZfE9  8H
FHhEET %H
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vApp Z#7T #Q 1
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I-vApp Tl RE YaYRY ALS

(1)vApp

()77l
| 77 R
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Ry hT— o BEREEC ..
L3 EW

(3)imEE
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(1)vApp
1) vAppICDWNT
‘ 7714 ®E - CFFPDArcstar Universal One Virtual vApp®D
_ N=2 3> 7RI DIENTEFT,

VApp IEDWT =

RIBERGE... %, @

vApp

JR—=3 3 XXX
Copyright©2014,2015 NTT Communications

V7 b PERERNE

vApp Z#T  #Q

VI MO T PERFHRENE RY>
VI RO T P OERFFERNEZRRIUE T,

2) RIRESRE. ..

® #E

Fhoxb ATvavEE

E4) D
~ vApp-Mac vAPPOOMac@N987612345.uno

+
FryZBoWTWEFAYY AT 74 L ERICAAShET

THhIOT N T
= THAD hOER. HIFR REZITVET,
AT a>H/E 97
AT IZDAY /AT EHRELET,
FHE, RR—ZZTHEER T SN,

3) VAppZE#&T
VAppEERT UL,
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2) AT 32 H/EST

@ =E
SOk (DiEmOI=RF
rhoxh --AppLogZHUEULET,
EHmO/ERE
[ AppLog ]
BRI TR BY 12 & 1 (R
0 BABEA T 2y * GO EARED [A> ] DBEDH

i AEAIIDDERERT

J7A)L%& : FHH_AppLog_MacOSX
I

2014/4/1D%&E
(f51) 140401_AppLog_MacOSX

REFHA (ATZIZEEIID
[OJREFIAINF =R | Z&R

BEHEO V& RE
OJ®RE7 ALY %R
| 4
(Q)MARSREEA TS 3>
BRSPS HEBE DF | BB ZBIR UE T,
SEHE. 5-2-3&8,
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(5INILT

1) BR—bY1 b
---Arcstar Universal One Virtual vVAppDZ FIFEER
EDHR— NMBERZEBE U1 MMy > T UFE

YR— A~ XS
BEREORS N

BET A K ®8T

2) BEREDEIS
BENRZEE R TS RVNGEIRECT /A AD
v D —DBREEE - RIFUET.

[ NWLog ]
S &4 BEREORSH

Jr7AI)L%  FAHE_KD#_NWLog_MacOSX
)
2014/4/1012:34 56 DiHE
(f51) 140401_123456_NWLog_MacOSX

REFHMR . [OJREFEIAINSZHL<] Z#ER

vApp
EEREERELE U, ‘
OYEET A LFERC |
|
y
3) #@EFTAbM
CHBADRY NDO—DDBEIREEER T DI EN
TEXY,
(Ping/Traceroute/nslookup)
* RR—ZTIRIEREDRNZHBLTVNET,
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OIRETE @

206 BELAE 1 OFINAFINS5HETDEDEEIRUTT U,
ARV RERTIERAME/ PRLAEAALTLESE L
v ping !
= | traceroute
O (CRfF nslookup
[ JOK )

BETAR Q@IP7 RL R/ IRA M&ZZASDIUTTFEU,
/7 ELREAAL T LE W, (#51) www.ocn.ijp

AR RERITY B

Www.ocn.jp ping
OYicRF RiT
® IFET] 20Uy OULTFE,
[ JON ) BETA

@OTHRTENET . LESIB/HFEIZE,

avxy F’&;Eﬁ'a‘% RLRAZEAHALTLEZ L,
WWW.OCN. | ping .
i /@ ® MOJckRF] 20Uy IUTFEL,

Lookup start. HostName: www.ocn.jp

i&%f&%ﬁ‘i%% ms ® [DJZFRFLELR, | &EFRENFET,
icmp_seg=1 time=34. ms

EoTp._awq=2 hre=70.116 ma (REFELEOJOFME. TiEdTest LogzBR<ZEWN)

icmp_seq=3 time=144.388 ms
icmp_seq=4 time=182.603 ms.

--153.254.147.205 statistics -
5packslstmnsmiﬂeg,msgpa:kell:smceived, 0.0% packet loss [ TeStLOg ]

d-trip min/avg/max/stddev = 16.223/91.297/182.603/63.569 — —
PRgaRT L& LT, " MG &M BETAME

J7A)L%&  FEAH_K2#_TestLog__MacOSX
J
2014/4/1D12:34 56 DHE
(f51) 140401_123456_ TestLog_MacOSX

REB . [OJREIAINSIZHL] ZEIR
A7ERELELE.

| crmeornsemc |
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®LaunchpadZzZJw 2O UTTFEL,

QVAppZ2IERBLLTTF S0,

@A I>HHEN. £ LCXEINTRRENFET,
X0 J)w I UTFE0,
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5-1. Installation
1)Click the App Store icon on the Home screen.

pas : x = ma % ¢ [ 2) Enter "vApp" or "NTT Communications" and then

===

B AN perform searching.

<Supplemental Information>

The "Download vApp" screen on the App store opens even if the
following URL is directly input on the Web browser.

* vApp may not be downloaded from the URL depending on
versions and countries where AppStore is set.
URL->https://itunes.apple.com/us/app/vapp/id839416460?I=ja
&ls=1&mt=8

3) Select "vApp" and then Install.

<Note>
Be careful with products having similar application name.
Be sure to install NTT Communications' official application.
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5-2. Installation

Configuration of the Home screen is as follows.

© vApp

\ \

User name used for connection | VPN Connect/ Disconnect button

Menu bar

_ - The screen for adding, editing and deleting an

@ VvApp File Edit Window Help Sl e,

- The screen for setting options appears.

- The screen where guidance of the support site is
available and maintenance tool can be executed
appears.

- The screen for executing the maintenance tool
appears.

» Menu bar

» Status menu

. . —_— Status menu
| @o0:05:15 | 11 =

- Display the connection status of VPN, depending on

setting.
Checking an IP address used for VPN connection.
The “IP Address” appears at the “Network Preferences...”.
Network al
& vApp BECH Edit Window Help utomatic E
Connect N
I Open Network Preferences... I
tatus: onnecte
vApp Close HEW S s d ]
Connect Time: 00:00:59 Sent: H
IP Address: 172.16.1.129 Received: [
. L Configuration: Default
* The IP address allocated by the server cannot be fixed.
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5-2-1. How to Register the User ID

1) Start vApp.

KD

VApp

X VApp 2) The Home screen of vApp appears.

g o

m File Edit Windq 3)click [vApp] tab -> [Preferences...] .
About vApp
3
" Preferences... 3,
[ ] Preferences
© o 4) Click the [+ (plus)] icon.

BT with checked icon will use to default connection.
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5
Q 5) Enter a name.

Name vApp-Mac

ID vApp0OMac@N987612345.uno
6 6) Enter the user ID written on the E-mail for guidance.
: p * If user doesn’t know User ID, contact the IT

Cancel administrator in your company.
7) Click [OK].
[ ] . 8 ) Preferences I k A )
Em, A;@d‘//(\) 8) Click [Advanced] tab
NE:;“E vApp-Mac \LDAppUUMac@N957E12345.uno
+
Item with checked icon will use to default connection.
[ ] Prefere]
@ %Qﬁ 9) Change option setting if you need.
Accounts (SIS -Save Log(On/Off)
... VApp connection log (Applog) can be acquired.
Save Log ‘@ (Refer to 5-4 (1).)

Open Log Folder

-Device Authentication Option(On/Off)

... This option(On) is needed when using the Device
Authentication function.

(Refer to 5-2-3.)

Device Authentication Option
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5-2-2. Modification of Settings of User ID (Deletion)

m File Edit Wind{ 1) Click [vApp] tab -> [Preferences...].
About vApp
1
" Preferences... 38,
L ] Preferences

Ye

2) Select the user ID which you want to delete, click the [-
(minus)] icon.

Accounts Advanced

Name ID
pp vAppOOMac@N987612345.uno
vApp-TEST TESTOTEST@N99999999 .uno

H —

Item with checked icon will use to default connection.
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5-2-3. Settings of Device Authentication

m File Edit Windq 1)Click [vApp]tab -> [Preferences...].
About vApp | If you don't use function of device !
1  authentication, go to “5-3. VPN E

"~ Preferences... a8, Connection/ Disconnection".

& Preferences
©@ 2) Put a check mark on the "Device Authentication
Accounts Advanced .
Option".
Save Log
Open Log Folder 2
I Device Authentication Option
Get Device-ID
3) Click “OK”.
@ : : <Caution>
Are you sure you want to active the Device . . . .
Authentication Option? Turn off the Device Authentication option when you don't use
this function.
Cancel
When you have configured more than one vClient-ID and
function of Device Authentication is enabled. Function will be
applied to all configured vClient-ID.
® . .
oy Freerences 4)Click “Get Device-ID".
@ o

Accounts Advanced

Save Log
Open Log Folder

Device Authentication Option

Get Device-1D
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® Device-ID
5) Device-ID is displayed in the message.
Pevice-ID: *Device-ID : 16 characters of letters and numbers.
1a2b3c4d5e6f7g8h
6 6) If you would like to save the Device-ID by file, click
N “Save”.

[Device-ID]
File name: vApp_Hardware_Information.txt
Device-ID file location: library > Containers >
com.ntt.vapp.osx > Data > Documents > vApp_logs >
CommunicationLog

4
<Note>
When reinstalling vApp, the Device-ID will be changed.
In that case, you need to get Device-ID again and inform new
Device-ID to System Administrator. 7
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5-3. VPN Connection/ Disconnection
5-3-1. Connection

2 vaep 1) Select the user ID which you want to use, and click “Start”.

@ vApp-Mac

Passwom S8sssssssRRRRRRS

2) Enter the password, then click “Connect”.
* If password is unknown,
contact the system administrator.

Cancel
B <Note>

If the password is different, the following error message

appears.
Error
Connection failed. Please enter a valid user id and
password. (code=522)

[ ok |
MEN Congection 3) Click “Get Profile”.

* Operation for establishing connection must be done

VPN Account is enabled!
within 5 minutes after the figure at left appears.

VPN Server : UNO_1

(Please Connect within 5 min.
...................J( .
<Simple Connection Guide>

* At the first connection or, if instructed by System Administrator, *When using the service for the first time
go to the "Get Profile". After installation of the profile, start the

VPN connection from the Preferences-Network of your Mac. . C| ICk ”Get Prof”e”_

iosliusiiriallodislboipeite Installing the configuration profile starts;
Connect VPN therefore be sure to install the configuration profile
according to the instruction on the screen.
* When the configuration profile is already set and acquired:
...Acquisition of setting of the configuration profile is not

Get Profile

required.
Click “Connect VPN".

* After our equipment maintenance or the pre-shared key is changed by the administrator,

the configuration profile needs to be acquired again.
In that situation, please delete the configure profile which is already set first,

then re-install a new configure profile.

<Note>
You must use "Safari" as Mac's default browser when installing the configuration profile. J
209
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H “ H 4
Install “UNO_Virtual_VPN_Profile”? 4) CI IC k Co ntl n u e *
This profile will configure your Mac for the following: VPN Service.

Show Profle Cancel

This profile’s authorship cannot be verified. Make sure you trust the sender before installi

5) Click “Install”.
Are you sure you want to install profile “UNO_Virtual VPN_Profile"? g
Show Details Cancel m

6) Enter the device's “Username” and “Password”,
= Configuration Profile Tool wants to make . “ ”
changes. Type your password to allow this. and then click “OK”.

Username: I

Password; eeeeesesesse

Cancel

[ ] < i85 Profiles v

UNO_Virtual VPN_Profile

ation Unverified

INO_Virtual VPN_P...

+ UNO_Virtual_VPN_Connection_Profile
uicfg.portal.ntt.net
allec Oct 22, 2015, 10:19

nas VPN Service

oerais
VPN Service

tien VPN (UNO_1}
.. L2TP

dress 10.110.113.121
fio¢ SharedSecret

& vApp CY Edit Window Help 7) Click [File] tab -> [Open Network Preferences...].
. Connect N

™ Open Network Preferences...

Close BW
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AL - 8) Select the installed Profile.
Location: Automatic B
Status: Not Connected
@ Blustooth PAN 8 Configuration: | Default
o ThUNG.. 1 Bridge Server Address: 10.110.113.121
= — Account Name: | vAPRODMac@NSB7612345.uno
o o Caam Authentication Settings...
Connect
pdvanced... ?
APA ore .
0 onnected
T ORI — a 9) Click “Connect”.
Locstion:  Asomat *If check box of "Show VPN status in menu bar" is
LR

Status: Not Gonnected checked, icon of below appears on status bar.

Py
Configuration:  Default % m LAJ o

Server Address: 10.110.113.121

@ Thund...Ethemet
Not Gonnected

N kol

Account Name: vApp0OMac@N987612345.uno

Authentication Settings... <Supp|ementa| Information>
The icon of contextual menu can operate as "Connect" and

"Disconnect".

| et |

¥ Show VPN status in menu bar Advanced... ?
R e -

Assist me.

® < HE Network Q

10) If VPN connection succeeded, status turns into
"Connected", and a point's color of the Profile turns
SR into green.

Raceived: 11000

Qmatic
Status: Connected

IP Address: 172.16.1.129

® Thund...Ethemet ;
Not Connected

Configuration: Defauft o
o Bluetooth PAN Server Address: 10.110.113.121
Not C ted

Account Name:  vAppOOMac@N987612345.uno
Bridge

Authentication Settings...

Disconnect
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5-3-2. Disconnection

g : 1) Click [File] tab -> [Open Network Preferences...].
@ vApp BEIEN Edit Window Help

1 Connect N
"~ Open Network Preferences...

Close BW

[ < i Netwark Q
H “" H ”
s (Y 2) Click “Disconnect”.
-Fi *
I R vApp does not need to start up.
—— Connect Time: 00:00:59 Sent: BEEREICCID
LA v Oereld) P Address: 172.16.1.128 Received: 111111
o Thund...Ethernet .. ., Configuration: Default B
B h PAN Server Address: 10.110.113.121
o @

Account Name: vAppOOMac@N987612345.uno

 Thund...It Bridge
Not Connecte: v

Authentication Settings. ..

Show VPN status in menu bar Advanced... ?

Assist me..
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5-3-3. Exit
& BTN File Edit Window H| 1) Click [vApp] tab-> [Quit vApp].
About vApp
Preferences... 3,
Services >
Hide vApp #&H
Hide Others "\ #H
Show All
Quit vApp #Q @
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5-4. Other supports

This chapter explains the function s on menu bar.

_ vApp File Edit Window Help

1) vApp

2) File

W Edit Window Help
Connect #EN

Open Network Preferences...

Close #BW
3) Edit
& vApp File I2508] Window Help
Undo *Z
Redo 1r38Z
Cut X
Copy 38C
Paste
Delete
Select All hA
Start Dictation... fnfn
Special Characters... 3 Space;
4)Window
@ vApp File Edit m Help
Minimize #EM
Bring All to Front
v VApp
5)Help

(C) NTT Communications All Rights Reserved 214



855E : Mac
Chapter 5: Mac

(1) vApp

&« B Fie Edit Win

About vApp

Preferences... &8,

Quit vApp #Q

Go to Index

1) About vApp

...By clicking this tab, you can verify the installed version of
Arcstar Universal One Virtual vApp.

.

vApp

Version XXX
Copyright©2014,2015 NTT Communications

Software License Agreement

Software License Agreement button
...View Software License Agreement.

2) Preferences...

L] Preferences

0

Accounts Advanced

Name 10
~ vApp-Mac VAppOOMac@N987612345.uno

+

Item with checked icon will use to default connection.

Accounts tab
...Configure account setting.

Advanced tab
...Set option(On/Off)
Refer to next page for details.

3) Quit vApp
...Quit vApp.

215
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2) Advanced tab

5] Preferences .
& e (1) Save Log option
Accounts |Advanced ... By selecting this option, vApp connection log
(Applog) can be acquired.
Save Lo .
Opengmg o (Detail of Applog are as follows.)
Device Authentication Option [Appl_og]
Get Device-ID Condition for Log acquisition: During communication
* Only if the Save Log option is set to "ON":
File name: date_AppLog_MacOSX
N2

In the case of April 1, 2014, file name will be like
"140401_ApplLog_MacOSX".

AppLog file location : Click [Advanced] tab ->
[Open Log Folder].

Save Log

Open Log Folder

(2) Device Authentication Option

...This option(On) is needed when using The Device
Authentication function. (Refer to 5-2-3.)
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(5) Help

1) Support site

...Arcstar Universal One Virtual Jump to the Web site

where support information, including usage of vApp, is
Support site published.

Save Network Statistics
Communication Test

SU p po rt Support information on products provided by NTT Communicat tions

Download -)

Inquiry

Indormation regarding various b

Planned Maintenance
/Qutages Information

2) Save Network Statistics

...Network information for device is acquired and stored
if communication is stable or communication cannot be
established.

[NWLog]
Condition for Log acquisition: Save Network Statistics

File name: date_time_NWLog_MacOSX
J
In the case of the time is 12:34 56 seconds on April 1, 2014,
file name will be like "140401_123456_NWLog_MacOSX”.

NWLog file location: Click [Open Log Folder] on this
message.

NetworkStatusLoggerSuccess

Open Log Folder

3) Communication test
...Check the communication status of the network.
(ping/traceroute/nslookup)
*Refer to the next page for the usage detail.
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® Operation procedures ®

e Gommuneation Tes 1) Click and select the appropriate option.

Input Host/Address for command target.

traceroute
Save Log nslookup
e e e 2) Enter the IP address/ host name.
Input Host/Address, and target. ( EXa m p I e) wWww.ocn -j p
ping

Save Log Go
I_iﬁ : ) 3) Click “Go”.

°oc e Communication Test 4) The result start to appear on the window.
Input Host/Address foy nd target. Wait until |og StOpS.
www.ocn.jp ping . " "
o 4 5) Click "Save Log".
T ———r 6) By clicking "Save Log", the message “Log has been
pinging 153.254.147.205
icm| ime=7. ms n
(st tmemyo.a81 ms saved." appears.

icmp_seq=2 time=8.264 ms
icmp_seq=3 time=8.607 ms . .
iemp_sq-4 tma=8.255 ma (Detail of saved log(TestLog) is as follows.)
-- 163.254.147.205 ping statistics -

5 packets transmitted, 5 packets received, 0.0% packet loss
round-trip min/avgimaxstddev = 7.479/9.691/15.851/3.102 ms
Ping Finished [TestLog ]

Condition for Log acquisition: Communication Test

File name: date_time_TestLog_MacOSX
N%
In the case of the time is 12:34 56 seconds on April 1, 2014,
file name will be like "140401_123456_TestLog_MacOSX”.

TestLog file location: Click [Open Log Folder] on this message.

Log has been saved.

Open Log Folder “

y
218
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5-5. Uninstallation

1) Click “Launchpad”.
Launchpad

O

2) Press and hold “vApp” icon on the screen of Launchpad
for 2 seconds.

Calculator

3) The "vApp" icon shakes and the X mark appears at the
top left of icon. Click the X mark.

Calculator
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6-1. JIRD—REE
vClientd/CRA D — REEDEFITEEUTDES DT,
COSAT T NMEFIBROA LIRS

A=)Ua [Arcstar Universal One Virtual] Notice of information about client connection

NTTOZa2=4—> 3> XM%REH I\ —F v )Lk

Arcstar Universal One Virtuald oS+ 77> REEMN T T ULE U,
ERIFOREECRERBRIESUTDEDTY,

J1—%ID : UNOvirtual@N111111111.uno
JXXJ— R : fasdi8534fadfa

FTIVT—23>E TFoH hhsSFo>O0—-RUTLEE0,
PC(Windows): http://support.ntt.com/vpn-virtual/download/search?dbFlg=1
Mac(OS X): https://itunes.apple.com/us/app/vapp/id1046702335?|=ja&ls=1&mt=12
Android: https://play.google.com/store/apps/details?id=com.ntt.vapp
iOS: https://itunes.apple.com/us/app/vapp/id8394164607?I=ja&ls=1&mt=8

\— S INCTOEAUTEMBULTEE,

https://usd.portal.ntt.net/?key =XXXXXXXXXXXXXXXX
T oD L D TIDD O MDD EAL U C e,
JNRD— R £/ XD+ READLTLZE0,

Gl £ https://usd.portal.ntt.net/ ?kev=30000000000000MX

‘ NTT Communications

Arcstar Universal One Virtual

| Caopyright {c) 2014 NTT Comunications

WebTSOH(C, EHREAA—ILICEHEEINTULD
[FIA&ERI/R—45IL] DURLZATI L.
FMAERFR—FILZRRLUET,
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A—)VIXMEDEE. A —)UICERH SN <EREL/ \RD— RZ2ZEET DY bOURL>H. BFienE

T, BHOIA—ILRESNBAER. BRICREUEA—ILICEHSNTZURINT TR LT
=0\,

BW<EREE/ AR DT — REZE T D3P A FDOURL>AT TR UIBEE, UTOBEENFRRESNET.

NOT FOUND

Copyright © 2014 NTT Comusications
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- DSAT > MERIBIROA—ILAE

A=) [Arcstar Universal One Virtual] Notice of information about client connection

NTTOZ2 =5 —2 3 > XA I\ —F v )UKk

Arcstar Universal One Virtuald2o >+ 77> hEEFEMN T T UE LIS,
ERIFOFREECRERBRESUTDEDTTY.,

J1—YID: 1.uno

JXXTJ— R :[fasdi8534fadfa

7FUr—232(F.
PC(Windows): : . :
Mac(0S X): https://ijunes.apple.com/us/app/vapp/id1046702335?|=ja&ls=1&mt=12
Android: https:}/playlgoogle.com/store/apps/details?id=com.ntt.vapp
i0S: https://itu|1es.al>p|e.com/us/app/vapp/id839416460?|=ja&|s=1&mt=8

R OREL) \ XY — REZE T 355, UTOFBEBIIR—FILICTFIOTAUTERBLTIESU,
https://usd.pgrtal.fptt.net/?key=xXXXXXXXXXXXXXXX
OJ-«>ID | L2l —Y—IDO@AERIDIDEASI L TLIEEN,
AT —R | EEBARDT—RZAHDLUTLIZE0N,

ID: | UNOVirtual

)PW: (LR LR R RN Q N

OJ+ >EHE(C. IDEPWZEATIL,
OJA>meI>2 00Uy I UET,

< ID-$EHREAX—)L [1—HID] @ T@] KDEIEADLTLIEEN,
f51).UNOvirtual

c PW--ERREAA—)L [JAXDT—R] ZADUTLES0N,
f51). Fasdi8534fadfa
XABDUEIZAD—=RE T+ | TRRESNZET,
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< \ NTT Communications

Arcstar Universal One Virtual

JXAT— REBERGI>ZIUVIUET,

DI 2T —F

L AT —F

=
(=

EHCS

WED/(RDT— B FHULWIRDT—RZASL
EERYZIVYIULET,
XADUIRAD—=REIAT [+ ] TRRESNFT,

- BHED/RD— R-ERERA—IL [JIRDT—R] ZANDUTLZE,
-HUWLWRD — R-AEED/ (X T— READ LU TLESU,

=3...

sa UV DT — RICABD UTZ/ICRD = RZADUTLSEEUN,

EREBIE \

, JIKXD—RE, FARFOANTF - I\XF, BFEEL2TSAIESFULIIFHUATEHELT

e <ZEV. IRTO/IRT— RTEEZBIZLTLRWNEE, ZERY>EZIUYILTE,
RRE=NFEE A
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KL ELL
MAD—FOIE| CliThL F LT

LES<TBE.
JXRD— REBEORINA Y - ERRESNE T,

SERBIE \

, —E)\RD—REEZ=NIHE. DD [T547> MERIBIROA—)L] ([C&
¢ JXRDT—REFEHNFE A

JIARD— REERIC)RDT— REENTHE. S AT ABEECSEVEDEES0,

A=) [Arcstar Universal One Virtual] Notice of information about client connection

NTTOZa2=4—3 3> XA att /I\—F v )Lk

Arcstar Universal One Virtuald2o S5+ 77> REEN T T LE Uz,
RO CHERERIIUTDED TT,

J—HID : UNOvirtual@N111111111.uno
JIARD— R (BESN/I(AT—R)

FTU—23a>ld. LTS+ a4 o>O0—-RUTLS S,
PC(Windows): http://support.ntt.com/vpn-virtual/download/search?dbFig=1
Mac(OS X): https://itunes.apple.com/us/app/vapp/id1046702335?|=ja&ls=1&mt=12
Android: https://play.google.com/store/apps/details?id=com.ntt.vapp
i0S: https://itunes.apple.com/us/app/vapp/id839416460?I=ja&ls=1&mt=8

EHRIFORIL/ (XD — REZEFJ 35EE. UTOFBABBIIR—FILICTICAUTEBL T ZE0,
https://usd.portal.ntt.net/?key=XxXXXXXXXXXXXXXXX
OJ-«>ID: tEI1—5—IDO@ERDIDEANI L TLIEEY,
JIRT—R : CEBETEENL/I\IRDT—RZADLTLIESL,
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6-1. Changing the password

Operation for changing the password of vClient is as follows.

- Contents of mail indicating client connection information

Subject of Email: [Arcstar Universal One Virtual] Notice of information about client connection

Dear Virtual in NTT Communications Corporation

Registration of client of Arcstar Universal One Virtual is completed.
Information required for authentication upon connection is as follows.

User ID: UNOvirtual@W111111111.uno
Password: fasdi8534fadfa

Download application from the following web site.
PC(Windows): http://support.ntt.com/en/vpn-virtual/download/detail/pide21000000az
Mac(OS X): https://itunes.apple.com/us/app/vapp/id1046702335?|=ja&Is=1&mt=12
Android: https://play.google.com/store/apps/details?id=com.ntt.vapp
i0S: https://itunes.apple.com/us/app/vapp/id839416460?I=ja&Is=1&mt=8

When changing the authentication password used upon connection, change the password by accessing to the portal for
usess

https://usd.portal.ntt.net/?key=xxXXXXXXXXXXXXXX

ogin ID: Enter the n
Password: Enter the above password.

& https://usd. portal. ntt. net/ ?key =o000000aanonneaac

< NT T Communications

Arcstar Universal One Virtual

Copynght (c) 2014 NTT Comunications

Enter the URL of the "portal for users" described in the E-mail for guidance
of connection on Web browser to display the portal for users.
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, <URL for the Web site for changing the authentication password> is updated. If the Emails
® are received for multiple times, access to the URL described on the last received Email.

When accessing to the old <URL of the Web site for changing the authentication
password>, the following screen appears.

Arcstar Universal One Virtual

NOT FOUND

/ Message of “Mail indicating client connection information” and “Error display of the portal
€ for users” are written in bilingual Japanese and English. Japanese characters in the
message may be corrupt. However there’s no lack of function.
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- Contents of the mail indicating client connection information

Subject of Email: [Arcstar Universal One Virtual] Notice of information about client connection

Dear Virtual in NTT Communications Corporation

Registration of client of Arcstar Universal One Virtual is completed.
Information required for authentication upon connection is as follows.

port.ntt.comfen/vpn-virtual/download/detail/pide21000000az
Mac(OS X): https:/fitunedapple.com/us/app/vapp/id1046702335?I=ja&ls=1&mt=12
Android: https://plhy.godkle.com/store/apps/details?id=com.ntt.vapp

iOS: https://itunesjpple fom/us/app/vapp/id839416460?|=ja&Is=1&mt=8

When changing the
users.
https://usd.porfal.ntt het/?key=XxXXXXXXXXXXXXXX
Login ID: Entdgr the ID located at the left of @ in the above user ID.
Password: Enfer thg above password.

uthentication password used upon connection, change the password by accessing to the portal for

ID: | UNOVirtual

PW: BEREEAEER AR

Enter ID and PW on the Login screen and click the Login button.

- ID...Enter the portion in front of "@" of the User ID in the mail for guidance
of connection.
Example).UNOvirtual

- PW...Enter the portion in front of "@" of the User ID in the mail for guidance
of connection.
Example). Fasdi8534fadfa
* The input password is displayed with ".".
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< NT T Communications

Arcstar Universal One Virtual [ Logout |

Copyright {c) 2014 NTT Comunications

Click the “Password Change” button.

Enter the old password and new password, then click the Change button.
* The input password is displayed with ".".

- Current password...Enter password in the mail for guidance of connection.
- New password: Enter any password.

- Confirm: Enter the password entered in New password.

Important Notes \

, Set the password using characters at least 8 characters in length, and no more than 31
€ characters, including uppercase letters, lowercase letters and numbers.
If all passwords do not meet conditions, password is not reflected even if the "Change"
button is clicked.
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| have successfully changed the password.

Wait for a while until the message indication
completion of change of password appears.

Important Notes \

, If the password is changed, password is not described in the following "E-mail indicating
€7 client connection information".

If you forget the password after changing the password, contact the system administrator.

Subject of Email: [Arcstar Universal One Virtual] Notice of information about client connection

Dear Virtual in NTT Communications Corporation

Registration of client of Arcstar Universal One Virtual is completed.
Information required for authentication upon connection is as follows.

User ID: UNOvirtual@W111111111.uno
Password: fasdi8534fadfa

Download application from the following web site.
PC(Windows): http://support.ntt.com/en/vpn-virtual/download/detail/pide21000000az
Mac(OS X):https://itunes.apple.com/us/app/vapp/id1046702335?I=ja&ls=1&mt=12
Android: https://play.google.com/store/apps/details?id=com.ntt.vapp
iOS: https://itunes.apple.com/us/app/vapp/id839416460?|=ja&Is=1&mt=8

When changing the authentication password used upon connection, change the password by accessing to the portal for
users.
https://usd.portal.ntt.net/?key=xxXXXXXXXXXXXXXX
Login ID: Enter the ID located at the left of @ in the above user ID.
Password: Enter the above password.
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7-1. T5—3—K

J BHBBEHYR— MR—JIC [£<HITEM] =/BLTHDET,
© REMRO—BIE UTTBBVERITET EENTT,

NTTOZ1=5—>3>X BEFEY/R— ~(Arcstar Universal One Virtual) v~
<http://support.ntt.com/vpn-virtual>

BEFRYR—

t(Arcstar Universal One Virtual) &< 323 &R
<http://support.ntt.com/vpn-virtual/fag/search>

SEEEIE \

IS5 —NRRSNIHBE. UTORESEZZHRZS0N,

VAppEEEIBRFD TS —
IS—1J—R
[RE XIeFTiE
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*See the next page in English.
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7-1. Error code

° being trouble.

NTT Com would like customer to refer to FAQ on NTT Com’s customer support website in

NTT Com’s customer support website (top page of Arcstar Universal One Virtual)
<http://support.ntt.com/en>

FAQ (Arcstar Universal One Virtual)
<http://support.ntt.com/en/vpn-virtual/fag/search>

Important Notes \

Refer to the following response method when an error is displayed.

Error upon activation of vApp

Error code

1 Enter the name.

2  Enter the user ID.

3 This name is already used.

4  This ID is already used.

522 522 5020

522 526 5020

Registration is attempted
while <Name> is not
entered.

Registration is attempted
while <User ID> is not
entered.

Registration is attempted
with the already registered
<Name>.

Registration is attempted
with the already registered
<User ID>.

<Password> entered upon
login is different.

Or, setting of the VApp
Device-ID does not match
with the Portal's setting of
terminal authentication ID.

<User ID> is in use (VPN
connection is established).

Response method

Enter the <Name>.

Enter the <User ID>.

Enter the other <Name>.

If other <User ID> is issued by the
system administrator, enter other
<User ID>.

Enter the correct <Password>.
Otherwise, ask the system
administrator whether the setting of
the vApp Device-ID matches setting
of terminal authentication ID in the
Portal.

Carry out one of the following
actions.

- Please used other <User ID>
issued by the system administrator.
- Please disconnect established
VPN connection and reconnect with
same <User ID>.

(C) NTT Communications All Rights Reserved
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Error upon activation of vApp

Error code

Cause Response method
7 There is no available Prepare available network and
2ot = 22T network. establish VPN connection.
8 Communication status of Establish the VPN connection in the
500 599 2560 environment where the network's

network is instable. . :
communication status is good.

9 After disconnecting VPN, The status of <UserID> may be
VPN connection is retained as "connecting to VPN" in
632 - 13 immediately established the authentication server.
with the same <UserID> Wait for 5 minutes or longer and the
again. establish VPN connection.

Error that occurs when setting the userlD

Error code

Cause Response method

10 The registered <User ID> is Enter the correct <User ID>.
527 527 5020 wrong.

11 <ID settings> are not Request the system administrator to
527 527 5020 configured by the system set <ID>.

administrator.

12 vClient group is not set for the Ask the system administrator about
522 525 5020 issued <User ID>. settings of vClient group.
13 The system administrator does Connect vClient group and vCore.
522 525 5020 not combine vCore and user
ID.
14 Network is disconnected After setting of vCore is completed,
633 } 1000 according to changes of vCore establish VPN connection.
setting.
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Error that occurs when setting the userlD

Error code

Cause Response method

15 Disconnected from VNS System administrator reboot vCore in
633 _ 1000 (server). case of stopping vCore.

16 vCore is not activated. System administrator reboot vCore.
522 525 5020

17 The system administrator set  System administrator release the
522 526 5020 the staFus of user ID as status of user “Stopping”.

“Stopping”.
18 Connection cannot be System administrator confirm to

established due to underlay control IP address.
address restriction for access
control.

*1

*1_.Connection is released by the PPP server. Establish the connection again.

Error code

Cause Response method
19 The terminal does not recognize Restart the application. Restart the
that the application exits due to terminal if the terminal does not
330 abnormal termination of recover even after the application
application. is restarted.

And also refer to HERE (P.160).

Error code

Response method

20 VPN connection is already Operations need to be done
599 established with the terminal in after disconnecting VPN.
use.
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