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(1] 2

20260319081201_139d0adc-45f5-42fb-9ec5-8382081d078d_incident_details. json

{
“incident_title": "An active 'PSAttackTool’ malware in a PowerShell script was prevented from executing via AMSI”,
“severity": "Low",
"status”: "Closed”,
"source_service": "Microsoft XDR",
“summary_description”: null,
“alertsCount™: 1,
“incident_number": 370,
“incident_id": "139d0adc-45f5-42fb-9ec5-8382081d078d",
"detection_datetime: "2026-03-19T05:49:01.2209212Z",
"rraated datetima"- "INIANTI1ATNS-40-82 10222227"

© @EF-3ER3 GHEIP) v

(8]

(1 1) Zscaler (ZIA) iEiEiaE
Zscaler (ZIA) M API ZFIFBL. URL I+« JLY U TREICEHT DUTDIERZHEE L CRIZEZT D
HEEZRMLUFET.
- URL #77TJU (URLCategories)
« URL 1 J)LHY>2RUS— (urlFilteringRules)
- URL &5 R7Z7ZTUSIEIRU = —3&E (advancedUrlFilterAndCloudAppSettings)
<EEAA—>

9 Nwww.ntt.coml IC727EATEEHA.
Zscaler@URLZ v LA ) I BEEHBE L TREREHAT

@

@ BTV ERWURL Twwwantt.com) AD T2 H ZIC2WT Zscaler®URL T ¢ LR Y V55
EEMERELELE.
Zscaler@URLAF I TAI_Advisor_Block (ID: CUSTOM_28)1 |2 Twww.ntt.com) #'ERIHh
TED, ZOAFIVIIHTBURLT v LR 247 JL—JL TAl_Advisor_Block_test (ID: 146301
3 AT JOwa) ICRESTNTVWET,
ZOJEHNEREET. M'www.ntt.com) ICF IV EATEHWRKETT,
FOEIAEFRITA-oIZIE. TAI_Advisor_Block_testy JL—JLOEE. F7-ix TALAdvisor_
Blocky A7 I3UH5 Twww.ntt.com1 ZHIETZHELNBDET,

(1 2) Prisma Access i&##ae
Prisma Access @ API ZFIF L. URL T+« LYV TREICEH T DUTOBRZERL CRIEZID
HREZ IR L FE T,
- tzF+31U5«JL—JL (Security Rules)
- JOJ74AILIIL—F (Profile Groups)
- URL T J)L#&5%E (URL Filtering)
« AR/ URL 5FTY (Custom URL Categories)
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<EEA XA—=>

9 https:/fwww.itreview.jp/labo/archives/19968 Z@URLIFZ2TL & 347

@ CEFLEFLEURL Fhttps:/www.itreview.jp/labo/archives/19968) IZDVWTHRALEL-E LS, HMEDEZISUVATIEHINTED A,
IPT KL AlF 1202.238.229.55). A BIE Twww.itreviewjpl. 1SPiE Tl Internetl £ 8-TEDES.
B8AF ¢ > OE2202653H130 09:05:11 (GMT)TT,
COBERYERICITEREVTT,

(13) MeEssMIERT—5/R— iEHEHae
fessttiBR(CEET D API ZFIFB L. CVE &ESH LU IVN HS(CHO<MEHHEBREZEGL TEZE
TOMREERMHLUF T,
- CVE Mess1ts¥#l1E¥x (CVEDetailInfo)
- JVN Bess145¥#15# (VulnDetaillnfo )
<HEEA A—>>

6 #IBREAED [IVNDE-2026-006892) & UHERBIEBRIF (CVE-2025-57176) ORBEI DL TELH TRATFEL,

&

@ CersgonBRIcELT. Ty FO—KENE 7 2 LOGENF+HATHE LV SHEBEM (CVE2025-57176) RSN TLET, CORBME. BESATOUELT 7L
THAALOEIAGAELIERICT » TO— FENSAEEYN S LV IHLOTT,

FEEERIARREN-Yay

Ceragon Ltd. EtherHaul EH-1200FX: RT.7.12£ DAl i—/ 3 >
Ceragon Ltd. EtherHaul EH-1200TX: R7.7.12L D WM /i—2 3
Ceragon Ltd. EtherHaul EH-2200FX: RT.7.12£ DAl i—/ 3 >
Ceragon Ltd. EtherHaul EH-2500FX: RT.7.12.5 DRI/ i—37 3 2
Ceragon Ltd. EtherHaul EH-500TX: R7.7.12k D@/ —7 3 >
Ceragon Ltd. EtherHaul EH-5500FD: R7.7.12.& DM/ {i—2 5 >
Ceragon Ltd. EtherHaul EH-600TX: R7.7.125 D@/ — 3 >
Ceragon Ltd. EtherHaul EH-614TX: R7.7.12k DRI/ i—2 52
Ceragon Ltd. EtherHaul EH-TOOTX: R7.7.12& Difd/i— 3
Ceragon Ltd. EtherHaul EH-T10TX: R7.7.12k D i@/ —F 3 >
Ceragon Ltd. EtherHaul EH-8010FX: R10.8.1&% DA/ — 32>
Ceragon Ltd. MultiHaul MH-B100-CCS: R2.4.0.k D/ —29 3 >
Ceragon Ltd. MultiHaul MH-T200-CCC: R2.4.04 DRI/ —2 23 >
Ceragon Ltd. MultiHaul MH-T200-CNN: R24.0£ D id/i—2 32
Ceragon Ltd. MultiHaul MH-T201-CNN: R24.0£ D i@ i —24 5>

MBtEDRE
CoBEtHEATALSS. REBREEChTVEV I PLETACRICT 70— F L. FEOEMICESACTEES B0 ET
poL-

BEREAPET v IT-FRETNTVETOT, EVHRICBATRIEEEROLEY. . BERRT—I7 30 FOERGRELTVLETOT, SHIC2VLWTERERET
OEGTAEMEMEL T,
COREEMICAT AR, HERSNENT CVE-2025-57176) £ LUHRSEEASRIGTRID TJVNDB-2026-006892) TEEFENTVET.

(14) I—Y—58nIkkae
A—Y - E(CGREUERO—IL)CERC T, 7ORG#HZITOMEZRMLUET.
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IRE | HiEE | tEe ¥ HEBEFIY b
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B — SRS HLAE
B 11— —EiEHae d—Y—0&Ek - HibR - EFEITOHEE —
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FRICIS Uiz 7 o Xz 1T D HEE
5 B FIFIR LR R ZWHRDT S LRICH T DFAF T MR —
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6 B DHATO>T NREH | BESTOBREBCEUEONEERRT B0, 1Fowy k=
BE Al SOC OBFRATO> 7 MR TE T ke 100 [E*?

1 ANDABICHUTH— RL—ILICKDTFTVIEEMUET, H—RL—JLICKDADATOVIE
NnNeEss. 1BlOALELTHD>Y bEN. 100EIICDE L1 FoY MEHEULUET,

X FEEBISNDHRITA X (S XFT AEDEERE) ¥ RAG OEEBR LI HILREFIY—EXRICE

FINFLA.

(1)

RAG J7 )L EXEHEEE

Al Advisor D RAG (CT 71 I)L&T7vw ITO— R BDIeHDMRERIRFE LET .

EBIANSIDIT7AILD—E

~ B HIBRZREELET,

<BRTEDI7AILDEH>
UTFOEMHICEEUIRVWT 7 AIUE. TS5—ERDREBEMRICIADFEA.
i 1 IJ714NMBEDDYA X LR
HTML. TXT. JSON. XHTML. XML R&EDFTFA L | 10MB ki
R=ZDIT7A )
PPTX. DOCX. XLSX 200 MB ki
PDF 40 MB Kiif

XXF1— RCDWVWTIE. UTF-8 ZH/R— MU TULWET,
X1 DDI7AILICEENDIEHREN 1,000 Fv+>0(50 AXFIEE)EBX DHBE. HZI71I)LZE
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(2) I—Y—5i4ae
BESTNABULREESE (Entra ID./Okta 72&) & SAML (CKDEELT—Y -39 DHEE

ZIRHELUET,

(3) II—Y—-EiBiee
1505 - HIbk - BRZTOMEZRELFT. 1T —-EFA-ILT7RLATHAINLUET,
A=)L7 RLRZADREYIDTANTZZET, BHEOI—T—ZEARICFBHERI D EETEE
TY. CHLBVERWESBSHIC(E. I—TF D7 —IR-X([THFEURVER. ZEDA—ILT R
LRZREFEL. BEBITF vy MIBEOERZMNS5IDZEN TEEHERTKECRMLET,
1Y -ERBCRETEZDER (O-)L) FUATOEDTY,

o-—Jb B2l
Fvv NIRE —fixFI A& T EEDOHEEDHFIAEIRET T .
ERENE —fixFIREE T EmOMCERBEEEECE AL RAG

J7AILDT7y TO— ROSRATO T hDOKREE T D ENTIEET T,
(A—T—BRETEELA.)

SOC BE*! SFATO> T bOFE. 1—H -8 - k. O—ILDf5 - EENTEEETT .

>+ NEEE d—H—mEN - Bikk. O—-ILDG5ZEHT N TORIENTIEETT .

Ffe. FO—JLOFIABIEERESERZEIET DL TDEDTT .

O—JL/#48E —RRFIAERIT | RAG J7 )L | SR O> > d1—5—-on O—JL®D
EEmDZHEEE™? EIRHRE 2 NERTEHERE BN - HIBR 5 - &BE
Fv v NFIRE O - - - -
ERESE O O O - -
SOC K E - - O O O
T NEEE @) @) @) O O

%1 WideAngle Y& —= K SOAR REZHIDHE=H(F SOC HHEO—ILMIIEFRRERODTHEDFE

ED
%2 Lite 75> DHEREFHIE RAG T 7 ) LEBEERU—EFIAERIFEENFIATEE B A,
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<BIEA AX—>>
Al Advisor EIZE®E & a1—4— 0 IJ71) & RERR
e
488 129/200 2 —4—
X=LT7KLZ B0y B -
_ 2026-06-10 10:18:21 FrorERE v W H
— rvorme v| @
] 2026-06-12 19:47:22 FryrERE v

(4) I1—Y—BoIHkeE
A—Y - E(CREULERO—IV) ST, 7oA EHZTOMEZRELUET,

(5) FAIRRFRRHLEE
ZIDT S (BAT S +EBMFoy MIAEK). RULERICHTZIFoy ~OFBRREHERT D
TENTEDHEETT,

<EEAX—-Z>

CHEBRRECEW T~
BEF7 v SRR T49F 4w b [ 2,000F 47w

CEPP TSIV BRTFTY
TLETLTSY 2,0007 7 v

FHHE 2026/6/16 19:52:28
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(6) SATO>T NERTEEE
Al SOC [CKBD1>25F> FEBDHIITTER I 2FERIBREER - BT D EN TS IHEETT.
SFATO>T BT, Ry MDD —DEROCBE S EOMUAICE T DIER. WEBROERSERET
BTET. BESFEBOERFIAZIBFERCAMMNAIEECIRDFT,
DRATO>T bME. Ry D —JBHROIRIBIRESEZRES D [HMIBROT] A EHERIBIROE
REEREID [WEAREDH] BO2BETEREINTED., TNETNCHERBEREZERTEE
ER
XNEPREDHETO> T SOETE - FIA(E. [Threat Detection(d2Y — X : Microsoft
Purview)] ZX3*—= R SOAR DEHFT/)I\A A E LTIV RERSDET,
<HE@EAA—>

Al Advisor ZIZEmE &2 a1—+4— B 771 &L B/E
NEBERAT T2 FRIRHRERER NdEmAE
BHICHIOTOIBEE v PRERRIESHR
0/3000
ABEROHIICER LA VBREERE300XFUATAH LTS -
LEf :

LHICHE T2 a /N CERPBELC &,

# &y b 7—ER

- FTALR=FIPOT FLRL Y Pl O0TH B,

-7 I74R_=FP7FLRIE TUCRALEDESBEER L,

-RELTWASR—/SLIPT FLRIE, OOTHD,

£

FET5EIF. OO0, O0TH5,

UADEL DR TS ¥ ik, EFRMICRL,

# HARIER

-k EEARIcWindowsZRIFALTH Y, ZhibtizfEbhTuin,

-RKDFR FEOGERAIE, ROLEBYTHD,

- iR B&D NPxxxxx] DiskRIZEAZH. [Sqyyyyyl OFEKES » AR—ALZHTH D,
#77— FHIEL— I

SO0DT U= a v ARALTHEY. cAAEF2 ) T4V 7 FTRBHOAERTA.

o -

RAEERER 2026-09-02 17:39:57
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3.4.3. TERRITHEE

LUF OEBERITHAEEZIRHE LT T,

IRE | HEE | HEE FH HEBFIY b
=R >
1 B 14> > NEEDFEE | Microsoft Sentinel(W+<—= R SOAR)&3EEL . 1Fowvhk=
62 DFIIRDA > 25> MEEER U TN I DHRE 1 75—b5
#r
X FEEMADHAIVAX (S AF LA EDEEERE) > RAG DRFEM LI HILREFY—-EXICE
FNFEA,

(1)  A>25F> bEBDITHEEE
NH&— R SOAR ZZEHENTVDAF. 1 >S7 > bOBBDHEEENFIFARIERERDEFET, A
BEEET(ENYR—> R SOAR THRElESNZA > 7 > MMIH L. BS&EIBiRZE BENINE - BIBL. DS
RELERT DB ZIRBHLET . 122572 bOBEEBDIC(E FMERBRL ZXKREUDnE THED
RIE] ZHMREUEDTINBDFET,
BEnd. U TFTORNTEMUET .
XAIBAREZFTRE UTeBFDTFIAE. [Threat Detection(d4Y — X : Microsoft Purview) | =~
*—= K SOAR DEHF/)\A X E U TTERWZEZK BEN DD ET,
1. AT SRODEVS
NAR—= R SOAR H' Watchlist (CEEFR U DM RO1 > 25> bDUX bz 10 bR CEYS
UFET. 12357 MIBFRFINBICHHTUE TN, TE Severity M"High"dD1>>5> bz
BEUTHOILET,
BEUZA>S7 > MM 1 9 DUURL. 1 BT T Ui SRTDOUX MZESUBLET,
X FARFCEZHDA > FT> MIRELUBES, EMIEE CRMZE I DM EIEVET,

2. WIBRETOXA> REIAH
Microsoft Sentinel @ API ZFIBA L. DMBBEIC1> 27> MDD <A MEAIC, 46
AUIEEZR&HULET.

3. Bt 1BEREG AT
FHICERB U EHBEROREFRZESR L. BEE(CRE(LSNITERDAERSZOMICHE
FHAFHE T,
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4. 4>>7F> NMEREVE
Microsoft Sentinel M API ZFA L1 > 25> MDD 75— Mk, BEET>FT 4T 05D
FEIBEREEUS UE T,

5. MITRE ATT&CK fE#RUNE

IREEE AN - 1247 - FIEZARE U /)\—tF1 U5+ FL v [MITRE ATT&CK] OE
H(CEDE, S35 bR CB T 2748 - Sl EiTVET,

XMITRE ATT&CK BIRINE (FMPBRZ R E U DITCRE U TEMENE T

6
BRI >TUSIRERESRU. IP/ BXAA> /URL DfalRME D - FHELET.

7. O 53HHee

OUDPFEEEFEC [TOCRPH] & TI2F+ T+« BN D 2 DOMEEEIRMUE
ER

OFOtZSH

A>22F > MO TOER ID ZF—([CFROMRT—TILHS Microsoft 365 Defender
D API ZRWTOJZIREL. RFEE - [TEEEMEDUE T,

<HRBOWMRT—TIL>

K F—JIL& S EBBRL DT PNEBALIE DT
MDE DeviceEvents O O
(Microsoft Defender for DeviceFileEvents O O

Endpoint) DeviceProcessEvents (@) O
QI>F+ T+ BOHEEADT

PHTRDI >« 7+ (Host/File,/Account/IP,/URL) ZF—I(CFEDHRT—TILHS

Microsoft Sentinel 3 &T* Microsoft 365 Defender d API ZRWCTOJZUE L. DHZEITLY

F9 ., SREDT—TILPOJOEYSLIEE ALMHBILTE D, 130 FDIL> 7« T« 25

oJRET Y.

XAI DD RZIZIRL TVD R, SN EODITEARE S HIT UTEE (S 30 Rl & 12515

BEIETVET,

HRBOWRT—TI)ILEFBRREIUT ERDFET L0 (L 18055 (Analytics fE,/Data Lake)
CISUTERL. SWICHBLET. Fo. TEWMIE. Log Analytics DARXS LAOTFT—

TILISA&ENZRY D —200OJ(CDVWT. BESHRIRS LICHTHRE U THERFETT,
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<BERBOWHRT—TIL>

Bt F—JIL& SMEBBRR DT AEBARIEDHT
XDR SecurityIncident @) O
(Extended Detection and SecurityAlert O O
Response)
MDE DeviceImagelLoadEvents | O @)
(Microsoft Defender for Devicelnfo O O
Endpoint) DeviceLogonEvents O O
DeviceNetworkEvents @) @)
DeviceNetworkInfo @) @)
DeviceRegistryEvents O O
DeviceFileCertificateInfo | O @)
DeviceTvmSoftwarelnven | O -
tory
DeviceTvmSoftwareVulne | O -
rabilities
MDO EmailEvents @) @)
(Microsoft Defender for EmailUrlInfo O O
Office 365) EmailAttachmentInfo O O
EmailPostDeliveryEvents | O @)
UrlClickEvents O O
MDI IdentityLogonEvents O O
(Microsoft Defender for IdentityQueryEvents @) @)
Identity) IdentityDirectoryEvents | O O
MDA CloudAppEvents - @)
(Microsoft Defender for
Cloud Apps)
EntralD SigninLogs O O
(Microsoft Entra ID) AuditLogs O O
AADNonInteractiveUserS | O -
ignInLogs
AADServicePrincipalSignl | O -
nLogs
AADManagedldentitySign | O -
InLogs
AADProvisioningLogs @) -
ADFSSignInLogs O -
AADUserRiskEvents O -
AADRiskyUsers O -
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O
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CommonSecurityLog O -

8. 135> MNrED
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© NTT DOCOMO BUSINESS, Inc. All Rights Reserved. 25



® décomo Business

- DITHER (FBROMIE, Al ([CLDT7S5— MNRAEOHERL, #REI7O>32)

- AFNEHR (DIRAT R, DIFFEBEL. 122572 MO <75 — MR SessionID )

- 1-Y-EEER (BURII-Y-0DEHR. ROMKRI-—YF—DERNT7O5 1 ES )
X1 —Y —BEEBR AN AR EZXRE UEDHER(COFHENENET .

mKQL E1THR
- DICERL. ETERIMUIZKQLOTIUD—E

© NTT DOCOMO BUSINESS, Inc. All Rights Reserved. 26



® docomo Business
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